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1. Metonu Ta mogesni niapuieHHs: e(peKTUBHOCTI (PYHKLIOHYBAHHS PO3NOAiNIEHUX CEPBICHUX CUCTEM
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Pedepar:

1. B pucepTauiiiHiil poboTi po3B’s13aHO HAYKOBO-IIPAKTUYHE 3aBAaHHSI MiJIBULIEHHS e(PEeKTUBHOCTI (PYHKIiOHYBaHHS
PO3MO/IiIEHUX CEPBICHUX CUCTEM IIJIIXOM PO3POOJIEHHS METOMIB Ta MOJieJIEN aJallTUBHOTO MOKPAIIEHHS
(YHKLIOHYBaHHS aJIrOPUTMIB KOHCEHCYCY Yepe3 YIOCKOHAJIEHHS MeXaHi3MiB BUSIBJIEHHS BiIMOB, 30KpeMa MJISIXOM
onTuMizallii TaliMayTiB 5K OCHOBHOT'O iHCTPYMEHTY AeTeKLii 300iB. Y nepimomy po3aisi «AHasi3 MeToiB Ta
aJITOPUTMIB KOHCEHCYCY PO3NOAiIEHUX CEPBICHUX CUCTEM» BCTaHOBJIEHO, 1[0 OCHOBOIO Y3rOIPKEHOCT]
(PYHKIIOHYBaHHS PO3INOAIIEHUX CUCTEM € POOOTA AITOPUTMIB KOHCEHCYCY, 10 3a6€31e4yI0Th iX cTabinbHy po6OTy
Ta € OCHOBHUM MEXaHi3MOM, SIKUI rapaHTy€e y3roIpKEeHICTh JaHWX MiIX By3JIaM{ HaBiTh y BUIAJIKy 300iB.
3abe3neyeHHs] HATIMHOCTI PO3IOIiJIEeHUX CEPBICHUX CUCTEM € CKJIaJIHOIO 33/ja4elo, 10 BUMarae KOMIIJIEKCHOTO

IiAXO0My 3 ypaxyBaHHSIM Pi3HOMaHITHUX IpKepeJ 3001B, 30KpeMa alapaTHUX, IPOrPaMHUX Ta MepexXeBUX. Kiro4oBUM



€JIEMEHTOM IiATPUMKHU CTIMKOCTI pO3IOAisIEHO] CUCTEMU € CBOe€YacHe BUsiBIeHHs 360iB (fault detection).
BusHaveHo, 0 B yMOBaX HECTAOIbHYUX i Henepen6adyBaHUX MEPEKEBUX 3aTPUMOK €(PEKTUBHICTb BUSIBJIEHHS
BiZIMOB KPUTUYHO 3aJI€XXUTb BiJ] pallioHaJIbHOTO BU6OPY [IOPOrOBOrO 3HAUEHHSI Yacy OUiKyBaHHS IIOBiJOMJIEHbD Bif
BY3JIiB. 3aHIDKEHE 3HAaY€HHS TallM-ayTy JO3BOJIsIE CUCTEMI OIIEPaTMBHO pearyBaTy Ha NMOTEHLilHi 3601, ane
BOJHOYAC MiBUILIYE PU3NK XUOHOTIO3UTHBHUX CIIPaLIOBaHb, [0 MOKE IIPU3BOIUTH 10 3aiiBUX peKoHdirypaui,
[IOPYIIEHHS Y3rOIPKEHOCTI JaHuX i 3HM>KEHHS ITPOAYKTUBHOCTI CUCTEMU. AKTYasIbHOIO € PO3POOKA HOBUX METO/IIB i
MoJeJiell IPOTHO30BaHOro aJalITUBHOTO BUSIBJIEHHS BiZIMOB, 5IKi BpaXOBYBaTUMYTb [TIOTOYHI XapaKT€PUCTHUKU
MEPEXKEBOTO CEPENOBUILA, TUHAMIKY 3aTPUMOK i IIOBELIHKY BY3JIiB y KJIacTepi. Y gpyromy po3zini «Po3pobaeHHs
aJanTUBHUX METOB MilBUIIeHHS e(PEeKTUBHOCTI aJITOPUTMIB KOHCEHCYCY B PO3IIOLiJIEeHNX CEPBICHUX CHCTEMax»
yBary 30Cepe/i’>keHO Ha BUPillleHH] Ipo6ieMU NMifBUILeHHs eeKTUBHOCTI QyHIIIOHYBaHHS aJITOPUTMiB KOHCEHCYCY,
0CO0JIMBO B YMOBAax HECTabiIbHOCTI (PYHKI[iOHYBAaHHS MEPEXKEBUX 3'€JHAHDb B PO3NOJiJIEHUX CUCTEMAX, HIJIIXOM
PO3pO06JIEHHSI HOBUX METOZIB Ta aJropuTMiB. HabyB 1104aIbIIOro po3BUTKY METOJ, BUSIBJIEHHS BiZlMOB B pOOOTi
PO3IIOJiNIeHNX CePBICHUX CUCTEM, SIKUI Ha BiIMiHY Bifl iCHyl0uMX aHasi3ye cTaH QyHKIiOHYBaHHS CUCTEMU Ta
MiHiMi3ye KiJIbKiCTb IOMUJIKOBUX PillleHb PO BiIMOBY, SIK BUKJIMKaHi KOPOTKOYACHUMU MEPEXEBUMU 3005IMU,
LISIXOM iHTerpalii iMoBipHiCHOrO 6aiieciBchKoro migxomy. st miHiMizalii KiTbKoCTi peKoHpirypauii
YIOCKOHAJIEHO METOJ], aJalITUBHOTO BU3HAYEHHS [IOPOT'Y Bi]MOB LIJISIXOM IIPOTHO3YBAaHHS 4acCy O4YiKyBaHHS
IIOBiZJOMJIEHD BiJl TIOTEHIITHO HEMPALLE3AaTHOTO By3JIa 3a JOIIOMOTr00 MOZEJli MalIMHHOTrO HaB4aHHS SARIMA.
Briepiue 3anipornoHOBaHO aBTOHOMHMHI aIalITUBHUI METO[, NiABUILEHHS NPOAyKTUBHOCTI PCC, Kuil Ha OCHOBI
3HaHb PO Jlilep-OPiEHTOBAaHY CTPYKTYPY AJIFTOPUTMY KOHCEHCYCY, JO3BOJISIE IMHAMIYHO KOPUTYBATU IIapaMeTpu
3aTPUMKU MIX By3jlaMu KJlacTepy, 001paTy Jizfepa B KjacTepi, Ta 3a06e3MeYyrnTy MaKCUMalbHy CTabibHICTD i
IIPOYKTUBHICTb POOOTH CUCTEMHU BLIJIOMY. Y TPETbOMY PO31iii “MopesioBaHHs Ta JOCIiI)KEHHSs IPOLYKTUBHOCTI
METO/IiB MiJIBUIIEeHHS €(EKTUBHOCTI PO3NOAiNIEHNX CUCTEM” TPOBEIEHO PO3PAXyHOK alloCTEePiOpHOi IMOBIPHOCTI
BiZ 0010 By3J1a HA OCHOBi METOy BUSIBJIEHHS BiZ]MOB 3 BUKOPUCTaHHSM MMOBiIpHICHOTO 6ali€CiBCbKOTO MiTXOMY.
[IpoBeneHi pO3paxyHKU LOBOISTH, 110 HABITh 32 YMOB HasABHOCTI OKPEMUX O3HAK IOTEHIINHOI BiIMOBH, TaKUX 4K
IIPOIYILEHI MIOBiOMJIEHHS NIPalLle3qaTHOCTI ab0 MifBUIIEHA 3aTPUMKA, METOJ, HE CXUJIbHUM 0 NIepeI4acHUX
BUCHOBKIB, 2 HATOMICTb JI03BOJISIE 3Ba’KEHO (POPMYBATH PillleHHs HAa OCHOBI KoMb6iHalii ¢pakropis. Taknii miaxiz,
3HAYHO 3MEHIIYE KiJIbKiCTh XMOHOMO3UTUBHUX CIIPAllbOBYBaHb IPUOIN3HO Ha 4-5%. [licis npoBegeHHs
MOJIEJIIOBaHHS i3 BUKOPUCTAHHSIM METOJY aiallTUBHOTO BU3HAYEHHSI IIOPOL'Y BiMOB Ta MOJ€Jli MAalIMHHOTO
HaBuyaHHS SARIMA Banocs nigBUIIMTU TOYHICTb BUSIBJIEHHS 300iB Ha 20%, 3a6€311e4y0un IpU LIbOMY aJalITUBHY Ta
eeKTUBHY peakliilo CUCTeMHU Ha HeCcTabiibHi yMOBH QYHKIIOHYBaHHS MepexXi. Pesynbrat MozesitoBaHHS
[IPOJIEMOHCTPYBAJIM 3ATHICTb aJIFOPUTMY BU3HAYEHHS TalIM-ayTy TOYHO i THYYKO BU3HA4aTU BY30JI, IKAI Mae
HaWCNIpUSIT/IUBILI YMOBH [J1s1 BAKOHAHHS POJIi Jliflepa, 3 ypaxyBaHHIM (PaKTUYHMX XapaKTEPUCTUK Mepexi. Y
yeTBepTOMy po3fini “IIpakTuyHa peasnisauis Ta GyHKLUIOHYBaHHS pO3POOJIEHUX METO/IB MiIBUIIEHHS €(PEeKTUBHOCTI
PO3MOJIiIEHUX CEPBiCHUX CUCTEM” PO3PO06JIEHO IPOrpaMHO-anapaTHNii KOMIIEKC 3 aBTOHOMHUM aJallTUBHAM
IiAXO[I0OM 0 YIIPaBJIiHHS [J1s NiJBUIIEHHS €(PEKTUBHOCTI QYHKIIOHYBaHHS PO3IOAiNIEHOI CUCTEMU, 1O JO3BOJIUTh
Ha NPaKTULi NigTBEPAUTH €(EKTUBHICTb 3alIPOIIOHOBAHUX METO/IB Ta AJITOPUTMIB. 3aBISKYU BIPOBAIIKEHHIO
ABTOHOMHOTO aJJallTUBHOTO METOZY y POOOTY IPOrpaMHO-aNapaTHOr0 KOMIIJIEKCY BAANIOCS BAAJIOCS LOCATTA
3MEHIIEHHs HIMOBIPHOCTI peKoHiryparii kiacrepy Ha 4.5%, 110 [J03BOJIUTb OOPOOJISITY 3aIIMTU B MOMEHTHU IiIKOBUX

HaBaHTaXeHb 6€3 IepeoOpaHHs HOBUX JIiIePiB.

2. This thesis addresses the scientific and practical task of improving the efficiency of distributed service systems
by developing methods and models for the adaptive enhancement of consensus algorithm performance through
the refinement of failure detection mechanisms, in particular by optimizing timeouts as the primary tool for failure
detection. In the first chapter, “Analysis of methods and algorithms for ensuring consistency in distributed service
systems”, it was established that the basis for the consistency of distributed systems' functioning is the operation
of consensus algorithms, which ensure their stable performance and are the primary mechanism guaranteeing
data consistency between nodes even in the event of failures. Ensuring the reliability of distributed service
systems is a complex task that requires a comprehensive approach, taking into account various sources of failure,
including hardware, software, and network issues. A key element in maintaining the resilience of a distributed



system is the timely detection of failures (fault detection). It was determined that, under conditions of unstable
and unpredictable network delays, the effectiveness of failure detection critically depends on the rational choice of
the threshold value for the timeout of receiving messages from nodes. A reduced timeout value allows the system
to respond quickly to potential failures, but at the same time increases the risk of false positives, which may lead to
unnecessary reconfigurations, data inconsistency, and reduced system performance. Therefore, the development
of new methods and models for predictive adaptive failure detection that consider the current characteristics of
the network environment, delay dynamics, and node behavior in the cluster is relevant. In the second chapter,
“Development of adaptive methods for improving the efficiency of consensus algorithms in distributed service
systems”, attention is focused on solving the problem of improving the efficiency of consensus algorithm
operation, especially under unstable network conditions in distributed systems, by developing new methods and
algorithms. The method of failure detection in distributed service systems was further developed. Unlike existing
approaches, it analyzes the operational state of the system and minimizes the number of incorrect failure
decisions caused by short-term network failures by integrating a probabilistic Bayesian approach. To minimize the
number of reconfigurations, the method of adaptive determination of the failure threshold was improved by
predicting the timeout for receiving messages from potentially non-functional nodes using the SARIMA machine
learning model. For the first time, an autonomous adaptive method was proposed to increase the performance of
distributed service systems. Based on knowledge of the leader-oriented structure of the consensus algorithm, this
method allows dynamic adjustment of delay parameters between cluster nodes, electing a leader in the cluster,
and ensuring maximum stability and performance of the entire system. In the third chapter, “Modeling and
performance analysis of methods for improving the efficiency of distributed systems”, the posterior probability of a
node failure was calculated based on the failure detection method using a probabilistic Bayesian approach. The
calculations confirm that even when certain signs of a potential failure are present, such as missed heartbeat
messages or increased delay, the method is not prone to premature conclusions but instead enables balanced
decision-making based on a combination of factors. This approach significantly reduces the number of false
positives by approximately 4-5%. After modeling using the adaptive failure threshold method and the SARIMA
machine learning model, it was possible to improve the accuracy of failure detection by 20%, ensuring an adaptive
and effective system response to unstable network conditions. The modeling results demonstrated the algorithm's
ability to accurately and flexibly determine the node with the most favorable conditions for performing the role of
a leader, taking into account the actual network characteristics. In the fourth chapter, “Practical implementation
and operation of the developed methods for improving the functioning of distributed service systems” a software
and hardware complex with an autonomous adaptive control approach was developed to improve the efficiency of
the distributed system’s functioning, which will make it possible to confirm the effectiveness of the proposed
methods and algorithms in practice. As a result of implementing the autonomous adaptive method into the
software and hardware complex, it was possible to achieve a 4.5% reduction in the probability of cluster
reconfiguration, which will enable processing requests during peak loads without re-electing new leaders.
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