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1. MeTtoposorist no6ynoBu iHpopMalLiiHMX CUCTEM Ha OCHOBI BipTyasisalii MepesxeBux QyHKILiN

2. Methodology of building information systems based on virtualization of network functions

Pedepar:

1. B pesysnbTaTi gucepTauifHUX NOCTiIKeHb BUpPilleHa BaXK/IMBa HAYKOBO-TIPUKJIAIHA [TpobemMa MoL0 pO3podKU
MeToJ0s10rii No6yn0BY iHPOpMaLiiiHUX CUCTeM, HAa OCHOBI BipTyasisallii MepeskeBUX QYyHKIIiM, sIka IOBUHHA
edekTuBHO PyHKUioHYBaTH 3 SDN Ta NFV. B po60Ti Briepiie po3po6yieHO MaTeMaTUIHy MOZENb iHpopmaliiiHoi
Mepexi 3 BipTyasisaljieio mepexxeBrux (PyHKLiN, HAyKOBa HOBMU3HA SIKO] [10JISITA€ B TOMY, 1110 BOHA I'PYHTYETHCS Ha
Teopii MacoBoro ob6cyroByBanHsl. Lle ae MOXKIIMBICTb 326€3M1€YUTH Y PeajlbHOMY Yaci CAaMOHAJIaroJpKyBaHHs
napaMeTpiB MepexKi 3 MeToI0 peasizalii BU3BHaueHHs e(peKTUBHOI apXiTEKTypy MepeXi Ta MifBUILeHHS i
IIPOAYKTUBHOCTI. Biepie po3po6aeHo MeTo peKOHPIrypariii aHIi0KKa 00CyrOBYBaHHS TA NOBEiHKY IIJIOMUHI
ynpasiiHHS SDN, HayKOBa HOBM3HA SIKOTO I'DYHTYETBCSI HA BUKOPHUCTAHHI KiHIIEBOTO aBToMary Misi Ta 03BOJIsI€
MO/IEJIIOBATH MOBEiHKY IJIOMMHU yripaBiaiHHg SDN. Briepue po3po61eH0 METOAMKY MMiIBULLEHHS POJAYKTUBHOCTI
CHACTEMHU LIJISIXOM IIPOTHO3YBAaHHS HEOOXiAHMX CEPBICiB Ta NependaueHHs IOMUJIOK, HayKOBA HOBU3HA SIKOi I10JIrae
B TOMY, 1J0 BOHA I'PYHTY€ETLCSI HA METOAX JIiHIMHOTrO TpOrpamMmyBaHHsl. lle nae MOXKJIMBICTD 3[ilICHIOBAaTA €(EKTUBHE
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indopmauiitny mepexy NFV, skuii Ha BiiMiHy BiJl iCHyIOUMX I'PYHTYETbCSI HA EHTPOMIMHOMY aJIrOPUTMI Ta
aBTOMATUYHO BUOVpae KOHTP3axXx0A1 Y 3aJIeXKHOCTI Bif TUIly aTaku. Lle nae MOXJIMBICTb BU3HAYATH [TIOTOKA
MAKETHUX MOJiM, SIKi 3aBaHTAXYIOTh PECYPCU CUCTEeMU. JI71 BUBHAUYEHHS [TIOTOKIB [NAKETHUX IOi#, IKi BUCHAXYIOThb
pecypcu KOHTPOJIepa 3aCTOCOBYETLCS PO3NOi (PYHKLIN MIJIIXOM y3arajJbHEHHS €HTPOIlii KoM6iHOBaHOi (popmyn
lllenHoHa - PeHi y peanbHOMY uaci. Biepiie po3po6sieHO KOHLeNLio no6yn0Bu iHpopMaliiiHOI cuCTeMH 3
BipTyasisaljieio mepexeBux (PyHKLiN, HAyKOBa HOBU3HA SIKOI [10JISITA€ B TOMY, 1110 BOHA [PYHTYETHCSI HA OCHOBI
MaTeMaTU4YHUX MOJIeJIel apXiTeKTypU MEPEXI, IPOrHO3yBaHHI HEOOXiHMX MEPEe’KeBUX CEPBICiB i NIOMUJIOK Ta
METO/Iax MapUPyBaHHs BiIMOB Y MEPEXXi IpY MiHiMasIbHUX 3aTparax. Lle 1o03BoJisie 326€3MeYnT CBOEYACHICTD
peakuii indpopmaLiiiHOI cucTeMy Ha MO3AIUTATHI CUTYyalii y BUIIaZKy Mepe’keBoi aTaku, Jerpajallii CTpyKTypu 41
noripueHi QyHKIiOHaJIbHUX MOXJIUBOCTEN iHpopMaliliHoi cucremu.

2. As aresult of dissertation researches the important scientific and applied problem concerning development of
methodology of construction of information systems, on the basis of virtualization of network functions which
should function effectively with SDN and NFV is solved. For the first time a mathematical model of an information
network with virtualization of network functions was developed, the scientific novelty of which is that it is based
on the theory of queuing. This makes it possible to provide real-time self-tuning of network parameters in order to
implement the definition of an effective network architecture and increase its productivity. For the first time, a
method of reconfiguration of the service chain and the behavior of the SDN control plane was developed, the
scientific novelty of which is based on the use of the Mill finite state machine and allows to model the behavior of
the SDN control plane. For the first time, a methodology for increasing system performance by predicting the
required services and predicting errors has been developed, a scientific novelty of which lies in the fact that it is
based on linear programming methods. This enables efficient management of dynamically organized network
functions. The method of detecting attacks on the NFV information network has been improved, which, unlike the
existing ones, is based on an entropy algorithm and automatically selects countermeasures depending on the type
of attack. This makes it possible to determine the streams of packet events that load system resources. To
determine the flow of packet events that deplete the controller's resources, the distribution of functions is used by
generalizing the entropy of the combined Shannon-Reni formula in real time. For the first time, the concept of
building an information system with virtualization of network functions was developed, the scientific novelty of
which lies in the fact that it is based on mathematical models of network architecture, forecasting the necessary
network services and errors, and methods of parrying network failures at minimal cost. This makes it possible to
ensure the timely response of the information system to emergency situations in the event of a network attack,
degradation of the structure or deterioration of the functionality of the information system.
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