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1. MeToposoris no6ynoBu iHpopmaniitHUX CUCTEM Ha OCHOBI BipTyasizalii MepeskeBux QyHKIIN

2. Methodology of building information systems based on virtualization of network functions

Pedepar:

1. B pe3ysbTaTi JucepTauifHUX NOCiIKeHb BUpillleHa BaXJIMBa HAyKOBO-TIPUKJIAIHA TpobemMa 040 PO3poOKU
METOJ0J10Tii TO6YNoBM iHPOpPMaLiIHMX CUCTEM, HAa OCHOBI BipTyasi3alii MepeskeBUX (yHKIIil, sIKa IOBMHHA
edextuBHO (yHKLioHYBaTU 3 SDN Ta NFV. B po60Ti Briepiie po3po61€eHO MaTeMaTUYHy MOZEb iHpOpMaLiiHO]
Mepexi 3 BipTyasisaljieo mepexxeBUx (PyHKLiN, HAyKOBa HOBU3HA SIKO] [10JISITA€ B TOMY, 1110 BOHA IPYHTYETbCS Ha
Teopii MacoBoro o6¢cayropyBaHHsl. Lle ae MOXJIMBICTb 320€3M€4YUTH Y PEAJIbHOMY Yaci CAMOHAJIArOJpKyBaHHs
IapaMeTpiB MepeXi 3 METOIO pearizalii BU3Ha4YeHHs e(EeKTUBHOI apXiTeKTypy MepeXXi Ta MigBUILEHHS i
IIPOAYKTUBHOCTI. Briepie po3po6aeHo MeTo peKoHPirypariii aHIi0XKa 00CIyrOByBaHHS Ta IIOBEIiHKY IIJIOMUHI
yrpasiiHHg SDN, HaykoBa HOBU3HA SIKOTO I'PYHTYETLCSI HA BUKOPUCTAHHI KiHLIEBOTO aBTOMAaTy Mijli Ta O3BOJIsIE

MOJ€JIIOBAaTY NOBEMIHKY IUIOMKHY ypasadiHHA SDN. Biepie po3po61€HO METOAVKY MiJIBULIEHHS MPOAYKTUBHOCTI



CHCTEMH IISIXOM ITPOTHO3YyBaHHSI HEOOXiJHUX CEPBIiCiB Ta ependaueHHs MOMUJIOK, HAYKOBA HOBM3HA SIKOI [10JISITae
B TOMY, 1110 BOHA I'PYHTY€ETHCSI HA METOJIax JIiHiIHOTrO ITporpamyBaHHsl. Lle nae MOXKIMBICTD 37iliCHIOBaTH ePeKTUBHE
KEPYyBaHHS MepeXXeBUMHU (PYHKLISIMY, SIKi AMHAMIYHO OpraHi3oBaHi. YIOCKOHaJIEHO METOJ, BUSIBJIEHHS aTak Ha
inopmauiitny mepexxy NFV, sikuii Ha BiiMiHY BiJ] iCHYIOUHX ['PYHTYETbCSI HA EHTPONIMHOMY aJIrOPUTMi Ta
aBTOMATUYHO BUOVpae KOHTP3ax01 Y 3aJIeXKHOCTI Bif TUIly aTaku. Lle fae MOXJIMBICTb BU3HAYATH [TOTOKU
MaKeTHUX MOJiM, SIKi 3aBaHTaXYIOTh PECYPCU CUCTeMU. [I719 BUBHAUYEHHS [TIOTOKIB MTAKETHUX MOiH, SIKi BUCHAXYIOTh
pecypcu KOHTPOJIepa 3aCTOCOBYETHCS PO3NOia (PYHKLIN MIJISIXOM y3arajJbHEHHs €HTPOIlii KoM6iHOBaHOi popmMyin
lllenHOHA - PeHi y peasbHOMY 4aci. Bnepiie po3po6eHo KOHLEINLi N00yA0BY iH(POPpMaLIiHOI CUCTEMU 3
BipTyasisalieo mepexeBux (PyHKLiN, HAyKOBa HOBU3HA SIKOI [10JISITa€ B TOMY, 1110 BOHA [PYHTYETHCSI HA OCHOBI
MaTeMaTUYHUX MOJieslell apXiTeKTypU MEePEeXi, IPOrHO3yBaHHI HEOOXiJHMX MepPe’KeBUX CEPBICiB i TOMUJIOK Ta
MeTO/Iax MapupPyBaHHs BiIMOB Y MepeXXi Ipy MiHiMasIbHUX 3aTparax. Lle 103BoJisie 326€3MeYnT CBOEYACHICTD
peakuii inpopMalifiHOI CUCTEMHU Ha MO3AIUTATHI CUTYyaLii y BUIIAZKy MEPEXeBOi aTaKu, Jerpajatii CTpyKTypU 41
noripueHi QyHKIiOHaJIbHUX MOXJIMBOCTEN iHpopmaliiliHoi cucremu.

2. As aresult of dissertation researches the important scientific and applied problem concerning development of
methodology of construction of information systems, on the basis of virtualization of network functions which
should function effectively with SDN and NFV is solved. For the first time a mathematical model of an information
network with virtualization of network functions was developed, the scientific novelty of which is that it is based
on the theory of queuing. This makes it possible to provide real-time self-tuning of network parameters in order to
implement the definition of an effective network architecture and increase its productivity. For the first time, a
method of reconfiguration of the service chain and the behavior of the SDN control plane was developed, the
scientific novelty of which is based on the use of the Mill finite state machine and allows to model the behavior of
the SDN control plane. For the first time, a methodology for increasing system performance by predicting the
required services and predicting errors has been developed, a scientific novelty of which lies in the fact that it is
based on linear programming methods. This enables efficient management of dynamically organized network
functions. The method of detecting attacks on the NFV information network has been improved, which, unlike the
existing ones, is based on an entropy algorithm and automatically selects countermeasures depending on the type
of attack. This makes it possible to determine the streams of packet events that load system resources. To
determine the flow of packet events that deplete the controller's resources, the distribution of functions is used by
generalizing the entropy of the combined Shannon-Reni formula in real time. For the first time, the concept of
building an information system with virtualization of network functions was developed, the scientific novelty of
which lies in the fact that it is based on mathematical models of network architecture, forecasting the necessary
network services and errors, and methods of parrying network failures at minimal cost. This makes it possible to
ensure the timely response of the information system to emergency situations in the event of a network attack,
degradation of the structure or deterioration of the functionality of the information system.
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