O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0824U000943
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 15-02-2024

Craryc: Haka3 npo Bugady gumnioma

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. EJIb XAJK CJIEVIMAH BATYJI TAJII
2. BATOUL HADI EL HAJ SLEIMAN

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIndp HayKoBOi crieniaIbHOCTI: 172

Ha3Ba HayKoBOIi CIeniaJIbHOCTI: EsekTpoHHi KOMyHiKaji Ta pagioTexHika

T'asmy3b / rasysi 3HaHB: eneKTPOHIKa Ta TeJEKOMyHIKaLjii

OCBiTHbo—HayKOBa nmporpama 3i CreniaJibHOCTI: TenekomyHikauii Ta pagioTexHika

Jdara 3axucTy: 01-03-2024

CnenianbHICTB 32 OCBITOMO: [IpuKkiaHa MaTeMaTKa

Micue po6oTu 3400yBayva:
Kopg 3a €1PIIOY:
Micue3HaxoaKeHHS:
dopma BaacHOCTI:

Cdepa ynpaBiiHHs:

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIIudp cnenianizoBaHoi BYU€HOI pagH (pa30Boi Creliajai30BaHOI BYEHOI paju). ID4639_Bary
Tami

IloBHE HaliIMEHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKMii HAlliOHAILHUI YHIBEPCUTET PajlioeNIEKTPOHIKY
Kopg 3a €IPIIOY: 02071197

Micue3Haxoa>KeHHs: npocniekt Hayku, 6y, 14, Xapkis, XapkiBcbkuii p-H., 61166, Ykpaina

dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10

BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI OCOOHM: XapKiBCbKUil HALIOHAJILHMUIA YHIBEDCUTET Pali0EIEKTPOHIKH
Kopg 3a €IPITIOY: 02071197

MicuesnaxomerHﬂ: npocnekt Hayku, 6ya. 14, XapkiB, XapkiBcbkuil p-H., 61166, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

V. BimomocTi npo guceprauiio
MoBa gucepTaunii: Auriiiceka
Koau TemaTHYHHUX PYOPHK: 49.33.29

Tema gucepranii:
1. ONITUMIBALIVHI MOJIEJIT BIIMOBOCTIVIKOI TA BE3IEYHOI MAPIIPYTU3ALIIT B TEJTEKOMYHIKALIMHIN
MEPEXI HIJISIXAMUY, IO HE INEPETUHAIOTBHCA

2. OPTIMIZATION MODELS OF FAULT-TOLERANT AND SECURE ROUTING IN A TELECOMMUNICATION
NETWORK OVER DISJOINT PATHS

Pedepar:

1. Enp Xaxx Cneriman Batyn l'agi. Ontyumiszaniizi mogesti BigMOBOCTINKOI Ta 6e31eYHoi MapiupyTusanii B
TeJIeKOMYyHiIKaliliHill Mepexki msgxamuy, 110 He epeTruHaoThes. — KBaidikaliliHa HayKkoBa ITpalsl Ha IpaBax
pykonucy. [lucepranist Ha 3000yTTs CTyIeHs JoKTopa (pinocodii 3a crenianpHicTio 172 — TenekomyHikanii ta
paziorexHika. — XapKiBCbKUi1 HalliOHAJIbHUI YHIBEPCUTET PaiioeIeKTPOHIKNY, XapKiB, 2023. V nucepTaniiHii podoTi
PO3B’S13aHO aKTyaJibHy HayKOBO-TIPAKTUYHY 3a/1a4y, sIKa [0JIsITae B ONTUMi3allii IponeciB BiMOBOCTINKOI Ta
6e3reyHoi MapuIpyTH3allii 3a MIsIxaMHu, 110 He IIEPETHHAIOTHCS, B TeJIeKOMYHiKaliHux Mmepexxax (TKM) misxom
PO3pOOKHU, BLOCKOHAJIEHHS Ta JOCJiI>)KEHHS BiIIIOBIIHMX MAaTEMAaTUYHUX Mofesel. Pe3ysibTaTi IPOBENEHOrO y
po6OTI aHasi3y NigBepenuIu BaXJIUBICTb Ta IPIOPUTETHICTb 3a06€3MedeHHs SIKOCTi 06C1yroByBaHH (QoS),

BiZIMOBOCTIMIKOCTi Ta MEPEXXHOi 6€3I1eKU y CyYaCHHUX i IepPCIeKTUBHUX TeJeKOMYHIKaliiHUX Mepexax. [Ipu pomy



aKLIEHTOBAHO yBary Ha TOMY, 11O AJIs1 OCATHEHHS Liei MeTH Mae 6yTH MaKCMMAaJIbHO BUKOPUCTAHO (PYHKLIOHA
IepeloBUX TEXHOJIOTIH yIpaBiiHHs TpadikoM i, 0c06IMBO, IPOTOKOJIIB MapipyTusauii. HoBiTHI mpoTokou
MapuipyTu3alii IOBMHHI NiATPUMYyBAaTHU 0araToOLUISIXOBI pillleHHs], pO3pax0ByBaTH IIJISIXY, SIKi 3a0€31€4yI0Th BUCOKI
MIOKa3HMKU SIKOCTi OOCIyTOBYBAHHSI Ta MEPEKHOI 0€3I1EKH, a TAKOXK PE3yJIbTATUBHO Peasli3yloTh CXEMU JIOKAJIBHOTO,
CErMEHTHOTO Ta I7106aJIbHOTO 3aXUCTY (Pe3epBYBAaHHS) IIPOITYCKHOI 3[aTHOCTI Ta €JIEMEHTIB MEPEXi B yMOBax ix
OJVHUYHUX i MHOKVHHMX BiIMOB. BCTaHOBJIEHO, L]0 HA NIE€PIIN IJIaH BUXOAATH 3aa4i 010 BLOCKOHAJIEHHS
MaTeMaTU4YHUX MOJEJIEN, METOMIB i TPOTOKOJIIB MapipyTu3auii B TKM 3 iXHbOIO afarnraii€ero nif cydacHi BUMOTIHU.
EdexTrBHUM HaNPSIMKOM YIOCKOHAJIEHHS MOJieJiel i METOIiB MapLIPyTU3allii € BAKOPMCTaHHS MIJISIXIB, SIKi HE
IIEPETUHAIOTHCS, L0 JO3BOJISIE BBECTH, @ B TIOJAIBIIOMY €(PEKTUBHO Ta ONTUMAJIbHO BUKOPUCTATU HAAJINIIKOBICTD
MEPEXKHOTO Pecypcy IJisl CUCTEMHOTO MifiBuIlleHHs piBHs QOS, BiIMOBOCTINKOCTI Ta MEpE>KHOI 6e3neKku. Y
IycepTaLiliHii poboTi BLOCKOHAJIEHO MaTeMaTu4Hi Mogesi QoS-MapmpyTusalii B TeJIEKOMYHIKALiHI Mepexi
LIJIAXaMU, 10 He MePEeTMHAI0TLCA. HaykoBa HOBU3HA [1€PIIO] MATEMATUYHOI MOJIEIi [TOJIArae y BBEIEHHI HOBUX
YMOB 6aJIaHCYBaHHSI [IPOIYCKHOI 3laTHOCTI MapUIPyTiB i BUKOPUCTaHHI OHOBJIEHOTO KPUTEPisi ONTUMaIbHOCTI
MapUIPyTHUX pillleHb, 10 J03BOJINJIO 3a6€31€YUTH y IIPOLeCi MaplIPyTU3allii MaKCHMi3allilo K KiJIbKOCTI, TaK i
CyMapHOI IIPOIYCKHOI 34aTHOCTI pO3pax0OBaHMX LIJIAXiB. AHAJI3 PE3yJbTaTiB LOCIIKEHHS [10Ka3aB, 110
BUKOPUCTAHHS 3alIPOTNIOHOBAHOI MOJIeIi Jae 3MOTY 3a6€3MeUYNTH MAaKCMMAaJIbHO MOJKJIMBY ITPOITYyCKHY 3/1aTHICTb
MapUIPYTHOTO PillleHHS, OJAHOT0 MHOKMHOIO LIJISIXIB, 1110 HE IIEPETUHAIOTLCS, Y BUIIaJKaX BUCOKO]
HEOJHOPIHOCTI MEPEXI, TOOTO KOJIM MPOIYCKHI 3JaTHOCTI KaHauliB 3B'13Ky TKM 3HauyHO Bifgpi3Hat0oThCs. HaykoBa
HOBM3HA JIPYroi MaTeMaTU4HOI MOJIEli 0JIsirae Y BBEIEHHI HOBUX OiliHIMHMUX YMOB 3a6€311e4eHHs TapaHTOBAHO]
CyMapHOI IIPOIYCKHOI 34aTHOCTI MapIIPYTiB, IO [aJI0 3MOTY PO3paxyBaTy LUISIXY, SIKi MAIOTh IIPONYCKHY 3[aTHICTb,
He HIDKYY 32 BCTAaHOBJIEHUH NOPIr (BUMOTHY). BUKOHaHHS IIMX YMOBU 3aJ1€KHO BiJ, GOpMHU 06PaHOT'0 KPUTEPIIO
ONITUMAJIbHOCTI MOXXe IoCAraThCh ab0 Ha MifCTaBi 36inbLUIeHHS KiJIbKOCTI 334isTHUX MapIIpPYyTiB, IO HE
[IepeTUHAIOTHCS, 200 IIJISIXOM IiIBUILIEHHS [I0POTrOBOTO 3HAUYEHHS 00 IXHbOI MiHIMaIbHOI IIPOITYCKHOI 3aTHOCTI.
BuKopyrCTaHHS BIOCKOHAJIEHUX MOJIEJIEN O3BOJINIIO MiJBUIIUTYA CyMapHY NPOITYCKHY 3[1aTHICTh PO3PAaXxOBaHUX
MJISIXiB, Mo He nepetuHanuch B TKM, Big 1,5-10% 10 18,6-42%. Y po60Ti oTprManu ogaabIiuii PO3BUTOK
MaTeMaTuy4Hi mojesi 6e3neyHoi QoS-mapupyTr3alii 3a MIsXaMy, M0 He epeTuHaTbhesl. HoBu3Ha
3aIIPOIIOHOBAHMX MOJEJIEN MOJISITa€ Y BUKOPUCTAaHHI KOMILJIEKCHOTO KPUTEPII0 ONTUMAa/IbHOCTI MapIIPYTHUX
pilieHs, KM IOpyY 3 TOKa3HUKaMU ITPOIYCKHOI 3,aTHOCTI BPaXOBYe NIapaMeTPy MEPEKHOI Oe3I1eKy KaHaliB
3B'I3Ky — iMOBipHOCTI ixHbOI KOMIIpOMeTaliii. Lle 03B01nI0 3a6€3M1eYNTH PO3PaXyHOK TaKOi MHOKMHU LJISXIB Y
TKM, siKi, mo-niepuie, He IEPETUHANNCE; IIO-IPYTe, IXHS KiJbKICTh 6yJIa MaKCUMAaJIbHO MO>KJINBOIO; [I0-TPETE, iXHS
CyMapHa IIpOIyCKHa 3/IaTHICTh 6yJia a60 MaKCHMaJIbHO MOXKJIMBOIO, 200 HE HIKYE 3aJ]aHOi; I0-YETBEPTE,
JIMOBIpHICTb KOMIIpOMeETALlii IUX LUISIXIB 6yJ1a MiHiMa/IbHOK. Ha po3paxyHKOBUX IPUKJIAZaxX NPOLEMOHCTPOBAHA
(YHKLIOHATBHICTD 3aIIPOIIOHOBAHNX MaTeMAaTUYHUX MOJIeJiel, IXHS Ipane3naTHICTh Ta aJleKBATHICTb, a TAKOX
eeKTUBHICTb 3 NOrJsLy peasnisatii 6e3nednoi mapupyTtusauii B TKM. BctaHOBi€HO, 1110 3a6e311e4eHHs rapaHTii
10,0 MPOIYCKHOI 30aTHOCTI MYJIBTUIIJISIXY BifjOyBa€ThCH, K IPABUJIO, i3 IEBHUM, a iHOJIi i BHAYHMM 3a1lacoMm, TaK
SIK JIiHiIIHI yMOBHU 3a6e3Me4YeHHs rapaHToBaHoi QoS cdopMmysbOBaHi 1151 HAUTipIIOTo BUMAMKY, KOJIM BCi
PO3paxoBaHi Ta BKJIIOYEH] y ONITUMAJIbHUI MYJIbTUIIISIX MAPHIPYTH, MAIOTh IPUGIN3HO OJHAKOMY IPOIYCKHY

3MATHICTb.

2. El Haj Sleiman Batoul Hadi. Optimization models of fault-tolerant and secure routing in a telecommunication
network over disjoint paths. - Qualifying scientific work on manuscript rights. Dissertation for the Doctor of
Philosophy (Ph.D.) degree in specialty 172 - Telecommunications and Radio Engineering. — Kharkiv National
University of Radio Electronics, Kharkiv, 2023. The dissertation solves an actual scientific and practical problem of
optimizing the fault-tolerant and secure routing processes over disjoint paths in telecommunication networks
(TCNs) by developing, improving, and investigating appropriate mathematical models. The analysis results
confirmed the importance and priority of Quality of Service (QoS), fault tolerance, and network security in modern
and prospective telecommunication networks. It is emphasized that to achieve this goal, the functionality of
advanced traffic management technologies, and especially routing protocols, should be used to the maximum
extent possible. The latest routing protocols should support multipath solutions, calculate paths that provide high



indicators of Quality of Service and network security, and implement schemes of local, segment, and global
protection (redundancy) of bandwidth and network elements under conditions of single and multiple failures. The
problems of improving mathematical models, methods, and protocols of routing in TCN with their adaptation to
modern requirements come to the forefront. An effective direction of routing models and methods improvement is
the use of disjoint paths, which allows the introduction and further effective and optimal use of the network
resources redundancy for systemic increase of QoS level, fault tolerance, and network security. The mathematical
models of QoS routing in a telecommunication network over disjoint paths are improved in the dissertation work.
The scientific novelty of the first mathematical model consists of introducing new conditions for balancing the
routes’ capacity and using an updated optimality criterion of routing solutions, which allowed to ensure the
maximization of the number and total capacity of the calculated paths in the routing process. The analysis of the
study results showed that using the proposed model makes it possible to ensure the maximum possible bandwidth
of the routing solution represented by a set of disjoint paths in cases of high network heterogeneity, i.e., when the
bandwidths of TCN links differ significantly. The scientific novelty of the second mathematical model consists of
introducing new bilinear conditions to ensure guaranteed total routes’ capacity, which allows calculating paths
with a bandwidth not lower than the established threshold (requirement). Depending on the form of the chosen
optimality criterion, these conditions can be met either by increasing the number of disjoint routes involved or by
raising the threshold for their minimum bandwidth. Improved models increased the total bandwidth of the
calculated disjoint paths in TCN from 1.5-10% to 18.6-42%. Mathematical models of secure QoS routing over
disjoint paths have been further developed in this work. The proposed models' novelty lies in using a complex
optimality criterion of routing solutions, which, along with bandwidth indicators, considers the network security
parameters of communication links - the probability of their compromise. This made it possible to calculate such a
set of paths in TCN, which, firstly, did not intersect; secondly, their number was the maximum possible; thirdly,
their total bandwidth was either the maximum possible or not lower than the specified one; fourthly, the
compromise probability of these paths was minimal. Computational examples demonstrate the functionality of the
proposed mathematical models, their efficiency and adequacy, as well as their effectiveness in terms of
implementing secure routing in TCN. It is established that the provision of guarantees for the multipath bandwidth
occurs, as a rule, with a certain, and sometimes significant, margin since the linear conditions for ensuring the
guaranteed QoS are formulated for the worst case when all routes calculated and included in the optimal
multipath have approximately the same bandwidth. The research results have shown that the application of the
proposed models of secure routing in TCN allows for a decrease in the multipath compromise probability from 13
to 19% depending on the level of network security of communication links and reduce the compromise probability
of confidential messages on average from 23-27 to 47-55% for different cases of compromise probability of links
and routes of the network. Applying the proposed model of secure routing with Quality of Service guarantees in
terms of bandwidth has improved the probability of multipath compromise from 9-11.5% to 19.5-47% on average
for different cases of values of links compromise probabilities.
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