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Pedepar:

1. Y nuceprauii npoBeseHO KOMILJIEKCHE HayKOBe [IOCJII>KEHHSI IIPaBOBOTO PEryJiloBaHHS 3a0e3e4yeHHs
iHopmaiitHoi 6e3neku JoauHu y cdhepi OXOPOHU 3[I0POB’s. Po3risiHyTo TeopeTUyHi 3acany iHpopmaliiiHoi
0e3MeKu JII0IMHA Y c(PePi OXOPOHU 3[,0POB’S; IPOaHAI30BaHO 3MICT Ta 0COOIMBOCTI iH(pOpMaLiiiHOI 6e3neKn y
MeInyYHil cdepi, Megu4HOI iHdopMallii; BU3HaUE€HO 00'€KTH Ta Cy0'eKTH 3abe3nedeHHs iHpopmaliiiHoi 6e3neKn
JIIOVHU Y MeIUYHiN cdepi; JocinKeHo eBOII0LI0 HOPMAaTUBHO-TIPABOBOTI'O PEryJIIOBAaHHS 3aXUCTy iHpopmaliii y,
BHOKPEMJIEHO ITPO6JIEMHI IIMTAHHS Ta OKPECJIEHO NEPCIEKTUBU yIOCKOHANIEHH; BU3HAYEHO CYyYaCHUH CTaH Ta
po6s1eMaTUKy iHpOpMaLiHOI IPUMBAaTHOCTI y MeINYHIl c(epi; OKpECTIEHO OCHOBHI IKepeJia 3arpo3 Ajis
inpopmaniitHux cucteMm y Menu4Hin cdepi; 3miliCHEHO aHali3 MiXKHAPOIHOTO LOCBiZly ITPAaBOBOrO 3a0€31eYeHHS
iHdopmariiiHoi 6e3neKy JIIOAMHU Ta OKPECJIEHO NIePCIeKTUBY iMIIJIeMeHTallii 1oro y BiTUM3HSIHE 3aKOHO[IaBCTBO;
IOCJiI)KEHO 0COOIUBOCTI MDKHAPOJHUX CTAaHIAPTIB 3aXMCTy iHpopMallii B €IeKTPOHHUX MEAMYHUX CUCTEMAX, a
TaKOX IIPaKTUKy €BPOIENCHLKOrO CyAy 3 IIpaB JIIOIMHU 1040 OpraHisallii Ta IpaBOBOIO PETYIIOBAHHS 3aXUCTY
indopmanii y menuusiii cepi. ¥ Mexxax repuioro poszisy TeOpeTUYHO OOIPyHTOBAHO, 110 IPobieMaTrKa



indopmauiitHoi 6e3nekn y cdepi 0XOpOHU 300POB’S BUHMKIIA YePe3 IIEBHI HEBIATIOBIHOCTI MiXK MOXKJIMBOCTSIMU
dyHKUioHaNMY iHPOpMaLiTHMX TEXHOJIOTiH Ta iHdopMaLiiHUX 3arpo3, a TAKOK Yepes BiiCYyTHICTb Hajlle>KHOTO PiBHSI
iHpopmaLiiiHOI KyJIbTYPHU SIK cepe, IpalliBHUKIB Mequ4HOi cdepy, Tak i cycnisnbersa 3aranom. CHopmyIboBaHO
aBTOPCbKE BU3HAYEHHS TIOHATTS «iHpopMaliiiHa 6e3neka y cdhepi OXOPOHHU 3[J0OPOB’sH», PO3MEXKOBAHO MOHSITTS
«JliKapcbKa TAEMHHUIS» Ta «MeINYHA iHpopmaLis». PO3ryssHyTO OCHOBHI BUIIQIKU PO3TOJIOMIEHHS MEUYHOI
indopmariii 6€3 3roau naijieHTa 4y MOoro 3aKOHHUX NPEICTaBHUKIB. 3alIPOTIOHOBAHO iMIIJIEMEHTYBATHU IO3UTUBHUMN
MiKHapoaHUM focsig Crionydenux mwraTiB AMepuku (3akoH CIIA «I1po Mo6iIbHICTb Ta MiJ3BITHICTh MEIUYHOTO
crpaxyBaHHs» (HIPAA)). Y npyromy po3zisi po3KpuTo npo6eMHi IUTAHHS IPAaBOBOTO PETyJII0BAHHS
indopmaniitHoro 3axucty y mefuuHiii cepi, iHpopmarifiHoi IpUBaTHOCTI y JaHOMY HAIpPsIMI, IKepeJt 3arpo3 JJ1st
MeJIMYHUX iHPOPMALiIHAX CUCTEM, BU3HAYEHO NPOOIEMU Ta OKPECJIEHO NEPCIIEKTUBU yIOCKOHAJIEHHS [TPaBOBOTO
3abe3nedyeHHs 3axucTy iHpopMalii y meanuHii cpepi. KoHCTaTOBaHO, 110 MPAaBOBi HOPMU, SIKi PETYJIIOI0Th 3aXUCT
indopmauii y cpepi oxopoHu 310poB’sl, epe6a4aloTh 30BHIIIHIO i BHYTPIIIHIO, TIOB’S13aHY MK CO0010, CUCTEMY K
3aKOHiB, TaK i IIiI3aKOHHUX HOPMAaTUBHO-TIIPaBOBUX aKkTiB. KpiM Toro, BiT4M3HsIHAa 1paBoBa 6a3a 3axucty iHdopmariii
I'PYHTYETbCSI HA OCHOBHUX MDKHApOJHUX NpUHLMINAX Ta nmpakTuli €CITJI. O6rpyHTOBaHO AyMKY, 1O SIK
MDKHapOJHUM 3aKOHOJABCTBOM, TaK i BITYM3HSIHUM, y OKPEMUX BUINAKAX J0O3BOJIEHO 06POO6JISITY IEPCOHAJIBHI JaHi
ocib 6e3 HaymaHH4 iX 3ropy. Pazom 3 TUM, Y Mi>KHapOZHOMY 3aKOHOABCTBI rapaHTOBAaHO 3aXUCT TaKoi iHpopmaliii.
BusHa4yeHo, 10 OJJHUM 3 OCHOBHUX NPOOJIEMHUX IIUTAHb 1010 3aXUCTY [1I€PCOHAILHUX JAaHUX Y MEJUYHIl cdepi e
BiICYTHICTb HaJIEXXHOTO IIPABOBOTO PETYJIIOBAHHS Y YAaCTMHI KOOpIMHALIil Ta B3aeMOJii Ipyu po3poolLi Ta
VIPOBAIXEHHI BilNOBigHNX iHGOpMaLiliHUX cucTeM. [IpoaHani3oBaHO OCHOBHI HOPMU Ta NPUHLMINY 3arajabHOro
perylaMeHTy i3 3aXUCTy [1IepCOHAIbHUX JaHux €Bponeiicbkoro Co3y y YaCTHHI IOA0 3axXUCTy iHpopMalii y
MeanyHii cdepi. OGrpyHTOBAHO NYMKY, 11O NIPAaBO Ha 3aXUCT MEIUYHOI iHpopmallii BUHMKAae HE B MOMEHT 1100
IOPYIIEHHS], 4 OJHOYACHO 3 Cy0' €KTUBHUM ITpaBOM. OKpEeCJIEHO NepeBary i pusuKu ypoBaJKEeHHS MEJUYHUX
iHpopmaniitHux cucteMm. BuaHayeHo ocHOBHI iHpopmaiitHi 3arpo3u MIC Ta npo6aeMHi nuTaHHS, SKi
[epeuKOIKAITh aKTUBHOMY yIIpoBaakeHHI0 MIC y menuyny cdepy. 3alpol1oHOBaHO YOTUPU OCHOBHI HalpsIMU
yIOCKOHAJIEHHSI HOPMAaTUBHO-TIPABOBOro 3a0e3nedeHHs iHpopMaliiiHoi 6e3l1eKu y MeaudHii cepi. Y TpeTbomy
PO31Iii JOCTiIKEeHO OCHOBHI HOPMU Mi’KHAPOJHOT'O IIPABOBOTO PETYJIIOBAHHS, & TAKOXK OCOBJIMBOCTI 3aCTOCYBAaHHS
npaktuku €CILI mopo 3axucty iHpopmauii y MmenuuHii cdepi, MbKHAPOIHI Ta €BPOMNENChKi CTaHIapTH 3aXUCTY
iHopmalii y eseKTpoHHUX cucTemax cpepyu OXOPOHU 3[L0POB’S Ta NEPCIEKTUBY iX iMIJIEMEHTALlil y BITUA3HSIHE
3aKOHOZABCTBO. [IpoaHasi3oBaHO HOPMHU 3aXUCTy MeIUYHOI iHdopMalii. PO3risiHyTO mpaBo Ha 3a0yTTsI MeIUYHOI
indopmauii, sxe nepengdavae BuAaIeHHs MegnyHoi iHdopmauii i3 3arajJbHOTO LOCTYIIY.

2. Dissertation for the Doctor of Philosophy degree in specialty 081 "Law". - University of Customs and Finance,
Dnipro, 2025. The dissertation conducted a comprehensive scientific study of the legal regulation of ensuring
human information security in the healthcare sector. The theoretical foundations of human information security in
the healthcare sector were considered; the content and features of information security in the medical sector,
medical information were analyzed; the objects and subjects of ensuring human information security in the
medical sector were identified; the evolution of regulatory and legal regulation of information protection in was
investigated, problematic issues were identified and prospects for improvement were outlined; the current state
and issues of information privacy in the medical sector were determined; the main sources of threats to
information systems in the medical sector were outlined; an analysis of international experience in legal ensuring
human information security was carried out and prospects for its implementation in domestic legislation were
outlined; the features of international standards for information protection in electronic medical systems were
investigated, as well as the practice of the European Court of Human Rights on the organization and legal
regulation of information protection in the medical sector. The first section theoretically substantiates that the
issue of information security in the healthcare sector arose due to certain discrepancies between the capabilities
of information technology functionality and information threats, as well as due to the lack of an appropriate level
of information culture among both medical professionals and society as a whole. The author's definition of the
concept of "information security in the healthcare sector" is formulated, the concepts of "medical confidentiality"
and "medical information" are distinguished. The main cases of disclosure of medical information without the



consent of the patient or his legal representatives are considered. It is proposed to implement the positive
international experience of the United States of America (the US Health Insurance Portability and Accountability
Act (HIPAA)). The second section reveals problematic issues of legal regulation of information protection in the
healthcare sector, information privacy in this area, sources of threats to medical information systems, identifies
problems and outlines prospects for improving the legal support for information protection in the healthcare
sector. It is stated that the legal norms regulating the protection of information in the field of health care provide
for an external and internal, interconnected system of both laws and subordinate regulations. In addition, the
domestic legal framework for information protection is based on the basic international principles and practice of
the ECHR. The opinion is substantiated that both international and domestic legislation, in some cases, allow the
processing of personal data of individuals without their consent. At the same time, international legislation
guarantees the protection of such information. It is determined that one of the main problematic issues regarding
the protection of personal data in the medical field is the lack of proper legal regulation in terms of coordination
and interaction in the development and implementation of relevant information systems. The main norms and
principles of the General Regulation on the Protection of Personal Data of the European Union in terms of the
protection of information in the medical field are analyzed. The opinion is substantiated that the right to the
protection of medical information arises not at the moment of its violation, but simultaneously with the subjective
right. The advantages and risks of implementing medical information systems are outlined. The main information
threats of MIS and problematic issues that hinder the active implementation of MIS in the medical sphere are
identified. Four main areas of improvement of regulatory and legal support for information security in the medical
sphere are proposed. The third section examines the main norms of international legal regulation, as well as the
features of the application of the practice of the ECHR on the protection of information in the medical sphere,
international and European standards for the protection of information in electronic systems of the healthcare
sector and the prospects for their implementation in domestic legislation. The norms for the protection of medical
information are analyzed. The right to be forgotten about medical information, which involves the removal of

medical information from public access, is considered
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Biacue Ipizsume Im's I10-6aTbKOBI Jhorikos I1asnio Cepriiosuy
TOJIOBH pajgu

BnacHe IlpizBuie Im's [10-6aTbKOBI Jhorikos ITassio Cepriiosuy
rOJIOBYIOYOTO Ha 3acigaHHi

BinnosimasabHHu# 3a ni,ZII‘OTOBKy €pbomeHnko MapuHa BaneHTrHiBHA
00JIIKOBHX JJOKYMEHTIB

PeecTpartop IOpuenko TeTssHa AHaToOJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




