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1. TexHoioris 3a6€e3ne4eHHs (PYHKLIOHAIbHOI 6€311eK1 CUCTeM O6e34POTOBOrO 3B'SI3Ky Ha OCHOBI BL,OCKOHAJIEHHS

MapOJIbHUX MOJITHUK

2. Techodology of providing functional security for wireless communication systems based on the improvement of
the password policies

Pedepar:

1. O6’exT mocmimxkeHHs — nmpouec 3abe3nedyeHHs GyHKIIOHANbHOI 6e31eKr CUCTeM 6e31POTOBOrO 3B'SI3Ky. MeToo
IycepTalifiHoi po6OTH € 3abe31euyeHHs! BilMOBOCTIMKOCTI cuCTeM 06€3pOTOBOTO 3B'513KY 32 PaXyHOK IIiIBUILIEHHS
CTilIKOCTi NapOJIbHUX MOJIITHK [0 CIIPO6 HECAHKI[iOHOBAHOrO AocTyny. [IpoBeneHi foCaiIKeHHs 6a3y0TbCs Ha
METOJIax TeOPii MHOXKUH, TEOPii IMOBIPHOCTEH i MATEMATUYHOI CTATUCTUKM, EKCIIEPTHOTO OL[iHIOBAaHHS (1151
BH3HAYEHHS Koe(illieHTiB CTiMKOCTI, a TAKOK BCTAHOBJIEHHS 3B’13KiB M’k 6a30BUM CIIOCOOOM reHepyBaHHSI [1apOJII0
Ta BiZTIOBIHMMU CIIOCO6AMM-aHaIOTaM1), MATEMaTUYHOTO MOZEIOBAHHS (IJ151 OL[iHIOBAaHHS ITIOBHOTU BUKOHAHHS
MHOXMHU BUMOT), IOPiBHSIHHS (117151 BU3HAUYEHHSI ONITUMAaJIbHOTO CIIOCO0Y r€HEPYBaHHS [1apOJIiB), rpadiyHuil (a4
BiZlOOpa’keHHsI MOZeJIel aTak Ta MapoJIbHUX MHOXUH), popMarisalii (111 onucy po3po6yeHOro crnocooy

yCKJIQAHEeHHs 11apoiB). [IpakTryHa LiHHICTh OTPUMAaHUX Pe3yJIbTaTiB I10JIsAra€e B IPOrpaMHii peasisaliii: mo-nepuie,



MeToy GOpMyBaHHS NAPOJIbHUX IOJITUK, IO T03BOJISE PallioHATIBHO 06paTH CIIOCi6 reHepyBaHHS IapoJIiB cepe],
MHOXXVHH iCHYIOUMX; O-JpYyre, C1oco0y reHepyBaHHS YCKIaJHEHUX MapoJliB B CUCTEMAX 6€3IPOTOBOTO 3B’3KY, IO
103BoJIss€ CPOPMYBATH CTIMKUIA [0 MiL60PY rnapoJib. OTpMMaHi pe3ysbTaTi 3a6€3Me4yI0Th 3MEHIIEHHS: BUTPAT 4acy
Ha CTBOPEHHSI IapOJII0 Mpu6n3HO Ha 20%, a TaKOK MMOBIPHOCTI 3JI0MY NIapOJIIO IIJISIXOM 301/IbLIEHHS Yacy 1J1sl
110ro MOXJIMBOTO Min6opy B 3,73:104 pasis. HoBusHa po60TH NOJISArae B NOJANbUIOMY PO3BUTKY TEOPETUYHUX i
IIPaKTUYHUX METO/IB Ta MojieJiel 3abe3neyeHHs PyHKIIOHAIbHOI 6e3l1eKu cCucTeM 6e3[IpOTOBOrO 3B’13Ky Ha OCHOBI
BI,OCKOHAJIEHHSI TAPOJIbHUX IMOJIITHK, 32 PAXYHOK: pO3POOKY Ta OOIPYHTYBAHHSI pillleHHS Ha BI,OCKOHAJIEHHS
[IapPOJIbHUX IMOJITUK B CUCTEMAaX OE3[IPOTOBOTO 3B’13KY, HA BiIMiHY Bill MOAiIOHMX, MIJIIXOM OL[iHKYU CTYIIEHS
6JIM3bKOCT] MiXX 6a30BHMM CIIOCOOOM T'eHepyBaHHS MapOJliB i KOKHUM CIIOCOOOM-aHAJIOTOM, 110 IO3BOJISE€ HA BiMiHY
BifI I0Zi6HUX, cepel, MHOKMHH iCHYI0UMX CIIOCO6iB reHepyBaHHS 1apoJliB 06paTu CI10Ci6, HalbiIbII pallioHaIbHUH 3
TOYKM 30py MOTO BI,OCKOHAJIEHHS Ta 3a06€311e4YnTH PYyHKIIOHAIbHY 6€3I1EKY CUCTEM 6€3IPOTOBOTO 3B'3KY B YMOBAaX
BIUIMBY KiO€pHETUYHUX aTakK; yJOCKOHAJIEHHS CIIOCOOY reHePYBaHHSI BUNAJKOBUX [1APOJIiB [1JIs1 CUCTEM
6e3pOTOBOTO 3B'513KY, 3aBASKY YPaXyBaHHIO MOKJIMBOCTI CIIiBIATiHHS 3 IAPOJISIMU CUCTEMU CJIOBHUKIB Ta
BUKOPUCTAHHIO iHTEIPOBAHOTO MiJIX0AY IJ1s1 FeHepyBaHHsI OiIbIll CTIKMX MapOJIiB 3a TOKa3HUKAMU IOBXKUHU Ta
Habopy CUMBOJIIB (OOpaHUX 33 IPABUJIOM KOMOiHALlil 3 BBEJIEHHSM MIEBHOTO YCKJIAHEHHS]), 110 3a6e3I1euye,
IIOPiBHSIHO 3 aHAJIOTaMM, IiABUILIEHHS PiBHS 3aXUILEHOCTi CUCTeM 6e3IpOoTOBOro 3B'13Ky ctaHnapty IEEE 802.11 Bin
MOXJIMBOTO 3JI0MY (CIIpo6 HECaHKILiOHOBaHOrO AoCTyIy) B 3,73-104 pasis. Pesysnbratu guceprauiiiHoro
JOCJIiZIPKEHHS BIPOBAIKEHO Y HaBya/IbHUM npoliec KuiBcbkoro yHiBepcuTeTy iMeHi bopuca I'piHueHKa, a TaKoX B
IIPaKTUKY PO3PO6JIEHHS MOJITUK iHpopMaiitHoi 6esneku TOB "HTK"TEXHOJIOTTT BE3IIEKU ta TOB
«KBagpokonrep». Chepy BUKOpUCTaHHS — 00'€KTH iHOPpMaLiliHOI IisiTbHOCTI.

2. The dissertation is devoted to the solution of the actual scientific problem, which consists in providing
functional security for wireless communication systems on the basis of improvement passwords corporate
policies. Object of study is the process of ensuring the functional security of wireless communication systems. The
subject of the research is information technology for ensuring the functional security of wireless systems in the
conditions of threats and restrictions determined by the specific conditions of such systems operation. The
novelty of the work lies in the further development of theoretical and practical methods and models for ensuring
the functional security of wireless systems based on the improvement of password policies through: - developing
and validating solutions to improve password policies in wireless systems, as opposed to similar ones, by assessing
the degree of closeness between the basic method of password generation and each unlike any of the many
existing password-generating methods, choose the method that is most streamlined in terms of improving it and
ensure the functional security of wireless systems in the face of cyber-attack; - improving the method of
generating random passwords for wireless systems by taking into account the ability to match the passwords of
the vocabulary system and using an integrated approach to generate more stable passwords by length and
character set (chosen by the combination rule with some complication), compared to its counterparts, the IEEE
802.11 wireless security system is increased by 3.73-104 times from possible hacking (unauthorized access
attempts).
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