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cucTeM Ha OCHOBI rpadoBuX Mogesnel unppoBux ABiHUKIB. — Ha npaBax pykonucy. [lucepTralis Ha 30006yTTs
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Tema nuceprauiiHoi po60TH MPUCBSYEHA PO3POOJIEHHIO METOIB Ta AJITOPUTMIB PAHHBOTO MONEPEIKEHHS
nopymeHs QyHKIIOHYBaHHS Kibep@i3nuHOI cucTeMU Ha OCHOBI rpadoBUX Moaesell udpoBOro ABiMHMKA [1JIs
aHaJIi3y CTaHy CUCTEMU, CBOE€YACHOTO BUSIBJIEHHS O3HaK [NOPYLIEHbD i MIATPUMKY IPUMHATTS PillleHb W00 iX
JloKanizauii. Y po6oTi ungpoBuil ABIHUK PO3IJSIAEThCA 1K OpMali3oBaHe MOJAHHS Kibep(isndHOi cucTeMy, 10
N0€JIHy€ AaHi 1o ii KOMIIOHEHTH, TEXHOJIOTIUHI TapaMeTpH, CTAHU BY3J1iB i B3a€MO3Bs13KM MiXX HUMU. Lle 1o3BoJise

BHMKOPHCTOBYBaTH MOTO SIK 3aCi6 MOJEJIIOBAaHHS Ta OCHOBY [1JIs1 iHTepIpeTalii pe3ysbTaTiB BUsBIEHHS [IOPYLIEHb,



NIOB'13aHUX 3i 3MiHOIO OBEAiHKY KOMIIOHEHTiB CPS. YHaciiok po3BUTKY LU(PPOBUX TEXHOJIOTIH KibepdisnuHi
CHCTEMHU 3a3HaJIM YCKJIQAHEHHSI CTPYKTYPH, B3a€MO3BSI3KIiB Ta pekuMiB QyHKIIOHyBaHHS, 110 IOTPebye HOBUX
niAXoiB 10 iX MOJiel0BaHHs 1 aHasizy. Y npomucioBux CPS nopyumeHHs: po60TH OKPEMOTo CEHCOPa, KOHTPOJIepa,
BMKOHABYOI'0 MEXaHi3My 260 MEPEXKEBOTrO By3jla MOKE BILJIMBATH Ha iHPOpPMaLiliHy 6e3MeKy i nepeodir GpisnyHoro
npouecy. ToMy BaXJIMBUM € He Julle (aKT BUSBIEHHS aHOMaJIbHOTO 260 aTaKOBAHOTO CTaHY, a i MOSICHEHHS H0TO
MiCILISl Y CTPYKTYpi CUCTEMU Ta BUBHAYEHHS KOMIIOHEHTIB, HalOiJIbIll [I0B'I3aHUX i3 BUSBJIEHUM BiIXUJIEHHSM.
BusBieHHs nopyueHs QyHKI[iOHYBaHHS Ta B3A€MO3B'513KiB Mi>K KOMIIOHEHTaMU CUCTEMU € OCHOBOIO 17151 IOOYJ0OBU
rpa¢oBoi mozei uudpoBoro ABiiiHMKa i 3ac06iB paHHBOTO NonepepKeHHs. Ha Bigminy Bif nigxonis, mo
aHaJi3yI0Th OKpeMi O3HAKU i30J1b0BaHO, rpadoBe [10JaHHS BPaX0OBYe 3B'sI3KU Mixk rtapameTpamu CPS, ix CTpyKTypHY
3HAYYIIiCTh Ta MOKJIMBUM BIUIMB BiIXAJIEHHS OJHOTO By3Jla HA CYMDKHI KOMIIOHEHTHU. Y M€Kax Takoi Mojeti
OKpeMe BiIXUJIEHHS PO3IJISIA€ThCs SIK TIOfIisl, IOB’s13aHa 3 IEBHUM BY3JIOM, FIOTO CTaHOM i 3B'I3KaMU 3 iHIINMU
enemeHTamu CPS. [I715 aHami3y cTaHiB KibepdisMIHUX CUCTEM BUKOPHUCTOBYIOThCSI METOIU IpadoBoro
MOJI€JIIOBaHHS, iMITallilHOrO MOJIEJIIOBAHHS, aHai3y JaHuX Ta ML. ¥ Mexax JOCIiIPKeHH Li METOU [TOE€HYIOThCS
B LliJlicHMI MiAXiz, y SIKOMY CUMYJIsLiiHE cepefoBulle 3abe3nedye AaHi, rpadoBa Moaeb onucye cTpykrypy CPS, a
IDS /ML-Mopnysb BUKOHYe Kiacudikalilo CTaHiB CUCTEMU. Lle CTBOPIOE OCHOBY [1JIs [IEPEXOAY Bif] 3BUYAHO]
kiacudikauii 10 IOSICHEHHS pe3yJIbTaTy Yepes3 CTPYKTYPY LudpoBOro ABifHUKA. Y LOCTiIKeHH] JaHi TeXHOJIOTiYHi
BMMIipIOBaHHs, C(POPMOBaHi B cepefoBullli LU(PPOBOTo JBiHNKA, BUKOPHUCTOBYIOThCS 1151 GOpMYyBaHHs rpadoBOro
[IOJIAHHS CTaHy CUCTEMHU, IOOYI0BU MATPULLi CyMIKHOCTI MiX ITapaMeTpamu Ta aHajli3y NOTOYHOro crany CPS.
PesynpraTtu IDS /ML-knacudikaiii 3acToCOBYIOTbCS 17151 JIOKasIi3alii MOTeHLIHOTO AKepeia IOPYLEeHHS ¥
rpadoBiit Mogeni uudpoBoro IBiliHMKA. [ 11bOTO BPaxOBYIOThCS BiIXUJIEHHS IIapaMeTpiB BiJi HOPMabHOTO
peXuMy, Bary yBaru rpadoBoi MofieJii Ta CTPyKTYpHa 3HA4yILiCThb By3JliB. Y pe3yJbTaTi cUCTEMA HE OOMEXKY€ETbCSI
MITKOIO KJ1acy, a popmye iHpopMaLlilo PO MOXKIIMBE AKepesio ab0 KaHasl IPOsIBY IOPYIIEHHS, 110 MOXKe OyTH
BHMKOPHCTAHO JJIs [Tofanbuoro aHasnizy crany CPS. MeToto aucepraliii € po3po6JeHHSI METOIiB Ta aJITOPUTMIB
PaHHbOTO NOllepeIKeHHS TopyLieHb QYHKIIOHYBaHHSI IPOMUCIIOBUX Kibepdi3anyHMX cucTeM Ha OCHOBI rpadoBUX
Mogesell HUPPOBUX BIMHUKIB, 0 3a0€3Me4y0Th (PpopMai3oBaHe NIOJAHHS TOMOJIOrI, CTaHiB i B3aeMOogil
KOMIIOHEHTIB, rpadoBy IDS /ML-knacudikallito HOpMaabHUX Ta ATAKOBAHUX CTAHIB, BU3HAYEHHS] KDUTUYHUX BY3JIiB
i Jlokasizanio nopyueHs. 3alpoNOHOBAaHUN NifXif NifBUIye iHPOPMATUBHICTD pe3yJIbTaTiB BUSIBJIEHHS [1IOPYIIEHb,

OCKIiJIbKY IOIIOBHIOE MITKY KJIacy CTaHy IIOSICHEHHSIM Yepe3 CTPYKTYPY LU(pPOBOro ABiHUKA.

2. Kozlovskyi O.V. Methods and Algorithms for Early Warning of Operational Disruptions in Cyber-Physical
Systems Based on Graph Models of Digital Twins. On the rights of the manuscript. Dissertation for the PhD degree
in specialty 122 “Computer Science.” Kherson National Technical University of the MES of Ukraine; Ukrainian
Academy of Printing of the MES of Ukraine, Khmelnytskyi, 2026. The dissertation is devoted to the development of
methods and algorithms for early warning of operational disruptions in cyber-physical systems based on graph
models of digital twins for system state analysis, timely detection of disruption indicators, and decision support for
their localization. In the dissertation, the digital twin is considered as a formalized representation of a cyber-
physical system that combines data about its components, technological parameters, node states, and
interconnections between them. This makes it possible to use it both as a modeling tool and as a basis for
interpreting the results of disruption detection associated with changes in the behavior of CPS components. Due
to the development of digital technologies, cyber-physical systems have become more complex in terms of
structure, interconnections, and operating modes, which requires new approaches to their modeling and analysis.
In industrial CPSs, a disruption in the operation of a sensor, controller, actuator, or network node may affect both
information security and the physical process. Therefore, it is important not only to detect an abnormal or
attacked state, but also to explain its location in the system structure and identify the components most closely
related to the detected deviation. Detection of operational disruptions and interconnections between system
components is the basis for building a graph model of a digital twin and early warning tools. Unlike approaches
that analyze individual features in isolation, graph representation takes into account the relationships between
CPS parameters, their structural significance, and the possible influence of a deviation in one node on adjacent
components. Within such a model, a separate deviation is considered as an event associated with a specific node,



its state, and its connections with other CPS elements. Methods of graph modeling, simulation modeling, data
analysis, and ML are used to analyze the states of cyber-physical systems. Within the dissertation, these methods
are combined into an integrated approach in which the simulation environment provides data, the graph model
describes the CPS structure, and the IDS /ML module classifies system states. This creates a basis for moving from
conventional classification to explaining the result through the structure of the digital twin. In the dissertation,
digital twin data and CPS technological measurements are used to form a graph representation of the system state,
build an adjacency matrix between parameters, and analyze the current CPS state. The results of IDS /ML
classification are used to localize a potential source of disruption in the graph model of the digital twin. For this
purpose, deviations of parameters from the normal operating mode, attention weights of the graph model, and
structural significance of nodes are taken into account. As a result, the system is not limited to a class label, but
forms information about a possible source or manifestation channel of the disruption, which can be used for
further CPS state analysis. The aim of the dissertation is to develop methods and algorithms for early warning of
operational disruptions in industrial cyber-physical systems based on graph models of digital twins, which provide
a formalized representation of topology, states, and interactions of components, graph-based IDS /ML
classification of normal and attacked states, identification of critical nodes, and localization of disruptions. The
proposed approach increases the informativeness of disruption detection results, since it supplements the state
class label with an explanation through the structure of the digital twin.
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