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1. Cucrema yrpaBiiHHS 6aHKIBCbKMMU PU3UKaMU Jieraizallii JOX0iB, OTpPUMaHUX 3JI0YMHHUM LIISIXOM

2. Money laundering risk-management in banks

Pedepar:

1. V nuceprariii 3anponoHOBaHO aBTOPChKe 6ayeHHs MOHATTS «pusuku JIJO31I». BucBitieHo NpuYnHHO-
HaCJigKOBU 3B's130K Mix pusdukamu JITO3II Ta iHmyrMy BugamMu 6aHKiBCbKUX PU3HUKiB. [IpoaHanizoBaHi (paxkTopy,
ki yrBopiotoTh pusuku JIIO3II. YaockoHaneHo kinacudikaniiiai o3Haxku pusukis JITO3II. ChopmyiboBaHe BilacHe
6ayeHHs CYyTHOCTI CUCTeMHU ylpasiliHHS pusukamu JIJO3II. BusHaueHO OCHOBHI 3arpo3u Ta BpasJjuBiCThb
BITUM3HSIHOI CUCTEMHU (PIHAHCOBOTO MOHITOPUHTY, 5IKi 6€3[10CepeIHbO BILIMBAIOTh HA MOBIPHICTb 3aJTy4€HHS
0aHKiBCbKMX YCTAHOB /10 IIPOTUIIPABHOI AisibHOCTI. O1[iHEHO piBeHb TIHPOBOI €KOHOMIKY Ta CIIPUIHSITTS KOPYILii B
YkpaiHi. BusiBsieHO HeraTMBHUM BIJIMB OOCATY T'OTiBKM Ha MifiBUILIEHHS PiBHS pU3UKY BiIMUBaHHS TiIHbOBUX JOXO[B,
IO € 3aTPO3010 3a7Ty4€HHs OAaHKIBCbKUX YCTAHOB 10 IPOTUINPABHUX [isiHb. JloCTiIKeHO AuHaMiKy iHpOopMyBaHHS
Ipo Nifgo3pisi pinaHcoBi onepaii 6aHKiBCbKMMU Ta HE6AHKIBCbKUMHU YCTaHOBaMU. Ha OCHOBI MpoBeieHOro

KOMITapaTUBHOTO aHaJIi3y JOCIIiKEHO 0COOINBOCTI BIIPOBAIKEHHS pU3UK-OPIEHTOBAHOIO MiAX0y Y 6aHKIBCBKOMY



cexTopi Ykpainu i 3apy6ixKHUX KpaiH [ NpoTUaii ierasisanii 10xXoaiB, OTPUMAaHNX 37I0YMHHUM MIJITXOM.
YnockoHasneHi cknanosi ynpasiinHg pusnkamu JIJO3III. 3anponoHOBaHO MeXaHi3M BUSBJIEHHS Ta MOHITOPUHTY
nifgo3pinux piHaHCOBUX omepaliiil. Y0CKOHaJIeHO aJIrTOPUTM BUSIBJIEHHS Mifo3pinux piHaHCOBUX olepaliiii Ha
OCHOBI KJIACTEPHOTO aHaJIi3y IPyIl KJIieHTiB ab0 TpaHcakLiid. Po3po6yieHa Moesb IOeTaHoi NO6YJ0BU CUCTEMU
KOMILJIA€HC-KOHTPOJII0 6aHKy y cepi npoTtuaii nerasnizarii 10X0x4iB, OTPUMaHUX 3JI0YMHHNM ILLJISIXOM.
OxapakTepr30BaHO (PYHKLI Nifpo37iniB 6aHKY 3 KOMILJIAEHC-KOHTPOJIIO 3 MUTaHb IPOTU/III sleranisalii foxois,
OTPUMAaHUX 3JI04MHHUM LUISIXOM. 3alIpONIOHOBAHO MPUHLUIIY MOOYIOBY CUCTEMU KOMIIAEHC-KOHTPOJIIO OAHKY 3

MIATaHb NPOTUZLI Jieraiisanii JOX04iB, OTPUMAHMX 3JI0YMHHUM LIJISIXOM.

2. The vision of the concept of «money laundering risks in bank» is proposed. The basic theoretical approaches to
the definition of the concept of «banking risk» are analyzed. The signs and principles of classification of banking
risk are considered and the causal link between the money laundering risks and other types of risks is discussed. A
number of factors, which form the money laundering risk in banks, are analyzed. The vulnerabilities of banking
institutions to the laundering of criminal proceeds are systematized. A number of external (political, socio-
economic, geographic) and internal (organizational, financial, informational, technological) risk factors of
legalization (laundering) of illegally obtained income are considered. The impact of operational and compliance
risk on the money laundering risk are influenced and proved. The features of classification of money laundering
risks have been improved. The basic principles of management of money laundering risks in bank are considered.
The main stages of management of money laundering risks in bank are investigated. The method of identifying and
analyzing the money laundering risks in bank are improved. The main methods for assessing the money laundering
risks in bank have been investigated, and a number of their advantages and disadvantages are given. An own vision
of the essence of management of money laundering risks in bank is formulated, where the main components of the
organization of management of money laundering risks in bank are a complex of organizational, economic,
methodological, analytical, regulatory and financial procedures and measures. The measures of influence on banks
for violation of the legislation on financial monitoring issues by the National Bank of Ukraine are highlighted. The
total number of measures applied by the National Bank of Ukraine for violating the legislation in the field of
financial monitoring in the context of banking institutions is given. According to the results of the first National
Assessment of ML /FT, the main threats and vulnerabilities of the domestic financial monitoring system, that
directly affect the likelihood of the banking institutions being involved in unlawful activities, are identified. The
level of the shadow economy and the perception of corruption in Ukraine is estimated. The negative impact of the
volume of cash on increasing the risks of money laundering of shadow incomes, which constitutes a threat to
banking institutions to be involved in illegal acts, is revealed. The dynamics of reporting suspicious financial
transactions by banking and non-banking institutions has been investigated. It was revealed that among the
subjects of primary financial monitoring, the largest number of messages on suspicious financial transactions that
are subject to financial monitoring are sent to the LPSFU by the banks. The author has analyzed the experience of
foreign countries in applying the risk-based AML approach in the banking sector. The list of countries with the
highest and lowest risk of money laundering and terrorist financing has been reviewed. Based on the basis of our
comparative analysis we have explored the peculiarities of introducing a risk-oriented approach in the banking
sector of Ukraine and foreign countries to counteract the legalization of proceeds from crime. The risk-
management of legalization of proceeds from crime in domestic banks has been improved and developed. The
model of organization of management of money laundering risks in bank is developed. The components and stages
risk-management of money laundering risks in bank are improved. The main tasks of the Bank’s Supervisory Board
in the context of overseeing the risk management process in the area of money laundering and terrorist financing
are proposed. The organizational structure of the risk-management process (the three line of protection model) is
analyzed. The levels of functioning of the Bank's internal control system on anti-money laundering and terrorist
financing are presented. A mechanism for detecting and monitoring suspicious financial transactions is proposed.
Algorithm for detecting suspicious financial transactions based on cluster analysis of customer groups or
transactions has been improved. The necessity of introduction of relatively new procedures of internal control of
the bank on combating the money laundering and terrorist financing - the function of compliance, is emphasized.



The basic directions of bank’s compliance control in the sphere of combating money laundering and terrorist
financing are considered. Responsibilities of the Bank’s compliance department and its functions have been
analyzed.
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