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1. TlepciEKTMBHYUM HANPSIMKOM AOCJIIPKEHD 117151 MiABUILEHHS €(PEKTUBHOCTI IPOTUii KOMITIOTEPHUM aTakaM B
KOPIOpPaTUBHUX Mepeskax BU3HAYE€HO OpraHisallilo 36epiraHHs, oNTUMi3alio Ta BU6Ip iCTOPUYHUX JAHUX 3
BPaxyBaHHSM ITIMOMHU FOPU30HTY Y POOOTi OJAHO Pe3yIbTaTH JOCIiIPKEHHS, CIIPSIMOBAHOTO HA MiJBUIIEHHS
eeKTUBHOCTI 30epiraHHs, BUOOPY Ta ONTUMI3allii iCTOPMYHUX JAHUX CUCTEM i 3aC06iB IPOTUil KOMITIOTEPHUM
aTakaM B KOPIIOPATUBHUX MepesKax IIJISIXOM YIOCKOHAJIEHHS apXiTeKTypy Ta METO/iB OpraHisallii 36epiranss,
BMOOPY Ta ONTUMi3alii icTOpUYHMX JaHKX. 3a[IPOINIOHOBAHO YAOCKOHAJIEHY aPXITEKTYPY TAaKAX CUCTEM, Y SIKil
CHMHTE30BaHO MigXo4u [10 30epiraHHs, onTuMisallii Ta BU60py iCTOPpUYHUX NAHUX JJIs1 CUCTEM MIPOTUAIi
KOMITIOTEPHUM aTaKaM Ta 3JI0BMACHOMY IIPOrPaMHOMY 3a6€3I1€4EHHIO. 3aBIISIKU LIbOMY JOCSITAETHCS IiIBULLIEHHS
OIIePaTHMBHOCTI Ta TOYHOCTI IPY Ha/IaHi JaHMUX CUCTEMAM NPOTUii KOMITIOTEPHUM aTakaM Ta 3JI0BMUCHOMY

IIPOrpaMHOMY 3a0e3Ie4eHHIO, a TaKOX 3abe3redyeHHs! ePeKTUBHOCTI iX 36epiraHHs 3 ypaxyBaHHS IJIMOMHU



rOpU3OHTY. Y Aucepralii 3fiiicCHeHO OO PYyHTYBaHHS aKTyaJbHOCTI HAYKOBOI 33/1a4i, 10 MOJIAra€e y MigBUIleHH]
eeKTUBHOCTI 30epiraHHs, BUOOPY Ta ONTUMI3allil iCTOPUYHUX AaHUX CUCTEM i 3aCc06iB IPOTUIil KOMITIOTEPHUM
aTakaM B KOPIIOPATUBHUX MepesKax IIJISIXOM YIOCKOHAJIEHHS apXiTeKTypy Ta MeTO/iB opraHizallii 36epiranss,
BUOOPY Ta onTuMisauii icropuunux ganux. O6’€KTOM JOCIIIPKEHHS € Ipolec opraHisatlii 36epiranssi, BUOoOpy Ta
ONTHMI3allii iCTOPUYHUX JAHUX CUCTEM i 3aC06iB MPOTUii KOMITIOTEPHMM aTaKaM B KOPIOPATUBHUX MePeEXax
[TpenmeToMm OCTiIKEHHS € METOLIM OopraHizallii 36epiraHHsi, BUOOPY Ta ONTHUMi3alii iCcTOpUYHUX JaHUX CUCTEM i
3aC00iB MPOTUIii KOMITIOTEPHUM aTakaM B KOPIIOPAaTUBHUX Mepekax MeTolo qucepTauiiHoro NOCaiIKeHHS €
nigBUIIeHHs ePEKTUBHOCTI 36epiraHHs, BUOOPY Ta ONTHUMI3allil iCTOPUYHUX JAHUX CUCTEM i 3aCc06iB MpoTULii
KOMITIOTEPHMM aTakaM B KOPIIOPATUBHUX Mepeskax IIJIIXOM YIOCKOHAJIEHHS apXiTeKTypy Ta MeTO/iB opraHizarlii
306epiraHHs, BUOOPY Ta ONTMMI3allii icTopuyHuX fanux. HaykoBa HOBU3HA OTPUMAaHUX Pe3yJIbTaTiB I10JIrae B
HACTYITHOMY: YAOCKOHAJIEHO apXiTEKTypy 3ac00iB 30epiraHHs JaHUX [JI1 CUCTEM i 32C00iB MPOTUAii KOMITIOTEPHUM
arakam, B sIKiil Ha BiMiHy BilOMUX, 3[0iICHEHO [IO€IHAHHS aBTOMAaTUYHOI'O KEPYBAHHS XUTTEBMM LIMKJIOM BCiX
IaHUX abo iX YaCcTUHHU, 0COOJIMBOCTEN arapaTHO-IIPOrpaMHUX 3aC00iB 17151 30epiraHHs AaHuX, iHTeleKTyaisanii
00 IJIMOMHYU TOPU3OHTY [1JIs JAHWX, CAMOHABYaHHS IIPYU BUOOPI AaHUX [1J1 TUIIOBUX [IOBTOPIOBAHUX
KOMITIOTEPHUX aTak, o JA€ 3MOTy MiBUIIATHA OTIEPATUBHICTh Ta TOYHICTh IIPY HAJlaHi JaHUX CUCTEeMaM IIPOTHUIi
KOMITIOTEpPHUM aTakaM, a TakoX 3abe3rneynTy epeKTUBHICTD iX 30epiraHHs 3 ypaxyBaHHs IJTMOWHY FOPU30HTY;
BIleplIe po3po6JIeHO METO, Opradisallii 30epiraHHs JaHuX y CUCTEeMax Ta 3aco0ax NPOTUIil KOMITIOTEPHUM aTakaM,
OCOOJIMBICTIO SIKOTO € MOAiJ AaHUX Ha NI04YaTKOBi, HAKOIIMYYBaHi Ta BUKOPUCTaHi, a TAKOX BPaxXyBaHHS iCTOPUYHOTO
aCIeKTy iX 3aCTOCYBaHHS IIJISIXOM 30€peXXeHHsI pe3yJbTaTiB OLiHIOBAaHHS €(PEKTUBHOCTI BUKOPUCTAHHS JaHUX i3
3aCTOCYBAaHHSIM MapKOBCbKUX MoJiesieil, IMHaMiYHNUX 6aeCiBCbKUX MEPEeX Ta CTAaTUCTUYHUX METOIIB, 110 3abe3neyye
OIMC AUHAMIKU CTaHiB CUCTEMU, BPaXyBaHHS IPUYMHHO-HACJIIIKOBUX 3aJI€XKHOCTEN 1 y3arajbHEHHSI HAKOIIMYE€HOTO
IIOCBiNly 17151 MifBULIEHHS €(PEKTUBHOCTI TOBTOPHOTO BUKOPUCTAHHS AAHUX, aJAlITUBHOCTI CUCTEM Ta aBTOHOMHOCTI
ix QyHKIiOHYBaHHS B yMOBaX TPUBAJIOi eKCILIyaTallii; po3po6JeH0 HOBUM METO[I ONITUMI3aLlii JaHUX Ha OCHOBI
CaMOHaBYaHH4 3aco0iB MiJCUCTEMU IaM'sITi cUCTeM Ta 3aco06iB nnpoTugii KA, sikuii, Ha BiIMiHY Bif iCHYIOUUX,
3abe3rnevyye KOMILJIEKCHY aIalITUBHY ONTMMI3allilo IOYAaTKOBUX, HAKONIMYEHUX, BUKOPUCTAaHUX Ta JAHUX OOMaHHUX
CUCTEM 3 YPaxyBaHHSIM KpUTEPIiB pecypcHOi e(peKTUBHOCTI, CTPYKTypH JAAHUX, LIAPOBOTO PO3MillleHHS], allapaTHO-
MEPEKHOr0 pOo3NoAiny Ta crenudiku pyHKLIiOHYBaHHS OOMaHHUX CUCTEM, 110 [103BOJIS€ 3MEHIIUTU HAJIJIMIIKOBICTh
iHopmaLiiHMX MacKBiB, NiIBUIIATH MBUJKOLIIO JOCTYIY 4O JAHUX, IOKPAIUTY iHPOPMATUBHICTb
iH(popMaLiiHOTO cepeloBUIIA, €(PEKTUBHICTh HAKOIIMYEHHS 3HaHb PO [ii 37I0BMMCHUKA Ta aJANTUBHICTb CUCTEM i
3aco6iB npoTtuzii KA no 3miH yMOB QyHKIIOHYBaHHS; pO3p00JIEHO HOBUI METOM, BUOOPY HaHUX, SIKUH, HA BiMIiHY Bif
BiZIOMUX, 1110 6a3yI0TbCSI HA CTATUYHOMY OLIiHIOBaHHI 03HaK 200 (iKCOBaHMX MOJIEJISIX PAH>KyBaHHS, BUKOPUCTOBYE
iHTerpasipHy onTUMIi3aLifiHy PYHKIiIO 3 ypaxyBaHHIM INIMOVMHY FOPU30HTY, CEMaHTUYHOI 3HAYYLIOCTi Ta
[IOTIEPEIHBOTO [IOCBily BUKOPUCTAHHS, OITOBHEHY MEXaHi3MOM CaMOHABUYaHHS 7151 aJAIITUBHOTO POPMYBaHHS Ta
KOpEeKLii iIHTerpoBaHuX CYKyITHOCTEN [aHUX, 110 [03BOJINJIO MifBUIIUTY TOUHICTh BinOOpY, 3MEHIINTH
iHpopmalliiiHy HaIIMIIKOBICTb i 3a0€3neYnT IMHAMIUHY afanTaliio 1o 3MiH cepefoBuila. [IpakTuyHe 3Ha4€HHS
OTPUMaHUX Pe3y/bTaTiB. PO3po6ieHo apXiTeKTypy 3aco6iB 36epiraHHs JaHux AJ1sl cucteM i 3aco6iB mpotuii KA,
OCOOJIMBICTIO SIKOI € TOEAHAHHS aBTOMAaTUYHOI'O KEPyBaHHS )XUTTEBUM LIMKJIOM JJAHUX, BDAXyBaHHSI 0COOJINBOCTEN
arapaTHO-IIPOrpaMHUX 3ac00iB 36epiraHHs, iHTeseKTyanizalii rIMbMHA rOPU30HTY JaHMX Ta MEXaHI3MiB

CaMOHaB4YaHHS TIPpU BI/I60pi OAaHUX 1Ji1 TUIIOBUX ITOBTOPIOBAHNX KA.

2. A promising area of research to improve the effectiveness of countering computer attacks in corporate networks
is the organization of storage, optimization and selection of historical data, taking into account the depth of the
horizon The paper presents the results of a study aimed at improving the efficiency of storage, selection and
optimization of historical data of systems and means of countering computer attacks in corporate networks by
improving the architecture and methods of organizing storage, selection and optimization of historical data. An
improved architecture of such systems is proposed, in which approaches to storing, optimizing and selecting
historical data for systems for countering computer attacks and malware are synthesized. Due to this, an increase
in efficiency and accuracy is achieved when providing data to systems for countering computer attacks and
malware, as well as ensuring the efficiency of their storage, taking into account the depth of the horizon. The



dissertation substantiates the relevance of the scientific task, which is to increase the efficiency of storage,
selection and optimization of historical data of systems and means of countering computer attacks in corporate
networks by improving the architecture and methods of organizing storage, selection and optimization of
historical data. The object of the study is the process of organizing, storing, selecting and optimizing historical
data of systems and means of countering computer attacks in corporate networks The subject of the study is the
methods of organization, storage, selection and optimization of historical data of systems and means of countering
computer attacks in corporate networks The purpose of the dissertation research is to increase the efficiency of
storage, selection and optimization of historical data of systems and means of countering computer attacks in
corporate networks by improving the architecture and methods of organizing storage, selection and optimization
of historical data. The scientific novelty of the results is as follows: the architecture of data storage tools for
systems and means of countering computer attacks has been improved, in which, unlike the known ones, a
combination of automatic management of the life cycle of all or part of data, features of hardware and software
tools for data storage, intellectualization of the depth of the horizon for data, self-learning in the selection of data
for typical repetitive computer attacks, which makes it possible to increase the efficiency and accuracy of data
provided to computer attack counteraction systems, as well as to ensure the efficiency of their storage taking into
account the depth of the horizon; for the first time, a method of organizing data storage in systems and means of
countering computer attacks has been developed, the peculiarity of which is the division of data into initial,
accumulated and used, as well as taking into account the historical aspect of their application by preserving the
results of assessing the effectiveness of data use using Markov models, dynamic Bayesian networks and statistical
methods, which provides a description of the dynamics of system states, taking into account cause-and-effect
dependencies and generalization of the accumulated experience to increase the efficiency of data reuse,
adaptability of systems and autonomy of their functioning in conditions of long-term operation; a new method of
data optimization based on self-learning of memory subsystem tools of systems and means of countering fraud has
been developed, which, in contrast to the existing ones, provides a comprehensive adaptive optimization of initial,
accumulated, used and data of fraudulent systems, taking into account the criteria of resource efficiency, data
structure, layered arrangement, hardware and network distribution and the specifics of the functioning of
fraudulent systems, which allows to reduce the redundancy of information arrays, increase the speed of access to
data, improve the information content of the information environment, the efficiency of accumulating knowledge
about the actions of an intruder and the adaptability of systems and means of countering fraud to changes in
operating conditions; A new method of data selection has been developed, which, in contrast to the known ones
based on static assessment of features or fixed ranking models, uses an integral optimization function taking into
account the depth of the horizon, semantic significance and previous experience of use, complemented by a self-
learning mechanism for adaptive formation and correction of integrated data sets, which made it possible to
increase the accuracy of selection, reduce information redundancy and provide dynamic adaptation to

environmental changes.
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