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1. Mogeni Ta MeTOJ, BUSIBJIEHHS aHOMaUIill PYHKLIOHYBAHHS KOMIT'IOTEPHUX CUCTEM Ha OCHOBI T€XHOJIOTII

MalIMHHOI'O HaB4YaHHS

2. Models and method of detection of anomalies of functioning of computer systems on the basis of machine
learning technology

Pedepar:

1. Inceprariiina po60Ta IpuCBIYeHa pO3pOOJIEHHIO MOZesel Ta METOIiB BUSBJIEHHSI aHOMAii (PyHKLIOHYBaHHS
KOMIT'IOTEPHUX CUCTEM Ha OCHOBI TEXHOJIOTiI MallMHHOTO HaBYaHHS. HaykoBuUMU pe3ysbTaTaMu €: 1) Bepiue
3aIPOIIOHOBAHO MOJeJIb Kiacudikallii CTaHy CUCTEMHU, sIKa I'PYHTYEThCS HA CTPYKTYPHOMY IIpeJICTaBJIeHi
[TOKa3HUKIB GYHKIIOHANBHOCTI PO3NOiEHUX KOMITIOTEPHUX CUCTEM, IO I03BOJISE BUAIJIUTU MHOXKUHY CTaHIB y
3aJIXKHOCTI Bif QyHKIIOHATBHUX 3aBJJaHb, PO3MEXKYBATH IIPOLIECH LiJIbOBOTO (PYHKLIOHYBAHHS CUCTEMU Ta
iHTep@ericHi mpolecu B3aeMolii 3 MEPEXXHOIO iHPPACTPYKTYPOIO Ta BUKOPUCTOBYBATH ixX B METOZAX
iHTeIeKTyaIbHOTO aHaJli3y /J1g BUSIBJIE€HHS aHOMaIill QyHKIIOHYBaHHS PO3NOAiIEHUX KOMITIOTEPHUX CUCTEM. 2)
YIOCKOHAJIEHO MeTOJ, Kiacu@ikalii cTaHy Mepesxi Ha OCHOBI CTATUCTUYHUX [1APAMETPIB 32 PaXyHOK PiBHOMIPHOI

BUOiIpKU 00'eKTiB i3 TOBEPHEHHSIM /1151 POPMYBaHHS HaByaJIbHUX BUOIPOK, 1110 103BOJISE alallTyBaTy [IPOLieC



HaBYaHHS aHcaMb6J1s1 KiacudikaTopiB 10 po3MipiB HaBUaIbHOI BUGIpKHU. 3) OTpHUMaia MOAANbIIOTO PO3BUTKY
MyJIbTHAreHTHa MOJiesIb CUCTeMH 300py i 30epiranHs iHpopmaliii, o nodyoBaHa Ha OCHOBI areHTiB, METOIO SIKUX €
HaJaHHS KOpUCTyBauyesi abo iHpopmaliiiHilil cucteMi 6inbll BUCOKOro piBHS iHGOpMaLlii PO CTaH MEPEXHO]
iH(paCTPYKTYpH, OTPUMAHO]I B PE3YJIbTATi 300PY Ta iHTEJIEKTyalbHOI 0OPOOKY apaMeTpiB, O [O3BOJIUIIO
3MEHIINTY HaBaHTAKEHHS HA MEPEXY 32 PaxyHOK 3aCTOCYBaHHS 3a[IPOIIOHOBAHOIO IIPOTOKOJIY OOMiHY
iHpopMalliero Mixk areHTaMu. 3arporioHOBaHi METO! Ta 3aCOOH LO3BOJISIOTh IMiIBUIATH JOCTOBIPHICTb BUSIBJIEHHS
aHoMaJliil PyHKIiOHYBaHHS PO3MOAiIEHUX KOMITIOTEPHUX CUCTEM B YMOBaX KibepHETUYHHUX BIIJIMBIB 30BHIIIHBOTO
Ta BHYTPILTHBOTO CEPEAOBUINA UIJISIXOM NTOOYA0BU MOZEJIeH i METO/IiB BUPILIEHHS IAaHOTO 3aBJIaHHs HAa OCHOBI

TE€XHOJIOTI! iHTeJIEeKTYaJbHOrO aHali3y JAHUX.

2. The dissertation is devoted to the development of models and methods for detecting anomalies of the
functioning of computer systems on the basis of machine learning technology. The scientific results are: 1) the first
model of the classification of the state of the system, which allows to allocate a plurality of states depending on the
functional tasks, delimit the processes of the target functioning of the system and interface processes of
interaction with the network infrastructure and use them in the methods of intellectual analysis to identify the
anomalies of the functioning of distributed systems. This model provides an opportunity to provide local control of
parameters for each process and based on the generated vector to detect abnormal effects on the system as a
whole; 2) the method of classification of the network status on the basis of statistical parameters for the detection
of anomaly in the information structure of the computer system is improved; 3) received a further development of
the multiagent model of the system of collecting and storing information based on agents. The proposed methods
and means allow to increase the reliability of detection of anomalies of the functioning of distributed computer
systems in the conditions of cybernetic influences of the external and internal environment by constructing
models and methods for solving this problem on the basis of intelligent data analysis technologies.
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