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1. MeTonu Ta 3acobu MifBUIIEHHS IIBUIKOCTI Ta JOCTOBIPHOCTI JOCTYIY 1O KOHDiEHLIMHUX iHPOopMaLiltHIX
pecypciB

2. Methods for improving the speed and reliability of access to confidential information resources

Pedepar:

1. O6'eKT mocCiIpKEeHHS - IIpoLecH 3axucTy iHdpopMalliii, sii 36epiraloTbcsi, 0OPOOIIIOIOTHCS i IepealoThCs B
KOMIT'IOTEPHUX CUCTEMAaX Ta Mepeskax. MeTa JOCIiI)KeHH - NiIBULEHHS MBUIKOCTI Ta JOCTOBIPHOCTI OCTYITy [0
KOHQineHiHNX iHOopMalLiiHUX pecypciB Ha OCHOBI BBeJIeHHs iH(OpMalliifHOi Ta anapaTHOi HaAJIMIIKOBOCTI.
Posmupena HayKOBO-TexHiyHa 6a3a IPOEKTyBaHHS CUCTEM 3aXUCTy iHdopmallii Ha OCHOBI CyMillleHHs! IPOLeCiB
3aBaJIOCTIMKOro i KpunrorpadiyHoro KogysaHHs. [106y10BaHi anropuTmu QyHKIIOHYBaHHS Ta MAaTEMAaTUYHI MOJIEIi
IIPUCTPOIB KpUNTOrpadpivHOro KOOyBaHHS, NEKOLYBaHHS i IEPEKOIyBaHHS, HA OCHOBI CIIelliali30BaHUX JIOTiYHUX
dyHKILIH i ABIIKOBO-4eTBIPKOBOI CHCTEM YMCJIEHHS 3 IIOCTIMHOIO KiIbKiCTIO oguHu1b. [I06ymoBaHui reHepaTop
KOHI'PDYEHTHUX 4YMCeJl, 0 3a6e3revye BUPIilleHHs 6araTboX MPaKTUYHUX 3aBJjaHb, B TOMY YMCJi GOPMYBaHHS
KOMaH/I KpuIrorpadiuyHoro nepetsopeHHs inpopmatiii. Po3pobsieHi pyHKLIOHABHI i CTPYKTYPHI cXemu, 10
peanisyloTb 3alIpOIIOHOBAHUI METOZ, i B CYKYITHOCTi 3a6€3Me4yI0Th MiJBUIIEeHHS MBUIKOCTI Ta JOCTOBIpHOCTI
IOCTYIy 10 KOHDieHLITHUX iHPpopMalLiliHuX pecypciB Ha 25%. Po3pobsieHo MeTo[ KpUITorpadiyHoro



(komyBaHHS, DE€KOOYBAaHHS Ta NIEPEKOYBaHHSI) 3 BB€JEHHIM iHPOPMALiiHOI HAJJIMIIKOBOCTi HA OCHOBI
IBOXPO3PSIHUX JIOTIYHUX (PYHKLIH i BIIKOBO-4€TBIPKOBOI CCTEM YMCJIEHHS 3 IIOCTIMHOIO KiJIbKICTIO OJMHULIb, 110
IO3BOJIMJIO 3MEHIIUTY Yac JOCTYIy 1o iH(popmallii 32 paXyHOK CyMillleHHSI IIPOLIECiB 3aBaJOCTIMKOTO i
KpUNTOrpaQiuHOro KoAyBaHHS, a TaKOX CIIPOCTUTU (QYHKIIOHAJIbHI CX€MU NIPUCTPOIB. 3alIPOIIOHOBAHO MOJEJb
IIpoLeCy MiABUIEHHS MWBUAKOCTI Ta IOCTOBIPHOCTI KOCTYIy N0 KOHQiAeHIiHNX iHpopMaLiiHUX pecypciB, o
II03BOJIMJIO OOIPYHTYBATH 33a4i AUCEPTALiIHOrO JOCiI)KEeHHSI. YIOCKOHAJIEeHO MEeTO]I, TiIBULIIeHHS IBUAKOCTI Ta
IOCTOBIPHOCTI IOCTYIly 10 KOHQifeHLiltHuX iHpopMaLliilHUX pecypciB Ha OCHOBI BUKOPUCTAHHS CTOXaCTUYHUX
reHepaTOopiB IICEBIOBUIAIKOBUAX YMCEJI i3 33JaHMMU BUMOTaMU Ta CYMillleHHS [IPOL,ECiB KPUIITOrpadiyHOro
KOJlyBaHHS 3 BBEJ€HHSIM iHPOpMaLiliHOi HaJIUIIKOBOCTI, 1110 320€3[1e4Y1I0 MOXJINBICTh CTBOPEHHS i pO3pOOKU
IIPOrpaMHO-aNapaTHUX 3aC006iB MPAaKTUYHOTO 3aCTOCYBaHHs. HabyB [104abIIOro PO3BUTKY METOZ, [T00Y0BU
reHeparTopiB MICEBLOBUIIAIKOBYX YMCEII 171 reHepalii piBHOMIDHO PO3NOiIeHOI HEKOPEJIbOBAHOI MTOCIIiOBHOCTI
qucesl i3 3aJaHMMM BUMOTaM/ Ha OCHOBi 00'eJHAHHSI TeHEPATOPa KOHI PYEHTHUX YMCeJl i CTOXaCTUYHOTO KiHLIEBOTO
aBTOMATa, 10 3a6e3ne4nsio GOPMyBaHHS IICEBLOBUINATKOBUX IIOCTIJOBHOCTEN i3 3agaHMMK BUMoramu. OpiepskaHi B
IycepTalii TEOPEeTUYHI ! IIPAaKTUYHi pe3yJIbTaTy BUKOPUCTAaHI Ta BIIPOBAKEHI, Ha I€P>KaBHOMY i IIPUEMCTBI
"HaykoBo-Bupo6Hnunii kommiuekce "OOTOIPUIIAL" (M. Yepkacu). Y UepKacbKOMY Iep’KaBHOMY TEXHOJIOTTYHOMY
yHiBepcuTeTi Ha Kadenpi KOMII'IOTEPHUX CUCTEM B LIMKJIi 1ab0paTOPHUX POGIT. Y TOBAPUCTBI 3 060MEXKEHOIO

BignosigasnpHicTio Jlakogapoosuii 3aBon"ABPOPA" (M. Uepkacn).

2. The object of study - the processes of information security, which are stored, processed and transmitted to the
computer systems and networks. The purpose of research - improving the speed and reliability of access to
confidential information resources through the introduction of information and hardware redundancy. Advancing
scientific and technical basis of design security systems, based on the combined processes of error-correcting
coding and cryptography. Algorithms and mathematical models of the functioning of cryptographic devices
encoding, decoding, and transcoding, based on specific logical functions and chetvirkovoi binary number system
with a fixed number of units. Built generator congruent numbers, which provides a solution to many practical
problems, including the formation of teams of cryptographic transformation of data. Develop functional and
structural schemes that implement the proposed method and together provide increased speed and reliability of
access to confidential information resources by 25%. Developed a method of encryption (encoding, decoding, and
transcoding) with the introduction of information redundancy based dvohrozryadnih logic functions and binary-
quaternary number system with a fixed number of units, thus reducing the time to access information by
combining the processes of error-correcting coding and cryptography, as well as to simplify the functional circuit
devices. A model of the process of improving the speed and reliability of access to confidential information
resources that will inform the task of the research. An improved method for increasing the speed and reliability of
access to confidential information resources through the use of stochastic generators of pseudorandom numbers
with specified requirements and aligning processes with the introduction of cryptographic encryption of
information redundancy, which enabled the design and development of software and hardware of practical
application. Was further developed a method for constructing pseudo-random number generators to generate
uniformly distributed uncorrelated sequence of numbers with the specified requirements by combining the
generator congruent numbers and stochastic finite state machine, ensuring the formation of pseudo-random
sequences with specified requirements. Obtained in the thesis theoretical and practical results are used and
implemented at the state enterprise "Scientific and Production Complex" photodevice "(Cherkassy). In Cherkassy
State Technological University in the department of computer systems in a series of laboratory work. As a limited
liability paint factory” AURORA "(Cherkassy)
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