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2. Methods and models to provide wireless sensor networks security

Pedepar:

1. Inceprauiiina po60Ta NPUCBSIYEHA PO3B'SI3aHHIO aKTyaJIbHOI HAYKOBO-TIPAKTUYHOI IPO-6J1eMU CTBOPEHHS HOBUX
METO[IiB Ta MoJeJsieil 3aX1CTy 6€3IPOBOJ0OBUX ceHCcopHUX Mepex (BCM) Ta ix KOMIIOHEHTIB BiJi pi3HOTO poay
KibepaTak, CIIpSIMOBAHMX Ha [OPYIIEeHHs KOH-(QigeHUiHOCTI, IIiNiCHOCTI Ta OCTYNHOCTI iX iHpopMaLiltHuX
pecypciB. Y po6oTi npoBeneHo aHaniza BCM (apxiTeKkTypu, IPOTOKOJIiB). 3aIIPOIIOHOBaHI HOBi MaTeMaTUYHi MOIei
iHopmaLiiHUX CTPYKTYpP IMOBIpHOCTI 3arpo3 Bu3HaueHoro kyacy DoS-arak. OTprumasa nogaabuiuil po3BUTOK
MOJI€JIb 3aXUILEHOI KOMYHIKallii "KJli€HT-CcepBeP-1II03-By301".OTpUMAaB MOJAJIbIINI PO3BUTOK METOJ, BiIHOBJIEHHS
noBinomMiieHHs. OTpUMaiy NOJAJbIINI PO3BUTOK CTPYKTYPHO-aHATITUYHI MOzl 3a6e3Me4YeHHs KUBY4IOCTi
indopmaniitHo-ynpasnsgoouux cucreM BCM. YI0CKOHaI€eHO T€XHOJIOTii 069K CIeHb Ha eTIITUIHNX KPUBUX.
OTpumanu nojasnbiinii PO3BUTOK CTPYKTYPHO-aHAITUYHI MOJesli OOYMCIIIOBayYiB Ha eJiNTUYHUX KPUBUX Y
IPUCTPOSIX iHPOPMaLIIIHO-YIPaB/sA0YUX cucTeM. OTpUMai NOAAIBIINI PO3BUTOK CTPYKTYPHO-aHAIITUYHI
MOJIeJli OOUMCIIEHHS IUCKPETHOrO lorapudmy A1 KpuBux Hap nosem GF(2m). Po3po6sieHo nporpamHi 3aco6u

3axucTy iHdopMalii i pekoMeHaaLii o0 IPaKTUYHOI0 3aCTOCYBaHHS 3allpOIIOHOBAaHUX MeTOZB i Monesel y BCM.



2. Thesis is devoted to applied scientific research problem to develop new methods and models for wireless sensor
networks (WSN) and its components security against cyberattacks directed on information resources
confidentiality, integrity and availability violation. In the work the analysis of WSN (architecture, protocols) was
carried out and it was pointed on WSN vulnerabilities against cyberattacks that violate information resources con-
fidentiality, integrity and availability. New mathematical models for information structures of Dos-attacks threats
probabilities were proposed and these give possibilities to assess level of influence by threats parameters of WSN.
The model of secured communication "client-server-gateway-node" was developed and it allows cyberattack
(directed on WSN) type identifying and countermeasures defining. Also the method of message reconstruction was
developed and it gives a possibility to provide messages integrity 11% on favor of known methods in conditions of
WSN cyberthreats realization. The method of probability packet marking in WSN was improved and it allows to
monitor WSN and define cyberattack sources accurately on 17%. The structural and analytical model of
information and control systems of WSN survivability that provide effective service strategy choosing by technical
and informative readiness relatively to defects. The computation technologies based on elliptic curves and provide
high cryptographic performance in information and control systems of WSN. The structural and analytical models
of calculators based on elliptic curves in information and con-trol systems that allow to minimize elliptic curves
for the security of information and control systems of WSN. And also the structural and analytical models for
discrete logarithm calcula-tion for curves on field GF(2m) that allow high performance cryptographic devices
construction based on elliptic curves and these models also provide high detection rate (more than 102 of times) of
cryptanalytic attacks on information and control systems of WSN. Software for information security and practical
recommendations for proposed methods and models implementation were also created.
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