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2. Improving the quality of experience of infocommunication services in the next generation intelligent networks

Pedepar:

1. B pucepTauiiiHiil poboTi po3B’s13aHO HAYKOBO-IIPAKTUYHE 3aBAAHHS MiIBULIEHHS SIKOCTi CIIPUMHSTTS [1OCIIYT B
Cy4yacCHHUX iH(POKOMYHIKaL[iITHUX CUCTEMAX IIJISIXOM PO3POOKM HOBUX METO/IB iHTEJIEKTyaIbHOTO MOHITOPHHIY CTaHy
Mepexi, po3oisny MEPEKeBUMU PECYpCaMU Ta YITPaBJIiHHS SIKICTIO OOCIyrOBYBaHHS B yMOBaxX ajjanTallii 10
MiHJIMBHUX BUMOI' KOPHCTYBAUiB Ta 0OME>KEHOCTi MEpPEKEeBUX pecypciB. Y nepuomy posaisi «AHasi3 iCHyI0unx
METO/IiB Ta MOZeJIell YIIPaBJIiHHS SIKiCTIO CIIPUHHSTTSI IIOCJIYT B Cy4aCHUX TeJIEKOMYHIKal[iiHUX Mepeskax»
IIPOBEEHO OIJISM apXiTEKTypU IPOrpaMHO-KOHQIrypOBaHUX MEPEX Ta BULJIEHO OCHOBHI II€pEBaru y
BMKOPHMCTAaHHI HaJ, TPAIULIAHUMU MEPEKaMu W00 YIIPABJIiHHS SIKICTIO HAAHHS IOCJIYT. BCTaHOBJIEHO, IO METOAU
3abe3nevyeHHs IKoCTi o6camyropyBaHHs (QoS, Quality of Service) maioTh BupillanbHe 3HaY€HHS 17151 BCiX opraHisali,
Ki XO4yTb rapaHTyBaTU Ha¥Kpallly SIKiCTb CIPUIHATTS CBOiX HAalBXJIMBILIMX AOJATKIB Ta MOCIYT.Y IPYroMy
po3zini «Mogesi Ta METOIM TOOYIOBY iHTEJIEKTYaIbHUX MEPEX 3 aJallTUBHUM YIIPABIiHHIM pecypcaMiy Ha OCHOBI

MTOKa3HMKA SIKOCTi CIIPUIHATTS IIOCIYT» 3alIPOIIOHOBAHO KOHLUENTYaIbHY MOJIEJIb iHTEJIEKTyaIbHOI iHTeHIiTHO-



opientoBaHoi mepexi (IBN, Intent-based networking), mo po3ropraeTbcsi Ha OCHOBI TEXHOJIOTII TPOrpaMHO-
KoHpirypoBanux mepex (SDN, Software-Defined Network). 3rinHo kKoHUenTyanbHOi ineosorii IBN nporonye
MepeXXeBUM aZMiHicTpaTopaM IIPOCTUH CIOCi6 BUpaskeHHs! 6i3HecC-11iyiell y BUIJIi HaMipiB, OHUM i3 IKUX €
3a0e3ne4eHHs HeOOXiIHOrO PiBHS SIKOCTi CIPUMHSTTS CEPBICiB, Jal04y 3MOT'Y MEPEKHOMY IIPOrPAMHOMY
3a6€3M1eYeHHI0 aBTOMATUYHO JOCSTaTH [IOCTaBJIEHUX Lilell HA OCHOBI iHT€JIEKTYaJIbHOTO aHaJli3y CTaHy pecypciB Ta
yrpasiliHHS TpadikoM. Y TaHOMY PO37ii 3alIpOIIOHOBAHO cUCTeMY MOHITOpUHTY QOE nis MaiibyTHiX IporpamHo-
KOH(QIrypoBaHMX MEPEX Ha OCHOBI HaMipiB, sIKa MOKPAIIXT SIKiCTb OOCIyrOBYBaHHS KiHIIEBUX KOPUCTYBayYiB i 1aCTb
3MOTY e(PEKTHBHIIIe BUKOPUCTOBYBAaTU MEPEXEBi pecypcu. Y TaHOMY PO3[iji TAKOX PO3pOOJIEHO MOMYJIb
MaLIMHHOTO HaBYaHHS [J1s iHTerpalii B mporpamHo-koH®irypoBaHi mepexi. lle no3Bosisie mporHo3yBaty piBeHb
SIKOCTi CIIPUVHSATTS [IOCJIYTY KiHIIEBOrO KOPUCTYBa4ya, BpDAaXOBYIOYM TaKi [TapaMeTpU MePEXi, SIK 3aTpHMMKa Ta BTpaTa
nakeTiB. PO3BMHYTO METO/, YIIPABJIiHHS SIKICTIO CIPUIHATTS MOCIYT B iHTE€JIEKTYaJIbHUX MEPEJKax, sIKUiA, Ha BiTMiHY
BiZ BioMuXx, 17151 3a6€e31e4eHHs] 3aMOBJIEHOI SIKOCTi TIOCJIyTY 6a3yeThCsl HA HaMipax KOPUCTYBaviB BUBHAYEHUX Y
BUIJIsAi cy6'ekTuBHUX QOE o1niHoK. Po3po6eHo monudikoBaHU MeTOJ, [1J1s1 Mirpaliii KoMyTaTopiB Bif, OIHOTO
KOHTPOJIEPA [0 iHIIOro 3 BpaxyBaHHAM PO3IOAiNY BilnoBigHO 10 QOE npiopureTiB. Y TpeTbOMY pO3zii
«P03po6JieHHS YHIKaJIbHOTO BiIMOBOCTIMIKOTO KOHTPOJIEPA [1JIs1 KJIIEHT-OPi€HTOBAHOTO YIIPABJIiHHS SIKICTIO
06CJTIyrOBYBaHHS B IPOrPaMHO-KOH)IrypOBaHUX iHTEJIEKTYaJIbHUX MEePesKaxX HOBOTO MOKOJIIHHS» PO3PO6JIEHO
yHikanbHUI IBN KOHTpoOJiep 1J1s1 iHTeNeKTyaJlbHUX IIPOrpaMHO-KOHQIrypoBaHUX MEPEX, SIKUI1 3abe3nedye KiaieHTam
HagjiliHe 3'eHaHH. Jlanui KOHTposiep Mae (QYyHKI{0 aBTOpU3allii, 4J1s1 TOro 106 KOPUCTyBadi Majii 3MOTy
aBTOPU3YBATUCh Ta BUKOPUCTOBYBATU CBill aKayHT [JIs1 BCIX MaHINyJIALiNd B Mepexi. TakoK KOHTpOJiep MOXKHa
IIOCTIIIHO yJIJOCKOHAJIIOBATH, Ta AOJABATH Aelalli Oisbllle HOBUX i KOPUCHUX (PYHKLIHN, SIKi MOXYTb PO3BUBATHChH
napasesbHO PO3BUTKY CaMoi MepeXXi. 3allpONIOHOBAaHO aBTOMATU30BaHy CUCTEMY BiJHOBJIEHHS JOCTYIHOCTI
cepBepiB Ha sikux posropraioTsest SDN /IBN koHTposiep Ta [oT 6pokep. Po3po6yieHO apXiTeKTypy CUCTEMU
BiJHOBJIEHHSI JOCTYITHOCTI cepBepiB. CTBOPEHO CUCTEMY MOHITOPUHTY QYHKIiOHYBaHHS CEpBEPiB, 10 A€ 3MOTy
MigBULINTY BiIMOBOCTIMKICTb LIEHTPaJIi30BAHOTO KOHTPOJIEPA YIIPABJIiHHA iHTEJIEKTYyaJIbHOIO MEPEXEI0. I IbOro
PO3pO06JIEHO Psif, AITOPUTMIB (PYHKIIOHYBaHHS, a caMme 6JI0K cxeMu poboTtu Jenkins KOHBeepa, MOHITOpPYHTa 3a
BiJJaJIEeHUM CEPBEPOM Ta CKPUIITA MOHITOPUHTA BillJaJIEHOTO CcepBepa. Y 4eTBEPTOMY po3aii «IIpakTryHa
peastisalig iHTeJIeKTyaJlbHOI MEPEXi Ha OCHOBI BUKOpUCTaHH4 TexHoJorii SDN ZODIAC Ta aBTomaTu3allii
PO3pO0JIEHUX METO/IiB YIIPABJIiHHS SIKICTIO CIPUIHATTS [TOCIIYT» PO3PO0JIEHO MOAYJIb IJ1s1 iHTE€JIEKTYaIbHOTO
VIPaBJIiHHS NIPOLENYPOIO XEHA0BEPA Ha OCHOBI apameTpa QOE 3 meTo10 iHTerpaii y 6e3npoBifgHi IporpaMHoO-
KOH(QirypoBaHi Mepexi. BUKopucTaHHs po3po61eHOro MOIyJIsl 1a€ 3MOTy IIPOBOJAUTH NPOLENYPY XEHI0BEPA He
JiAlie 3a PiBHEM MOTYKHOCTI CUTHAJy TOYKM JOCTYIIY, ajl€ i1 3 BpaxyBaHHSIM TaKMX [TApaMeTPiB MEPEXi, SIK 3aTpUMKa
Ta BTPATU MAKETiB. BpaxyBaHHS LUX NapaMeTpiB JO3BOJIWJIO [IO€IHATU XEHA0BEP Ta AUHaMiuHy QOE-
MapIIpyTU3aliilo, 1151 3a6e3e4eHHS BUCOKOTO PiBHS SKOCTi CIIPUIAHSATTS. 3TiIHO 3 OTPUMaHUX Pe3yJbTaTiB
3alpOINIOHOBAHUI AJITOPUTM Jja€ 3MOTY LIBAJIKO pearyBaTy Ha panToBi MOTiPIIEHHS] Y MEPEXi Ta 3abe3redyBaTu
HEeOOXiJIHY SIKICTb CIIPUMHSITTS [1J151 KiHLI€BOrO KOPUCTYyBava. ¥ po0OoTi 1151 NPakKTUYHOI peasidalii iHTeseKkTyanbHO1
MepesKi HOBOTrO NIOKOJIiHHSI BUKOPUCTAHO o6s1agHaHHs TexHosorii SDN Zodiac, sike, Ha BiiMiHy Bif mporipieTapHux
BHPOOHUKIB MEpe>XeBOro 06JIafHaHHS € BigKpuTOO 17151 Moaudikaliil Ta [ae 3MOry IPOrpaMHO pPeasizoByBaTu

BJIACHI pillleHH4 OO YIIPABJIiHHSA PECypCaMu.

2. The dissertation solves the scientific and practical task of improving the quality of service perception in modern
infocommunication systems by developing new methods of intelligent monitoring of the network status, allocation
of network resources and quality of service management in the context of adaptation to changing user
requirements and limited network resources. In the first chapter, “Analysis of existing methods and models for
managing the quality of service perception in modern telecommunication networks”, the author reviews the
architecture of software-configurable networks and highlights the main advantages of using them over traditional
networks in terms of managing the quality of service provision. It is established that methods of ensuring the
quality of service (QoS) are crucial for all organizations that want to guarantee the best quality of perception of
their most important applications and services.In the second chapter, “Models and methods of building intelligent
networks with adaptive resource management based on the quality of service perception”, a conceptual model of



an intelligent intent-based network (IBN) is proposed, which is deployed on the basis of software-defeined
networking (SDN) technology. According to the conceptual ideology, IBN offers network administrators a simple
way to express business goals in the form of intentions, one of which is to ensure the required level of service
quality, enabling network software to automatically achieve the set goals based on intelligent analysis of resource
status and traffic management. This chapter proposes an intent-based QoE monitoring system for future
software-defined networks that will improve the quality of service for end users and allow for more efficient use of
network resources. In this section, we also developed a machine learning module for integration into software-
defined networks. This allows predicting the level of quality of end-user service perception, taking into account
network parameters such as delay and packet loss. A method for managing the quality of service perception in
smart grids has been developed, which, unlike the known ones, is based on the intentions of users defined in the
form of subjective QoE estimates to ensure the ordered quality of service. A modified method for migrating
switches from one controller to another, taking into account the distribution according to QoE priorities, has been
developed. In the third chapter, “Development of a unique fault-tolerant controller for client-oriented QoS
management in next-generation software-configurable intelligent networks,” a unique IBN controller for
intelligent software-defined networks was developed that provides customers with a reliable connection. This
controller has an authorization function so that users can log in and use their account for all network
manipulations. Also, the controller can be constantly improved and more and more new and useful functions can
be added, which can develop in parallel with the development of the network itself. An automated system for
restoring the availability of servers on which the SDN /IBN controller and IoT broker are deployed is proposed. The
architecture of the server availability recovery system is developed. A system for monitoring the functioning of
servers has been created, which makes it possible to increase the fault tolerance of the centralized smart grid
management controller. For this purpose, a number of functioning algorithms have been developed, namely a
block diagram of the Jenkins pipeline, remote server monitoring, and a remote server monitoring script. In the
fourth chapter, “Practical implementation of an intelligent network based on the use of SDN ZODIAC technology
and automation of the developed methods of managing the quality of service perception,” a module for intelligent
control of the handover procedure based on the QoE parameter was developed for integration into wireless
software-defined networks. Using the developed module, the handover procedure can be performed not only
based on the signal strength of the access point, but also taking into account such network parameters as delay
and packet loss. Taking these parameters into account allowed us to combine handover and dynamic QoE routing
to ensure a high level of perception quality. According to the results obtained, the proposed algorithm allows us to
quickly respond to sudden deteriorations in the network and provide the required quality of perception for the
end user. For the practical implementation of the next-generation intelligent network, we used SDN Zodiac
technology equipment, which, unlike proprietary network equipment manufacturers, is open for modification and
allows software implementation of own resource management solutions.

Jep>kaBHHH peecTpaliiiHuii Homep [IiP:
IIpiopuTeTHHI HanIPsAM PO3BHTKY HayKH i TeXHIKH: Tndopmaniiini Ta KOMyHIKaIiiiHi TEXHOOT]

CrpaTeriyHuii NpiOpUTETHUH HANIPSIM IHHOBALLiMHOI Ais1JIBHOCTI: PO3BUTOK Cy4acHUX

inpopManifiHUX, KOMYHIKallilHAX TEXHOJIOTiN, pOOOTOTEXHIKN
ITizcyMKH JOCIiz>KeHHS: HoBe BUpIlIEHHS aKTyaIbHOTO HAYKOBOTO 3aBIaHHSI

Iy6sikaii:

¢ 1. W. Song, M. Beshley, K. Przystupa, H. Beshley, O. Kochan, A. Pryslupskyi, D. Pieniak, J. Su, “A Software Deep
Packet Inspection System for Network Traffic Analysis and Anomaly Detection,” Sensors, vol. 20, no. 6, pp.
1637-1-1637-41, March 2020. (Scopus/Web of Science Q).

¢ 2. M. Beshley, P. Vesely, A. Prislupskiy, H. Beshley, M. Kyryk, V. Romanchuk, I. Kahalo, “Customer-Oriented
Quality of Service Management Method for the Future Intent-Based Networking,” Applied Sciences, vol. 10,



no. 22, pp. 8223-1- 8223-38, Nov. 2020. (Scopus/Web of Science Q2).

¢ 3. A Prislupskiy, M. Beshley, H. Beshley, Y. Pyrih, A. Branytskyy, “QoE-oriented routing model for the future
intent-based networking,” Lecture Notes in Electrical Engineering: Future intent-based networking. On the
QoS robust and energy efficient heterogeneous software defined networks, vol. 831, pp.128-144, 2022.

e 4. V. Romanchuk. M. Beshley, A. Prislupskiy, H. Beshley, O. Panchenko, “Method of multiservice infrastructure
decomposition with network resource slicing for IoT,” Internet of Things (IoT) and Engineering Applications
(Canada), vol. 3, no.1, pp. 22-23, May 2018.

e 5. B.I. Pomanuyk, M.I. Bemneis, A.L [Ipucnyncekuit, I.B. Bemneit, “MeTog, [eKOMNO3uLii CTPyKTypy MEPEXHOT0O
IIPUCTPOIO 3 BipTyaJisalieto pecypcis,” HaykoBi 3anucku YKpaiHcbKoi akageMii fpykapcrsa, N21(56), c. 31- 42,
2018.

e 6. M.I. bemneit, AL [lpucayncekuit, I'.B. Beuneit, “Metonu po3nofiny pagiopecypciB Ta 6alaHCyBaHHS
HaBaHTaXeHHs B Mepexi 5G/NB-1oT 1151 HagaHHS KPUTUYHO BaKJIMBUX CEPBiciB IHTEpHETY pedeil,” Bueni
3anucky TaBpificbKOro HalliOHaJIBHOTO YHiBepcuTeTy iMeHi B. I. BepHancekoro. Cepist: TexHiuHi Hayku. — T.32
(71), 4.1, N2 5, c. 36-45, 2021.

e 7. M.L Beuneit, A. L. ITpucnyncskuii, I'. B .Beuwteit, “YripaBiiHHS IKiCTIO 06CIyTOBYBaHHS B F€TE€POTre€HHil
iHTeHLiMHO-OpieHTOBaHiN Mepesxi Ha 0CHOBI Mob6inbHOro QoE nomatky,” [Ipobiemu TesekomyHikanii, N2 1(28,
c. 45-64, 2021.

o 8. M.B. Mengeupbkuii, M.1. Bemneii, A.L TIpucnyncskuii, I.B. Bement “Mertog, iHinjanii xennosepy B
IIporpaMHoO-KoHQIrypoBaHiii 6e31poBifHiil Mepeski Ha OCHOBI IIOKa3HMKA SIKOCTi CIIPUMHSITTS TIOCJIYT,”
Infocommunication Technologies and Electronic Engineering = InpoxomyHikallifiHi TexHOJIOTii Ta
eJIeKTpOHHa iHxeHepis, Vol. 1, N2 2, P. 1-10, 2021.

¢ 9. M.B. MenBeupbkuii, M.I. Bemnei, A.L TIpucnyncekuit “ Metog, ypasiliHHS SKIiCTIO CIIPAVHSTTS IOCJIYT 17151
IIporpaMHoO-KOoHQIrypoBaHUX MepeX 3aCHOBAaHMX Ha Hamipax,” Infocommunication Technologies and

Electronic Engineering = IndokomyHikaniiini TexHoJiorii Ta esleKTpoHHa imxeHepis, Vol. 1, N2 1,P. 76-85, 2021.

HaykoBa (HaYKOBO—TEXHi‘{Ha) Hpo,uyKuiﬂ: METOMM, TeOPii, rnoTe3n; IporpaMHi NpOLyKTH, IPOIrPaAMHO-

TE€XHOJIOTiYHA TOKyMEHTallis

ConiasIbHO-€KOHOMIYHA CIIPSIMOBAHICTb: 3a6€3I1e4eHHs IPOMUICIIOBOCT] Y1 HACETIEHHS] HOBUM BHIOM

iH(popMaLiTHO-KOMYHIKalliTHUX IIOCJIyT

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBagkeHHs pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B's130K 3 HAYKOBHMH TeMaMH: 0120U102201

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA /KEPiBHHUKIB (KOHCYJIbTAHTA)

Baacue IlpizBuuie Im's I1o-6aThKOBI:
1. Bemnei MukoJia IBaHOBUY

2. Mykola Beshley

KBasigikanis: n. 1. u., nou., 05.12.02

InenTudikarop ORCID ID: 0000-0002-7122-231

JopaTrkoBa indpopmanis:

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOHM: HaujonanbHuii yHiBepcuteT "JIbBiBCbKA MOMTITEXHIKA"

Kopg 3a €IPIIOY: 02071010



Micue3HaxoaKeHHS: ByJ. CtenaHa BaHgepy, 6yz. 12, JIbBis, 79013, Ykpaina
dopma BracHOCTI: JlepxaBHa
Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

VII. BizomocrTi npo odiniliHuX OIIOHEHTIB Ta PEI€H3E€HTIiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBuuie Im's Ilo-6aTbKOBI:

1. €BpoxkumeHnko MapuHa OzekcaHIpiBHa

2. Maryna Yevdokymenko

KBasigikamis: 1. 1. u., npodecop, 05.12.02

ImenTudikarop ORCID ID: 0000-0002-7391-3068

JoparkoBa iHdpopmamnist:

IloBHE HaliIMeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKMii HAlliOHAILHU YHIBEPCUTET PajlioeNIEKTPOHIKY
Kopg 3a €IPIIOY: 02071197

Micue3Haxoa>KeHHs: npocniekt Hayku, 6yz. 14, Xapkis, XapkiBcbkuii p-H., 61166, Ykpaina

dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Bsacue IlpizBuuie Im's I1o-6aThKOBI:
1. Muxanescpkui1 IMUTpo BanepintoBruy

2. Dmytro Mykhalevskyi

KBasigikamis: 1.1, nouent, 05.12.02

Imentudikarop ORCID ID: 0000-0001-5797-164X

JoparkoBa iHdpopmamnis:

IToBHe HafIMeHyBaHHH Iopn,unqﬂoi 0COOM: BiHHUIbKUIT HAI[IOHAJIBHUI TeXHIYHUIL yHiBEpCUTET
Kopg 3a €IPIIOY: 02070693

Micue3HaxoaKeHHS: ByJI. XMeJIbHUIIbKE 1oce, 6yz. 95, Binnung, BinHuuskuil p-H., 21021, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

PeuenseHTu

Baacue IlpizBume Im'a Ilo-6aTbKOBI:



1. Kiimmam Muxanno Mukosainosud

2. Mykhailo Klymash

KBasigikanis: 1.1, npodpecop, 05.12.02

InenTudikarop ORCID ID: 0000-0002-1166-4182

JoparkoBa indopmamnist:

IloBHe HaﬁMeHYBaHHﬂ IOPUIUYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJiITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3Haxoa KeHHS: By Crenana Banpmepwu, 6yx. 12, JIbeis, 79013, Ykpaina

dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictrepcTBo oCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

BaacHe IlpizBume Im's I1o-6aTbKOBI:
1. Onipcekuit IBaH PomaHOBUY

2. Ivan Opirskyy

KBasigikawis: x. 1. 1., npodecop, 05.13.21

Imentudikarop ORCID ID: 0000-0002-8461-8996

JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOHM: HaujonanbHuii yHiBepcuteT "JIbBiBCbKa MOMTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micueanaxo;pxemm: ByJ. CtenaHa BaHgepy, 6yz. 12, JIbBis, 79013, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

BnacHe IlpizBume Im's I10-6aTbKOBI Crpuxaiiok Borjian Muxainosud
rOJIOBH pagu

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI Crpuxaiok Borjian Muxainosud
rOJIOBYIOYOTO Ha 3acigaHHi

BiamoBiganbHUH 32 MiITOTOBKY Bemnen M.L

00JIIKOBHX JJOKYMEHTIB

Peectpartop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




