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1. MeTonu omnpaloBaHHS 6AaraTOPO3PSAIHUX YMCEI B ACUMETPUYHUX KPUIITOCUCTEMAX HA OCHOBI MOZYJISIPHOL

apudMeTuKu

2. Methods of multi-digit numbers processing in asymmetric cryptosystems based on modular arithmetic

Pedepar:

1. Inceprauifina po60Ta IPUCBSAYEHA BUPIIEHHIO aKTyaIbHOI HAYKOBO-TIPAKTUYHOI TPO6JIeMHU MiABUILIEHHS
e(eKTUBHOCTI ONpallOBaHHS 6araTOPO3PSAHMUX YACEJ HA OCHOBI BUKOPUCTAHHS BEKTOPHO-MO/IYJIbHUX METOIiB
MOZYJISIPHOTO MHOKEHHS Ta eKcloHeH1itoBaHHS, I Ta MII® C3K. Po3pobyieHo MeTou NOUIyKy 06€pHEHOT0
eJIEeMEHTa 32 MOlyJieM Ta BUKOHaHHs KT3 Ha OCHOBI JoflaBaHHSI MOAYJIsl Ta AOJaBaHHs 3aJIUIIKy. Po3po6sieHo
METOJI, IOLIYKY MYJIbTUCTENEHEBOI PYHKLIi 3a MmoayieM. Po3po6sieHo meToau NnomyKy Habopy moznyis C3K, skuii
3abe3nevye YHUKHEHHS] TPOMI3JIKOI onepallii 3HaX0[)KEeHHSI MyJIbTUIIIIIKATUBHOTO OOEPHEHOr0 eJIEeMEHTA 32
mogysieMm. OGI'PyHTOBAHO JOLiybHICTh BUKOpucTaHHI MI® C3K B acuMeTpUYHUX KPUIITOCUCTEMAX. YIOCKOHAIEHO
metog Oepma A gakropusallii 6araTopo3psigHUX ducesl. Po3po61eHo TpbOXMOIYJIbHY KpuntocucrteMmy Pabina,
sIKa J103BOJIMJIA PO3IWKPUTH 6710K mupyBaHHs. PO3po61eHO MeTOH0JIOTII0 ONIpaLilOBaHHS 6araTOPO3PsIHUX YHCeT,

3aCTOCYBaHHSI SIKOi JJa€ MO>KJIMBICTh BUKOPMCTOBYBATH PO3PO0JIEeHI METOIM B €MHIN cTpaTerii onpaloBaHHs



6aFaTOp03pH,I[HI/IX YHnCeJl B ACUMETPUYHNX KPUIITOCUCTEM.

2. The thesis is devoted to solving the urgent scientific and practical problem of increasing the efficiency of multi-
digit numbers processing based on the use of vector-modular operations of modular multiplication and
exponentiation, the perfect (PF) and the modified perfect forms (MPF) of the residue number system (RNS) to
reduce time complexity, increase speed algorithms, specific software and hardware in asymmetric cryptosystems.
The methods for searching the inverse element by modulo and performing the Chinese Remainder Theorem based
on adding a module and adding a remainder were developed, which make it possible to parallelize the process of
searching for the inverse element by modulo and, correspondingly, reduce the time complexity of this operation
when it is used in asymmetric cryptosystems by using modular operation of adding the module or remainder. A
method has been developed for searching for a multi-degree function by modulo, which avoids the operation of
modular exposure of multi-digit numbers due to the double use of the Euler function, performing arithmetic
operations on operands, less than a given module, and switching to linear congruence. Also, the method has been
proposed for exploration of a set of RNS modules, which, by calculating the coefficients of basic numbers based on
analytical expressions when restoring a decimal number from a RNS, avoided the cumbersome operation of finding
the multiplicative inverse element by modulo, respectively reducing the time complexity and increasing the speed
of computing systems. Methods for constructing sets of PF RNS modules on the basis of fractional transformations
and factorization were developed, which could reduce the time and hardware complexity when converting
numbers from RNS to a decimal number system by avoiding the search for a multiplicative inverse element by
modulo and multiplying by it. Also, methods for constructing a three- and multi-module MPF RNS were
discovered, which, through the use of analytical expressions obtained on the basis of fractional transformations,
factorization, Viet's theorem, and solutions of congruence systems, could reduce the length of operands in
intermediate calculations, and avoided the operation of searching for the inverse element modulo and multiplying
by it, reducing, respectively, the time complexity when restoring a decimal number from RNS. The expediency of
using the MPF RNS in asymmetric cryptosystems instead of the existing integer form was substantiated. The
Fermat’s method for multi-digit numbers factorization has been improved, which made it possible to reduce the
lengths of operands, simplify the search for factorization of digits, and increase the speed of calculations for
factors of different lengths by replacing the square root extraction and squaring at each iteration with
computationally simple addition and subtraction operations. A three-module Rabin’s cryptosystem was developed,
which allowed to increase the speed of encryption and decryption processes compared to the usual integer form
and to expand the encryption block without reducing the stability of the cryptosystem due to the generalization of
the methods for constructing MPF RNS and their using. Also we have discovered the methodology of multi-digit
numbers processing, which, through the use of matrix and vector-modular methods for finding the remainder,
modular multiplication and exponentiation, finding the inverse element by adding a module or remainder, and also
using the PF and MPF RNS, allowed to reduce the computational complexity and improve performance algorithms,
specialized software and hardware in asymmetric cryptosystems. The application of presented methodology
makes its possible to use the developed methods in a universal strategy for multi-digit numbers processing in the
field of asymmetric cryptosystems and to efficiently build of highspeed cryptographic information protection
systems.
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