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OLIiHIOBaHHS PU3HKiB KibepOEe3NeKu po3NOAiJIEHOTO CepeoBUIIA.

2. This dissertation addresses a pressing scientific and applied challenge - enhancing the effectiveness of
cybersecurity risk assessment in the dynamic environment of modern scalable distributed information systems
(DIS). In today’s digital landscape, the rapid expansion of distributed computing resources has become a defining
trend in infrastructure development, making the cybersecurity resilience of DIS a critical priority. The increasing
complexity of risk management in distributed environments - driven by their decentralized nature, heterogeneous
infrastructure, dynamic topology, a broad spectrum of threats, and the limitations of classical approaches
incapable of addressing previously unknown attack vectors, highly subjective, resource-intensive, and impractical
for large-scale implementation - necessitates the development of more flexible and adaptive approaches to risk
assessment tailored for distributed environments.
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