O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0825U002834
Oco006J1uBi TO3HAYKH: BinKpura

Jata peectpauii: 10-07-2025

Craryc: Haka3 npo Bugady gumnioma

PexBi3utu Hakasy MOH / Haka3y 3aKkjazy: Hakas N° 1593 iz 15 BepecHs 2025 poky

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Y>xaH Minb1asaH Yskad

2. Minjian Z. Zhang

KBasmigikamis:

I,T.[eHTI/I(biKaTop ORCID ID: 0000-0002-4143-1689

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 123

Ha3zBa HayKoBOi creniaIbHOCTI: Komm'iotepHa iHxeHepis
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTi: Komn'ioTepHa iHXeHepis
JlaTa 3axHCTy: 27-08-2025

CnenianbHICTB 32 OCBITOIO: [Iporpamua iHxXeHepis
Micue po6oTu 3400yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiriHHS:

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHOi BYEHOI pagH (pa30Boi CIeNiaJai30BaHOiI BY€HOI pagH). PhD 10284

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuMil TEXHIYHMIA YHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micqesﬂaxon)KeHHﬂ: ByJl. Kupnn4oBa, 6yz. 2, XapkiB, XapKiBCbKU p-H., 61002, Ykpaina
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: By Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

InmenTudikarop ROR:

V. BimomocTi npo gucepraniio
MoBga guceprTaiiii: Vkpaincoka
Koau TemaTHYHHX PYyOPHK: 20.55

Tema guceprauii:
1. MeTop nigBuieHHs KibepOesrekyu 6e3MiJIoTHUX JTaJlbHUX araparis i3 BoyZoBaHOO cucTeMoio ADS-B

2. Method for increasing the cybersecurity of unmanned aerial vechicles with a built-in ADS-B system

Pedepar:

1. Incepralist IpUCBsAY€HA PO3BSI3aHHIO aKTyaJbHOI HAYKOBO-TIIPUKJIAAHOI 3a/1a4i 3a6e3nedeHHs Kibepbe3neku
0€e3MiJIOTHUX JiTasmbHUX anapatis (BI1JIA) misxoM po3poOKM METOIiB IPMXOBAHOTO BOYIOBYBAHHS ieHTU(IKAaTOPiB
y nosigomsieHHs1 popmarty ADS-B Ha 6asi ciekTpanbHOro creraHorpadivyHoro nigxony. O6'€KT LOCIiIKeHHSI:
[Tpouec 3axucty ineHTUQIKALIMHUX NaHUX 6e3MiIOTHUX JIiTaJIbHUX anapartiB y popmari ADS-B. IIpegmer
DocimXeHHs: MeTton nigBuieHHs Kibepoesneku BITJIA misixom creraHorpagivyHoro BOy10ByBaHHS
inentudixkaropis popmary ADS-B. MeTa pocnimxkeHHs: MeToro nucepTaniiiHoi po60oTy € minBULeHHS Kibepoesnexku
BITJIA 3 B6y#oBaHoOO cucTemoio ADS-B misixoM po3po6Ky MeToAy NPUXOBAHOTrO BOYIOBYBaHHS ieHTU(iKaTopiB 3
BMKOPHCTaHHSIM METOAY NPSMOTr0 PO3LMIMPEHHS CIIEKTpa Ta MoaudiKalii 4aCTOTHUX KOMIIOHEHTIB CUTHAJy. Y BCTYII
OOI'PYHTOBAHO aKTyaJIbHICTb IPO6IeMH 3axUcTy cucteM ADS-B, 3pocTarouy KisIbKiCTb aTak Ha 6€3MiJIoTHY aBiallilo,

Bpa3JIMBICTh KaHAJIB Mlepenadi JaHUX Ta HeOOXiAHICTh MiABUIEHHS MPO30POCTi I MPUXOBAHOCTI ifeHTudiKainHO1



iHdopmauii. ¥ nepmomy po3aisi NpoaHanizoBaHO CY4acHi migxoau 1o 3axucty ADS-B, kimacugikoBaHO TUNN
Kibep3arpos, BUSIBJIEHO BiICyTHICTh €()EKTUBHUX NPAKTUYHUX PillleHb MI0A0 PUXOBAHOTO BOYIOBYBaHHS JAHUX Y
IIMPOKOMOBHI KaHau. Y Ipyromy posfiji nobygoBaHO MaTeMaTU4HY MOJieJib IIpoliecy nepegadi ADS-B naHux y
CTEraHOCHCTEMI Ha OCHOBI KUTAMCbKOi TEOPEMU IIPO OCTAdi Ta KiJIbLS LiINX YMCeJl. 3alIpONIOHOBAHO (POPMaIbHUI
OIIMC TIapaMeTpiB MprUxOBaHoi nepenadi inenTudikaropis Ta Bukopuctanusg GERT-cxem st 0649miciieHHs YaCOBUX
xapakrepucTuk (W-QyHKIii1) cucTeMy KOAyBaHHS /IeKOLyBaHHS. Y TPETbOMY PO3[ijli po3p06IeHO METO
BOYIOBYBaHHS ileHTU(IKaTOpa B CIIEKTPasbHi KOMIIOHEHTH ADS-B curHasny 3 BUKOPUCTaHHSIM AUCKPETHOTO
nepetBopeHHs Qyp’e. BIocKOHaNIEHO MifXif 4O afallTUBHOTO BUOOPY YaCTOT i3 BpaXyBaHHSIM JIOKAJIbHOI
IIOTY>KHOCTI CUTHaJLy, 110 3a6e3redye MPUXOBaHICTh i MiHiMaJIbHI CIOTBOPEHHSL. Y 4eTBEpPTOMY PO31ijli IPOBELEHO
€KCIIEPMMEHTAJIbHI JOCJIIPKEHHS Ta YUCEJIbHY OLiHKY €(pEeKTUBHOCTI: BCTAHOBJIEHO, 110 METOJ, 3HIXY€E MMOBIpHiCTb
BusiBieHHs 10 0,5%, nokpainye KoedilieHT Kopesisiii Mixk OpUriHaJibHUM Ta BOYJOBaHUM CUTHAJIAMU J10
0,9999999999, smenmye NMSE y 10 pasis, a MakCMMasibHa aMIUITyAHa pisHUL He nepeBuinye 0,06. PesynbraTtu
nporectoBaHo Ha SDR-nargopmi PXI 1062. V BUCHOBKaxX HaBeleHO OCHOBHI pe3yJibTaTu HayKOBOi po60THU 111010
BUpillI€HHS 1I0CTaBJIEHUX HAYKOBUX 3a/1a4 OCIIiI>)KeHHs. 3a pe3ysibTaTaMU JOCJiIKEHHS OTPMMAHO TaKi HayKOBi
pesysnbTaTu: 1. Yiepiie po3po6yeHO MaTeMaTUuHy MOZEJIb IPOLECY CTEraHOrpadpiyHOro BOYJ0BYBaHHS
inentudixkaropa BILJIA B mani popmary ADS-B. Mozenb 6a3yeTbcst Ha KUTAUCBKil Teopemi IIpo octadi Ta Teopemi
po KiHleBe 1jisicHe Kinblie. KomrekcHa MaTeMaTuyHa ¢popMatisallis J03BOJINIA OLiHUTYU eKBiBaseHTHI W-
(dyHKILii yacy creraHorpagivyHOro KoAyBaHHS Ta AeKoAyBaHHs ineHTH(ikatopis BI1JIA i3 BOYZ0BaHOIO CUCTEMOIO
ADS-B. 2. Ynepiie po3po6sieHO METOJ, cTeraHorpadiyHoro BOyZoByBaHHs ifeHTUdiKaTOpiB B AaHi popmary ADS-B 3
BHUKOPHCTaHHSIM IepeTBopeHHs Pyp'e. BinMiHHOI0 0CO6/IMBICTIO PO3PO6IEHOT0 METOIY € KOMILJIEKCHE
BMKOPHMCTaHHSI QJIFTOPUTMIB aalITUBHOI MOoAu(iKallii CIeKTpaJbHUX KOMIIOHEHTIB CUTHAJY 711 BMEHIIEHHS
CroTBOpeHb JaHux ¢popmary ADS-B. Lle 1o3Bosnso 1o 4 pasiB NiBUMNATH PiBeHb CKPUTHOCTI BOY10BaHO]
indopmauii. 3. BmockoHasneHo cr1oci6 afanTUBHOTO BUOOPY CIIEKTPAIbHUX KOMIIOHEHTIB curHany ADS-B s
BOYIOBYBaHHS ieHTU(IKaTOPa, SIKUH Bilpi3HSIETHCS Bifl BiZOMUX NMHAMIYHUM PEryI0BaHHSIM aMILIITYIU
BOYZIOBYBaHHS Y KOKHOMY (PparMeHTi curHasny. lle mo3Boyni0 3MEHIINTH MMOBIPHICTb TIOMUJIOK PO3Mi3HABAHHS
IpUXOBaHOI iHpopmauii 1o 2 pasis. [[pakTrYHe 3HAYEHHS] OTPMMAHUX PE3YJIbTATIB [OJISITA€ B HACTYIIHOMY: -
3HIKEHO MIMOBIpPHOCTI IOMUJIOK Po3IlizHaBaHHS BOYoBaHOI iHopmauii (Bit Error Rate, BER) o meHie Hix 0,5%
npu cuii BOymoByBaHHS Ls = 5-1000; - 3a6e311e4eH0 BUCOKOTO CTYIIEHsI IPO30POCTi — Koe(illieHT KOpeJsiLii Mix
OpuriHasbHUM i MoAMpiKoBaHUM curHanaom gocsr 0,9999999999, mo cBiTYMTL NPO NPAKTUYHO HEMOMITHI 3MiHM
cursHasny; - 3menumeHo NMSE (HopmasizoBaHoi cepeHbOi KBaIpaTU4HOI MOMUIIKH) B 10 pasiB MOPiBHSIHO 3 BilOMUM
MeToI0M Mp3stego; - MPU BUKOPUCTaHHI PO3PO6JIEHOTO METO/ly MaKCUMaJlbHA aMILIiTyiHa pisHuUL (MD) He
nepesuinye 0,06, a cepenns abcomotHa pisHuus (AD) - 0,0028 nys cunu BOy#oByBaHHS Ls = 20%; - TOCATHYTO
3MEHILIEHHSI Yacy KOJyBaHHS cTeraHorpagivHoi indopmaiiii B pexkxumi peanabHOro yacy 10 CepeiHbOro 3HaueHHs 1,18
YMOBHUX OJMHULB, O MigTBepAKeHO GERT-MonemoBaHHIM; - eKCIIEPUMEHTAJIbHI Pe3yJIbTaTy IT0Ka3an
3HIDKEHHS AucIepcii yacy creraHorpaiyHoro rnepeTBopeHHs Ao 1,56 npyu BUKOPUCTaHHI KUTaCbKO] TEOPEMU MIPO
ocCTaui; - 3a0€3[1e4eHO aJaNTUBHICTh METOY, 11O JO3BOJISIE YHUKHYTU Bi3yaJbHOTO 800 CTATUCTUYHOTO BUSBJIEHHS

npuxoBaHoi iHpopmanii y monan 95% TecToBUX BUMATKIB.

2. This dissertation addresses an urgent scientific and practical problem -ensuring the cybersecurity of unmanned
aerial vehicles (UAVs) by developing methods for hidden embedding of UAV identifiers into ADS-B format
messages using a spectral steganographic approach. Object of research: the process of protecting identification
data of UAVs transmitted in ADS-B format. Subject of research: methods for enhancing UAV cybersecurity via
steganographic embedding of identifiers in ADS-B messages. Research aim: to improve the cybersecurity of UAVs
equipped with an ADS-B system by developing a method for hidden identifier embedding using direct spectrum
spreading and frequency component modification techniques. The introduction justifies the relevance of ADS-B
system protection, highlights the growing number of UAV cyberattacks, the vulnerability of open data transmission
channels, and the need for increasing transparency and concealment of identification data. Chapter 1 analyzes
current approaches to ADS-B protection, classifies types of cyber threats, and identifies the lack of effective
practical solutions for hidden data embedding into broadcast channels. Chapter 2 presents a mathematical model



for ADS-B data transmission in a steganographic system, based on the Chinese Remainder Theorem and finite
rings of integers. A formal parameterization of hidden identifier embedding is proposed, along with the use of
GERT-network modeling to compute timing characteristics (W-functions) of the encoding/decoding system.
Chapter 3 develops a method for embedding identifiers into the spectral components of ADS-B signals using
Discrete Fourier Transform (DFT). An improved adaptive selection mechanism of frequency components based on
local signal power is proposed, ensuring high concealment and minimal distortion. Chapter 4 presents
experimental research and performance evaluation. The developed method demonstrated: - reduction in identifier
recognition error probability to below 0.5%; - correlation coefficient between original and modified signals up to
0.9999999999; - NMSE reduction by a factor of 10 compared to mp3stego; 0 maximum amplitude difference (MD)
not exceeding 0.06, and average difference (AD) no more than 0.0028 for embedding strength Ls = 20%; -
encoding time in real-time steganographic mode reduced to 1.18 units (GERT-model confirmed); - variance of
transformation time reduced to 1.56; - over 95% success in avoiding visual or statistical detection of embedded
data. The SDR-based PXI 1062 platform was used for practical testing and validation. Scientific results include: 1. A
mathematical model for steganographic embedding of UAV identifiers into ADS-B data was developed for the first
time, based on the Chinese Remainder Theorem and finite integer rings. The complex model enabled precise
timing evaluation of encoding and decoding processes. 2. A novel spectral embedding method using Fourier
Transform was proposed, incorporating adaptive frequency selection to minimize data distortion and increase
concealment up to fourfold. 3. An improved adaptive component selection strategy was introduced, dynamically
regulating embedding amplitude across signal segments, reducing recognition errors twofold. Practical
significance: - identifier recognition error (BER) reduced below 0.5% with embedding strength Ls = 5-100n; - signal
transparency ensured by achieving a correlation coefficient of 0.9999999999; - NMSE decreased tenfold vs.
mp3stego; - MD < 0.06, AD = 0.0028 at Ls = 20%,; - encoding time reduced to 1.18 units; - transformation variance
dropped to 1.56; — steganographic embedding undetectable in 95%+ of test cases.
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