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Pedepar:

1. Inceprarist npucBs4YeHa PO3B’sI3aHHIO aKTyaJIbHOI HAYKOBO-TIPUKJIAAHOI 3a51a4i 3a6e3nedeHHs Kibepbesneku
0e3MisoTHUX JliTanbHUX anapartis (BI1JIA) msxoM po3poOKU METO[IiB IPUXOBAHOTO BOYIOBYBaHHS ineHTU(ikaTopiB
y nosigomieHHs1 popmarty ADS-B Ha 6a3i ciekTpanbHOro creraHorpadivyHoro nigxony. O6'eKT HOCIiI>KeHHS:
[Tpouec 3axucty igeHTU(IKALIHNX JaHUX 6€3MiIOTHUX JliTalbHUX anapariB y ¢popmari ADS-B. I[Ipenmer
mocriimkeHHs: MeTton nifgBuieHHs kibepoesnexu BITJIA msixom creranorpadivHoro BOy10ByBaHHS
inenTudixkatopis popmary ADS-B. MeTa nocinigxkenHs: MeTolo nucepTaniiiHoi po6oTu € nifiBUILLIeHHS Kibepoe3neku
BITJIA 3 BOy#OoBaHOIO cucTemoo ADS-B mIs1XoM po3po6KM MeTOAY NPUXOBAHOTO BOYIOBYBAHHS iIeHTU(IKATOPIB 3



BMKOPHCTaHHSIM METOAY NPSIMOTr0 PO3LMIMPEHHS CIIEKTPa Ta MoaudiKalii YaCTOTHUX KOMIIOHEHTIB CUTHAJy. Y BCTYIIi
OOIPYHTOBAHO aKTyaJIbHICTh IpobieMu 3axucTy cucteM ADS-B, 3pocTatouy KisibKicTh aTak Ha 6e3IiJIoTHY aBiallilo,
Bpa3JIMBICTh KaHAJIB Mlepenadi JaHUX Ta HeOOXiAHICTh MiABUIEHHS MPO30POCTi 1 MPUXOBAHOCTI ifeHTUdiKaliliHOI
iHdopmauii. ¥ nepmomy po3aisi NpoaHanizoBaHO Cy4acHi nigxoau 1o 3axucty ADS-B, kinacugikoBaHO TUNU
Kibep3arpos, BUSIBJIEHO BiICyTHICTb €()EKTUBHUX IPAKTUYHUX PillleHb MI0A0 IPUXOBAHOTO BOYIOBYBaHHS JAHUX Y
IIMPOKOMOBHI KaHau. Y Ipyromy posfiii nodyJoBaHO MaTeMaTU4HY MOJieJib IIpolecy nepenadi ADS-B naHux y
CTEraHOCHCTEMI Ha OCHOBI KUTaNMCbKOi TEOPEMU IIPO OCTAUi Ta KiJIbLA LiINX YMCeJl. 3alIpONIOHOBAHO (POpMabHUI
OIKC NapaMeTpiB MPUXOBAHOI Nepeadi ineHTudikatopis Ta BuKoprucraHHga GERT-cxeMm 1151 064UCIeHHS 4aCOBUX
xapakTepucTuK (W-QyHKIilT) cUCTeMU KOLyBaHHS /1€eKOyBaHHS. Y TPETbOMY PO37iJi pO3p06I€HO METO],
BOYZIOBYBaHHS ieHTU(IKaTopa B ClIEKTPasbHi KOMIIOHEHTU ADS-B curHasny 3 BUKOPUCTaHHSIM JAUCKPETHOTO
nepeTtBopeHHs Qyp’e. BiocKoHaNIEHO MifXif 40 afalTUBHOTO BUGOPY YaCTOT i3 BpaXyBaHHSIM JIOKAJIbHOI
IIOTY>KHOCTI CUTHaJTy, 110 3a6e3revye MPUXOBaHICTb i MiHiMaJIbHI CIOTBOPEHHS. Y 4eTBEPTOMY PO37isli IPOBELEHO
€KCIIEpMMEHTAaJIbHI JOCJIIPKEHHS Ta YUCEeJIbHY OL[iHKY €(peKTUBHOCTI: BCTAHOBJIEHO, 110 METOJ, 3HIXY€E MMOBIpHiCTb
BUsBJIeHHS 10 0,5%, nokpaulye Koe@illieHT KOpeJsiLii MiK OpUTriHaJIbHAM Ta BOYJJOBAHUM CUTHAJIaMU 10
0,9999999999, smenmye NMSE y 10 pasis, a MakCUMaJsibHa aMIUITygHa pisHUL He nepesuinye 0,06. PesynbraTtu
nporectoBaHo Ha SDR-miardgopmi PXI 1062. V BUCHOBKaxX HaBeleHO OCHOBHI pe3yJIbTaTy HayKOBOi po60THU 11070
BUPIlLIEHHS II0CTABJIEHUX HAyKOBUX 3aa4 JOCIiIPKEHHS. 3a pe3yJIbTaTaMU JOCIIiI)KEHHS OTPUMAHO TaKi HAyKOBi
pesyabTaTh: 1. Yiepiie po3po6yeHO MaTeMaTUuHy MOZEJIb IPOLECY CTEraHOrpadpiyHOro BOYJ0BYBaHHS
inentudikatopa BI1JIA B nani popmarty ADS-B. Monesnb 6a3yeTbCsl Ha KUTANUCHKiNl TeOpeMi PO OcTaui Ta Teopemi
Mpo KiHIeBe IjificHe Kisblle. KomriekcHa MaTeMaTryHa ¢popMatisallis JO3BOINIA OLiIHUTY eKBiBaseHTHI W-
dyHKIii yacy creraHorpagivyHoOro KoAyBaHHs Ta feKoayBaHHs ineHTu(ikaropis BI1JIA i3 BOY0BaHOIO CUCTEMOIO
ADS-B. 2. Ynepiue po3po6sieHO METO[, cTeranorpagidHoro BOy1oByBaHHs ileHTu(iKaTopis B gaHi popmary ADS-B 3
BHUKOPHCTaHHIM IepeTBopeHHs Pyp'e. BinMiHHOI0 0CO6/IMBICTIO PO3PO6IEHOT0 METOY € KOMILJIEKCHE
BHMKOPHMCTaHHS QJIFTOPUTMIB aalITUBHOI MoAu(iKallii CleKTpajbHUX KOMIIOHEHTIB CUTHAJIY 7151 BMEHIIEHHSI
CIIOTBOPEHD JaHux popmaty ADS-B. Lle no3Bosnnso 1o 4 pasis NigBUIIUTYA PiBEHb CKPUTHOCTI BOYZL,OBaHOI
indopmauii. 3. B1jockoHaneHo crocié afanTuBHOrO BUOOPY CIIEKTPATIbHUX KOMIIOHEHTIB curHany ADS-B nys
BOYZIOBYBaHHS ineHTU(IKaTOPa, SIKUH Bifipi3HSIETHCS Bifl BiTOMUX NMHAMIYHUM PEryII0BaHHSAM aMIUIITYoU
BOYZIOBYBAaHHS Y KOKHOMY (PparMeHTi curHasny. lle 1o3Boni0 3MEHIINTH MMOBIPHICTb TIOMUJIOK PO3Ii3HABAHHS
IpUXOBaHoOI iH(popmauii 1o 2 pasis. [[pakTyHe 3HaUYE€HHS] OTPMMAHUX PE3YJIbTATIB [OJISITA€ B HACTYIIHOMY: -
3HIDKEHO MIMOBIPHOCTI IIOMMJIOK po3IlizHaBaHHS BOyoBaHoiI iHopmauii (Bit Error Rate, BER) no menme Hix 0,5%
npu cuii BOymoByBaHHs Ls = 5-1000; - 3a6e31euyeHo BUCOKOro CTYIEHsI IPO30POCTi — Koe@illieHT KopeJsiLiii Mixk
opuriHasbHUM i MoaudikoBaHUM curHanaom gocsr 0,9999999999, mo cBiTYUTh NPO MPAKTUIHO HEMTOMITHI 3MiHM
curHaiy; - 3meHmeHo NMSE (Hopmasi3oBaHOi cepeHbOi KBaipaTU4HOI MOMUIIKY) B 10 pasiB NOPIiBHSIHO 3 BiOMUM
MeToJoM mp3stego; - IPU BUKOPUCTaHHI po3p0o6iIeHOro MeToAy MakCUMaJlbHa aMILIiTyHa pidHuls (MD) He
nepesuinye 0,06, a cepenns abcomoTtHa pisHuLs (AD) - 0,0028 nyis cunu BOy#oByBaHHS Ls = 20%; - 1OCATHYTO
3MEHIIEHHS 4acy KOJyBaHHs cTeraHorpadivyHoi inpopmalii B pe>xkxrmi peasbHOro 4acy go cepegHboro 3HadyeHHs 1,18
YMOBHUX OJIMHULB, WO MiATBepAKeHO GERT-MOnemoBaHHIM; - eKCIIEPUMEHTAJIbHI Pe3yJIbTaTy IT0Ka3aiu
3HIDKEHHS AucIepcii yacy creraHorpadiyHoro rnepeTBopeHHs 1o 1,56 npyu BUKOPUCTaHHI KUTaCbKOi TeOpEMU PO
ocTadi; - 3a0e3[1e4eHO aalTUBHICTh METOY, 110 JO3BOJISIE YHUKHYTU Bi3yaJbHOTO a00 CTAaTUCTUYHOTO BUSBJIEHHS
npuxoBaHoi indopmauii y monaz 95% TeCToBUX BUMNAJIKIB.

2. This dissertation addresses an urgent scientific and practical problem -ensuring the cybersecurity of unmanned
aerial vehicles (UAVs) by developing methods for hidden embedding of UAV identifiers into ADS-B format
messages using a spectral steganographic approach. Object of research: the process of protecting identification
data of UAVs transmitted in ADS-B format. Subject of research: methods for enhancing UAV cybersecurity via
steganographic embedding of identifiers in ADS-B messages. Research aim: to improve the cybersecurity of UAVs
equipped with an ADS-B system by developing a method for hidden identifier embedding using direct spectrum
spreading and frequency component modification techniques. The introduction justifies the relevance of ADS-B
system protection, highlights the growing number of UAV cyberattacks, the vulnerability of open data transmission



channels, and the need for increasing transparency and concealment of identification data. Chapter 1 analyzes
current approaches to ADS-B protection, classifies types of cyber threats, and identifies the lack of effective
practical solutions for hidden data embedding into broadcast channels. Chapter 2 presents a mathematical model
for ADS-B data transmission in a steganographic system, based on the Chinese Remainder Theorem and finite
rings of integers. A formal parameterization of hidden identifier embedding is proposed, along with the use of
GERT-network modeling to compute timing characteristics (W-functions) of the encoding/decoding system.
Chapter 3 develops a method for embedding identifiers into the spectral components of ADS-B signals using
Discrete Fourier Transform (DFT). An improved adaptive selection mechanism of frequency components based on
local signal power is proposed, ensuring high concealment and minimal distortion. Chapter 4 presents
experimental research and performance evaluation. The developed method demonstrated: - reduction in identifier
recognition error probability to below 0.5%; - correlation coefficient between original and modified signals up to
0.9999999999; - NMSE reduction by a factor of 10 compared to mp3stego; o maximum amplitude difference (MD)
not exceeding 0.06, and average difference (AD) no more than 0.0028 for embedding strength Ls = 20%; -
encoding time in real-time steganographic mode reduced to 1.18 units (GERT-model confirmed); - variance of
transformation time reduced to 1.56; - over 95% success in avoiding visual or statistical detection of embedded
data. The SDR-based PXI 1062 platform was used for practical testing and validation. Scientific results include: 1. A
mathematical model for steganographic embedding of UAV identifiers into ADS-B data was developed for the first
time, based on the Chinese Remainder Theorem and finite integer rings. The complex model enabled precise
timing evaluation of encoding and decoding processes. 2. A novel spectral embedding method using Fourier
Transform was proposed, incorporating adaptive frequency selection to minimize data distortion and increase
concealment up to fourfold. 3. An improved adaptive component selection strategy was introduced, dynamically
regulating embedding amplitude across signal segments, reducing recognition errors twofold. Practical
significance: - identifier recognition error (BER) reduced below 0.5% with embedding strength Ls = 5-10on; - signal
transparency ensured by achieving a correlation coefficient of 0.9999999999; - NMSE decreased tenfold vs.
mp3stego; - MD < 0.06, AD = 0.0028 at Ls = 20%; - encoding time reduced to 1.18 units; - transformation variance
dropped to 1.56; — steganographic embedding undetectable in 95%+ of test cases.
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