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1. Anre6paiyHi MeToY BUSIBJIEHHS BPA3IMBOCTE B OiHApHOMY KOJi

2. Algebraic Methods for Discovering of the Vulnerabilities in Binary Code

Pedepar:

1. loCaimpKyI0ThCST MOKJIMBOCTI MifBUIIEHHS €(PEKTUBHOCTI 3aCTOCYBAHHSI CUMBOJIBHUX METOZIB y 3a/1a4ax
Kibepb6e3neKku, 30KpeMa, B 3a]1adi OIIyKy Bpas3IMBOCTeN y 6iHapHOMY Kofii. [IpononyeTbes nifxif, o rpyHTyeThCs
Ha Teopii iHCepLiHOro MOIETIOBAHHS Ta anre6pi moseqiHOK. BU3HaYaeThCs CEMAHTHKA MOJIEJTi ITPOTPaMU Ta

CEeMaHTHKa MOBU NIPOrpPaMyBaHHs HU3bKOTO PiBHS Ha IIpUKJazi MoBu Accembiiepa Intel x86. Posrysnaerscs

(opmavtizallist NOBeIiHKA MOZEJIi IJIIXOM NTOOYIOBUA CUCTEMU NOBEAIHKOBUX PiBHSHb, @ TAKOXK (opMasisalis OIucy

Bpa3/IMBOCTEN KOJy Y BUIJISAI CrieliabHUX abJIOHIB y TepMiHaxX anre6pu rnoseniHoK. [IpornoHyeThCsl METOIMKA i
TEXHOJIOTisl CTBOPEHHS TaKUXx 111a6JI0HiB. [IpecTaBieHO aJrOPUTM IIPUBELIEHHS CUCTEM PiBHSIHb anre6pu

[IOBEJiHOK J10 KaHOHIYHOI (POPMHU, LOBEAEHO Or0 KOPEKTHICTh Ta CKJIAJHICTh. Llell airoputm NokjaageHo B OCHOBY
aJIrOpUTMY anre6paiyHOro CHiBCTaBIEHHS, IOBEIEHO LOCSDKHICTh BPa3IMBOCTI B MOJieli porpamu. Po3po6ieHo

aJITOPUTM JIiHIMHOTO anre6paiyHOro CIiBCTaBJIEHHS, IKUH, y IOEQHAHHI 3 aJITOPUTMaMU CUMBOJIbHOTO



MOJEJIIOBAHHS, 3HAYHO MifBuIlye e(EeKTUBHICTb IOUIYKY BPA3JIMBOCTEN Y 6iHAPHOMY KOJIi 32 PaXyHOK 3BY>KE€HHS
[IPOCTOPY IOIIYKY i 0OOMeXEHHS MOTro «IIifo3piluMu» roBefiHKamMu. [JoBeieHo, 110 Liel aJifOpUTM Mae JIiHIHY
ckiapHicTh. [TokazaHo npouenypy OTpPUMaHHS BU3UCKY (€KCTJIONTY) HA OCHOBI OTPUMAaHUX MOBEJiHOK i YMOB, 1110
BeIlyTh 10 BPa3inBOCTi. [IpecTaBieHO peasni3alilo aJropuTMy alre6paidHoro CHiBCTaBIE€HHS y IPOTOTHUII
IIPOTrPaMHOI CUCTEMH MOIIYKY BPa3JINBOCTEN. PO3IJISIHYTO IJISIXY MOXKJIMBOTO 3aCTOCYBaHHS MIPELICTABJIEHO]

TEXHOJIOTII [J151 IOLIYKY HEMITaTHUX BXOJIiB y IIporpamax (6exnopis).

2. Considered possibilities of increasing of effectiveness of application of the symbolic methods in the
cybersecurity tasks, in particular, the tasks of discovering of the vulnerabilities in the binary code. The “traditional”
methods of identifying the code vulnerabilities are insufficient. At the same time, the implementation of the
symbolic methods is restricted, as these methods require exhaustive amount of computer resources, and,
generally, very slow. To reduce this disadvantage, the hybrid methods and technologies are being developed. These
methods implement vulnerabilities detection in several steps, where the symbolic modeling is used after some
steps, which are based on another approaches, such as fuzzing, code instrumentation, neural networks etc. In this
work, the approach based on the theory of insertion modelling and the behavior algebra is proposed. As a
theoretical background, determined the semantics for the program model, and the semantics of low-level
Assembler Intel x86 language. Considered the formalization of the model behavior by means of building of the
system of behavioral equations, also the formalization of the code vulnerabilities in the form of special patterns in
terms of behavior algebra. Proposed the methodology and technology of creation of such patterns. Represented
the algorithm of bringing of an equation system in the terms of behavior algebra to the canonical form, is the basis
of the algorithm of algebraic matching, proven its correctness and complexity. Also proven the vulnerability
reachability in the program model, where a vulnerability is represented as a behavioral pattern. Developed the
linear algebraic matching algorithm, which, in conjunction with the symbolic modeling algorithms, significantly
increases the effectiveness of the vulnerabilities discovering in the binary code due to the restriction of the search
space by the “suspected” behaviors. Proven the linear complexity of this algorithm. Represented the procedure of
creating the exploit on the basis of the behaviors obtained from the algebraic matching, and the conditions that
leads to a vulnerability. Represented the implementation of the linear algebraic matching algorithm in the
prototype of the system for the vulnerabilities discovering. The system performs the binary code analysis in 4
steps: disassembling, translation of assembly code to the behavior algebra, algebraic matching, and symbolic
modeling, which proves the reachability of the traces obtained on the matching step. Considered the ways of
possible application of the technologies based on the algebraic approach for the discovering of the program
backdoors.
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