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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koy TeMaTHYHHX PYOPHK: 28.29

Tema guceprauii:
1. Mopzesi Ta MeTOAY KOMILJIEKCHOTO OL[iHIOBAaHHS CKJIAIHUX MEPEXEBUX Ta iepapXiYyHO-MepEXeBUX CUCTEM

2. Models and methods of complex evaluation of complex network and hierarchically network systems

Pedepar:

1. Y nuceprauiiiziii pob0Ti IPOBEAEHO aHAI3 CyYaCHOTO CTaHy AOCJIIPKEHb CKIaAHUX MEPEKEBUX CUCTEM Ta
MDKCHUCTEMHUX B3a€MOZIN Pi3HUX TUIIB, BUIIJIEHO OCHOBHI HaIl-PSIMKU JOCJIIIKEHDb TA [TI0KA3aHO, 110 BOHU 3arajlomMm
0OME>XYIOTbCSI BUBUEHHSIM CTPYKTYP-HUX OCOOJIMBOCTEN TaKUX CUCTEM Ta B3aeMOiil. Po3po6yieHO OTOKOBI MoAei
CKJIQJHUX MEPEeKeBUX CUCTEM i BUBHAUYEHO JIOKaJIbHi Ta Ir1106aJbHi TOTOKOBI XapaKTEPUCTUKU iX eJIeMEHTIB, SIKi
3aCTOCOBAHO [IJI1 BCTAHOBJIEHHSA PEAJIbHOI CTPYKTYPU CUCTEMMU, aHAJI3Y ii pO3BUTKY Ha yCiX eTarnax ;KUTTEBOTO
LIMKJIy Ta [TOMIYKY aJIbTePHATUBHUX LUISIXIB PyXy IIOTOKIB B 00XiJ] i30/1b0BaHNX 30H Mepexi. BusHaueHo napameTpu
BIUJIMBY Ta [10CEPENHU-1ITBA CKJIaIOBUX MEPEXXEBUX Ta MOHOIIOTOKOBUX YaCTKOBO IIOKPUTUX 6araTomapoBUX
MEPEKEBUX CUCTEM 3 BUKOPUCTAHHAM SIKUX JOCIIIKEHI YMOBU CTIMKOCTI CUCTEMU [0 HETaTUBHUX BHYTPIIIHIX Ta
30BHIIIHIX BIUIMBIB Pi3HUX TUIIB, BCTAHOBJIEHO BaXKJIMBICTh PI3HOPIIHUX BHYTPILIHLO Ta MI)KCUCTEMHUX B3a€MOIIN i

3aIMPOIIOHOBAHO CIIEHApPIi Iiie-CIPSIMOBAHUX aTaK HA MEPEKeBi CCTEMU 3 METOI0 BU3HAYEHHS HaUOiJIbII



IpUBAGIMBUX LijIell TAaKUX aTaK Ta pO3pOOJIEHHS BiITIOBIHMX 3aC00iB iX 3aXUCTy. BU3HA4€HO MOHSTTSI IOTOKOBOI
CEPLEBVHY CKJIAIHAX MEPEXEBUX Ta MOHOIIOTOKOBUX YaCTKOBO MIOKPUTHUX 6a-TaTOIIAPOBUX MEPEKEBUX CUCTEM,
sIKa J103BOJIsI€ BULITISITY B CTPYKTYPi CUCTEMU HalBaXX-J1MBilli 3 PYHKIiOHATIBHOTO MOy ii CKIafoBi, CyTTEBO
3MEHIUIYBAaTU PO3MIpHICTb MO-I€Jli CUCTEMU 3 OJJHOYACHUM BiICTEXXEHHSIM Mipy 30€peXeHH4 il aleKBaTHOCTI, a
TaKO>X BUPIIIYBAaTH NPO6JIEMY MOMIYKY CHiJILHOT y Mepexi. PO3po6JieHi MeTOIM KOMILJIEKCHOTO OLiHIOBaHHS 3HAYHO
TOYHIllIe 3a BilOMi JIOKaJIi3yl0Th CKJIaJJ0Bi CUCTEMHU, SIKi IOTPeOYIOTh NIEPIIOYEProBOro yOCKOHAJIEHHS CTaHy abo
npouecy QyHKLiOHyBaHHS, JO3BOJISIOTh CBOE€YACHO NepedayaTy 3arpo3JIvBi TEHAEHLIII iX PO3BUTKY i aleKBaTHO
IJIAHYBaTU BUT-PaTH, HEOOXiHI 117151 yepeIKeHHs iCHyIounX a60 OTeHLIHUX PU3UKIB Ta MOXYTb OyTH
BUKOPUCTAHI Mif] 4ac pO3pPOOKU €KCIIEPTHUX CUCTEM Ta CUCTEM MiITPUMKU IMPUNHSTTS Pi-LIeHb Pi3HOTO

IIPU3HAYEHHS Y Pi3HUX IPEAMETHUX 00JIaCTSIX.

2. Current state of researches dedicated to complex network systems and different inter-actions between systems
was analysed in this thesis. Main directions of those researches were defined and conclusions were driven that
mostly those researches consist in studying structural features of systems and interactions. The flow models of
complex network system were developed and main local and global flow characteristics of its elements were
defined. Those characteristics are applied for determining actual structure of the system, analysing its
development on all lifecycle stages and finding alternative flow directions that bypass isolated areas of network.
Main structural and functional features for classifi-cation of different interactions between systems are defined.
The impact of interactions on operation of interconnected complex network systems is demonstrated. Influence
and bet-weenness parameters of components of network systems and monoflow partially overlap-ped
multilayered systems were defined. Using those parameters, the conditions were stu-died under which system is
resistant to negative internal and external influence. Importan-ce of different interactions within system and
between systems is determined. The scena-rios are proposed of deliberate attacks on network systems, in order to
define the most at-tractive targets of those attacks and to develop efficient ways for protecting those targets.
Methods are proposed for reducing complexity of network systems and different interac-tions between systems
which allows to create relevant models of those systems and inter-actions. The notion of flow core of complex
network systems and monoflow partially overlapped multilayered network systems is defined, that allows to
distinguish the most important components of system structure in terms of operation, to downscale substantial-ly
system model while tracking the extent of preserving its relevance and to solve the pro-blem of finding
communities within the network.
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