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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0
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ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHYHHUX PyOpPHK: 50.05

Tema guceprauii:
1. BucokonpoayKTUBHA peasisalisi IPOTOKOJIB 3axucTy iHdpopMaliii Ha 6a3i onepariil MenynspHOi apudMeTUKn

2. High-efficiency implementation of the data protection protocols based on modular arithmetic operations

Pedepar:

1. Inceprauis npucesyeHa npobsieMi MiBULIEHHS TPOAYKTUBHOCTI pearizalii IpOTOKOJIiB 3aX1CTy iHpopMallii B
KOMITIOTEPHUX MEPEXKAX, B OCHOBI SIKMX JIEXKUTb MOAYJIsIpHA apudmeTuka. [Tigxia, mo npononyeTses OJis
BUpilIeHHS Liiei Ipo6sieMH, Ma€e 3a OCHOBY Te, 110 IIPU IPaKTUYHOMY 3aCTOCYBaHHI cuCTeM 3aXUCTy iHpopMaliii 3
BiIKDUTHM KJIIOUEM Takux siK RSA ta DSS, ocTaHHiN MiHSE€TBCS JOCTAaTHBO PiAKo. BiAnoBigHO, pigko MiHSIeTbC i
MozyJb. lle 103B0JIsie MPUCKOPUTH Peasisalilo MOLYJISPHUX ONepaliil 32 paXyHOK BUKOPUCTAHHS IEPE004NCIIEHD,
IO 3aJ1€XKaTh TiIBKYU Bifl Moayis. [IpecTaBieHi HOBI aITOPUTMU MOZYJIIPHOTO MHOKEHHS, 110 BUKOPUCTO-BYIOTb
nepeno6uynciaeHHs npu ¢ikcopaHoMy moayti. OJIMH 3 HUX Ma€ 32 OCHOBY KJIAaCUYHY CXEMY MOJIYJIIPHOTO
MHOXXEHHS, a IPyTUi siBjsie co6010 Mogudikalito anroputmy MonTromepi. [lokaszaHo, 10 IPOLYKTUBHICTD
PO3pO6JIEHNX aNTOPUTMIB IPUOJIN3HO BIBOE BULIA B IOPiBHSIHHI 3 aITOPUTMOM MOHTrOMEpi Ipy NPUMHITHUX

o6’'eMax NoTpedyemoi nam’siTi. 3aIIpPOIIOHOBAHO HOBi aJITOPUTMHU 1711 MOLYJISIPHOTO IiJHECEHHS [0 KBapaTy Ta



MHOXEHHS, 110 MAIOTh 32 OCHOBY PEKYPCit0 MOHTTOMEDI.

2. The proposed approach to solving of this problem is base on of assumption that in practice the keys of the most
public-keys data protection systems such as RSA and Digital Signature Standard, are changing rarely. So the
modulus is changing a rather rarely too. This fact allows to speed up of modular operations implementation by
using of precomputations which are depend on modulus only. The new precomputation modular multiplication
algorithms are presented for modular multiplication for a fixed modulus. One of them is base on classical modular
multiplication scheme and second is the modification of Montgomery algorithm. It has been shown that
performance of proposed algorithms approximately twice high in compare to Montgomery algorithm and the
amount of required storage is moderate. The new algorithms for modular squaring and multiplication by fixed
number based on reduction of Montgomery have been proposed. By including of excess operations and using of
precomputations the computational complexityof the proposed algorithm is less in compare to Montgomery
modular multiplication algorithm.

Jep>kaBHHHM peecTpaniiiHuii Homep JiP:

IIpiopuTeTHHH HANIpSIM PO3BHTKY HayKH i TEXHIKH:
CrpareriyHu# NpioOpHTETHHUI HAIIPSIM iHHOBaILLiMHOI Aig/ILHOCTI:
ITizcyMKH JOCTiI>KEeHHS:

Iyo6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxopoHHi goKymeHTH Ha OIIIB:

BnpoBaakeHHS pe3yJIbTaTiB AHCEpPTaIii:

3B's130K 3 HAYKOBUMH T€MaMH:

VI. BizomocTi Ipo HayKOBOr0 KepiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. Camodanos K.I'.
2. Samofalov K. G.

KBasigikamis: 5.1, 05.13.13

ImenTudikarop ORCID ID: He zacrocoyerbcs
JonaTkoBa iHdopmanisi:

TloBHe HaliMEeHYBaHHS IOPHIHNYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma By1acHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs
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