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Pedepar:

1. Incepraniiina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJbHOr0 HAYKOBO-TIPUKJIAHOTO 3aBIAHHS 3 PO3POOJIEHHS
iHpopMaliiiHOi TexHOJIOTiI MpOoTUii aTakaM BiJl peKJIaMHUX MOBiOMJIEHb Ha COlliajIbHiI 06'€KTU Ta iepapxiuHi
CHACTEMHU YIIPaBJIiHHS COLiaJIbLHUMU CTPYKTypamu. Ha OCHOBI focCiI>KeHb, IPOBEIEHUX Y PaMKaXxX AUCEPTaLiliHO]
po6OTH, OTPUMAHO HACTYIIHI pe3yJbTaTu: Briepiie: npoBeleHO CUCTEMHUI aHajli3 HEraTUBHOTO BIUIMBY PEKJIaMU Ha
coljiasibHi 00'€KTH, Ha OCHOBI 4Oro BUOKpeMJIeHO (PaKTOpU BILIMBY, iHOpMaLLifiHi Ta MEHTaJIbHI 3aIpo3H, SIKi
3JI0BMUCHVKY BUKOPUCTOBYIOTH [J1s1 3ilICHEHHS KibepaTak; po3pobiieHo iHpopMalLiliHy TEXHOJIOTiI0 Kibepoe3neKku
CHCTEMU YIIPaBJIiHHA COLia/IbHOIO iepapXidHOI0 CTPYKTYPOIO, HA OCHOBI BUABJIEHHS 3arpP0O3, BPA3JIMBOCTEN Ta
METO/IiB IeCTPYKTUBHOI'O BIUVIMBY iHPOPMALiiHMX aTakK Bifl peKJIaMHUX ITOBiOM~JIEHb HA COLiaJibHi 00 €KTY;
po3pobiieHo iHpOpMaLifiHy TEXHOJIOTI0 CEMaHTUYHOTO aHajli3y TEKCTOBUX PEKJIaMHUX IIOBiIOMJIEHb, SIKi
BIIJIMBAIOTh HA COLiaJIbHi 00’€KTU, 3 BAKOPUCTAHHSIM TEKCTOBUX MOJEJIEN, 17151 BUBHAUYEHHS] CEMAaHTUYHUX
IapaMeTpiB iXHbOTO HETraTUBHOTO BIIJIMBY B yMOBAX 3arpo3 i pu3uKiB BUKOPUCTaHHS Je3iHpopmallii; po3po6aeHo

KOTHITUBHY MOJI€JIb IPUIHSATTS pillleHb B KPU30BUX CUTYallisIX [JIs OCOOH, sIKa [IpUIIMae pillleHHs], B YMOBax



HETaTHMBHOTO BIUIMBY PEKJIAMHUX IOBiOMJIEHb HA COLiaJIbHY CMCTEMY YIIPABJIiHHA, HA OCHOBI CTpaTerii MpoTuaii
3arpo3am Ta JIOTIYHUX CX€M OIUCY MPOoLeAyp i IpaBu IPUMHSTTS LiJIbOBUX PillleHb; po3pobiieHo iHpopMalLiiiHO-
CHACTEMHY TEXHOJIOTiI0 MPOTUAii 3arpo3am KibepaTax Bifi peKkjlaMHMX [10BiJOMJIEHb Ha COLiaJIbHi 00’€KTU HAa OCHOBI
IOCJIiIKEeHHS iCHYIOUMX KOHTP3axO0/liB, BU3HAUEHHSI METOMIB 3/1iiICHEHHS aTakK, Ta BIPOBAI)KEHHS 3aXUCHUX 3aX0[1iB
6e3IeKu BiJi MOSKJIMBUX 3arpo3; YIOCKOHAJIEHO: MOJIeJIb B3a€EMO3B'I3KiB y TOHATTSAX 00€311eKalpu3nKO BUHUKHEHHS
aBapiliHOI cuTyalii 3a paXyHOK fii 3arpo3 Ta aTak Ha coliayibHi 06’€eKTU 3 BUKOPUCTaHHSIM PEKJIaMHUX I1OBiJOMJIEHb;
iH(popmalliiiHy TEXHOJIOTIIO BUSIBJIEHHSI CEMAaHTUYHUX aHOMAJIill B TEKCTOBUX MOJIEJISIX BHACJIIOK BILJIUBY
PEeKJIaMHUX MOBiZJOMJIEHb HA COLIiayIbHi 06'€KTH i OL[iHKY piBHSI pU3MKY [1€30pieHTallii CUCTEMU YIIPABIIiHHSI
conianbHO0 iHQpacTpykTypoio; OTpruMasa NoAajbui pO3BUTOK: iHPOpMaliiliHa TEXHOJIOTiS eKCIIEPTHOTO
OlIiHIOBaHHS HEraTUBHOTO BIIJIMBY PEKJIAaMHUX IOBiJOMJIEHb HA OCOOY i KOJIEKTHB, Ha OCHOBi 3aIIPOIIOHOBAHUX
METO/IiB Ta iH(pOpMaLiIHO-KOTHITUBHUX MiIX0MiB. Pe3ysbTaTi AUcepTaLiiiHOi po60TU BIIPOBAIKEHI B YKpaiHChKIl
akajeMil IpykapcTBa, Ha Kadeapax iHpopMaLiliHUX MyJIbTUMEITHUX TEXHOJIOTiN, KOMITIOTEPHUX HayK Ta
iHopmaLiiHUX TEXHOJIOTri1, MeJiakoMyHiKalliil, M. JIbBiB, y JIEKLIMHUX Ta IPAKTUYHUX KypCax JUCLIMAILIIH:
«InpopmarniiiHa 6e3neKa eJIeKTPOHHUX pecypciB», «CUCTEMU yIIPaBliHHS €JIEKTPOHHUM JOKYMEHTOO6Irom»,
«Ilcuxonorisa peknamn», «MeziarpaMOTHICTb: IIPAKTUKYM» Ta «Peksiama B IHTepHETI». 3anponoHoBaHi
iHdopmaniiiHi TeXHOJIOTii BUKOpHCTOBYBasIaCh IIpY NOOYIOBI Ta peasidaliii 3acobiB 3aX1CTy IJ1s1 CUCTEMU
IIOKYMEHTOOOIry nosirpadiyHux BUPOOHULITB, 110 eKCIyaTyioThes B T30B «AkBadrekc [Tntoc», M. Kuis. [lani npo
BIIPOBAJI)KEHHA ITiATBEPIKEHO BIiIIIOBITHUMU JOKYMeHTamMu. Kill040Bi cj10Ba: PEKJIaMHI IIOBiZOMJIEHHS, COLIiaJIbHI
00'€KTH Ta CTPYKTYPH, TEKCTOBI MOJIeJIi, 3arpo3H, Bpa3IUBOCTi, pU3uKY, KibepaTtaky, nesindopmauis, iHbopmariiina
Oe3reka, CEMaHTUYHUI aHali3, CUCTEMU YIIPaBJliHHS JOCTYIIOM J10 IOKYMEHTIB, aBBTOMATHU30BaHi CUCTEMU

IOKYMEHTOODIry, MOZIEJIb, MOJIEJIIOBaHHS, iHpopMalliliHa TEXHOJIOTIS.

2. The dissertation work is devoted to the solution of the actual scientific and applied task of developing
information technology for countering attacks from advertising messages on social objects and hierarchical
management systems of social structures. The following results were obtained on the basis of research carried out
as part of the dissertation work: For the first time: — a systematic analysis of the negative impact of advertising on
social objects was carried out, on the basis of which the influence factors, informational and mental threats that
attackers use to carry out cyberattacks were identified; — the information technology of cyber security of the
management system of the social hierarchical structure was developed, based on the identification of threats,
vulnerabilities and methods of the destructive effect of information attacks from advertising messages on social
objects; — developed information technology for semantic analysis of text advertising messages that affect social
objects, using text models, to determine the semantic parameters of their negative impact in the conditions of
threats and risks of using disinformation; — a cognitive model of decision-making in crisis situations was
developed for the decision-maker, in the conditions of the negative impact of advertising messages on the social
management system, based on the strategy of countering threats and logical schemes describing the procedures
and rules for making targeted decisions; — developed an information system technology for countering threats of
cyber attacks from advertising messages on social objects based on research of existing countermeasures,
determination of attack methods, and implementation of protective security measures against possible threats;
Improved: — a model of interrelationships in the concepts of <securityorisk> of the emergence of an emergency
situation due to the action of threats and attacks on social objects with the use of advertising messages; —
information technology for detecting semantic anomalies in text models due to the impact of advertising messages
on social objects and assessing the level of risk of disorientation of the social infrastructure management system;
Received further development: — information technology of expert assessment of the negative impact of
advertising messages on the individual and the team, based on the proposed methods and informational and
cognitive approaches. The results of the dissertation work were implemented in the Ukrainian Academy of
Printing, at the Departments of Information Multimedia Technologies, Computer Sciences and Information
Technologies, Media Communications, Lviv, in lecture and practical courses of the disciplines: "Information

Security of Electronic Resources”, "Management Systems electronic document circulation”, "Psychology of

advertising", "Media literacy: workshop" and "Advertising on the Internet". The proposed information technologies



were used in the construction and implementation of security measures for the document circulation system of
printing plants operated by Akvaflex Plus LLC, Kyiv. Data on implementation are confirmed by relevant documents.
Keywords: advertising messages, social objects and structures, text models, threats, vulnerabilities, risks, cyber
attacks, disinformation, information security, semantic analysis, document access management systems,

automated document management systems, model, simulation, information technology.
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