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1. Inceprauiiina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJbHOTO HAYKOBO-TIPUKJIAJHOTO 3aB/IaHHS 3 PO3POOJIEHHS
indopmaniitHoi TexHoOrii IPOTUIii aTakaM Bif peKJIaMHUX MOBiJOMJIEHb Ha COLlialbHiI 06'€KTH Ta iepapXivHi
CHCTEMHU YIIPABJIiHHS COLiaJIbLHUMU CTPYKTypamu. Ha OCHOBI IOCIIiI>KeHb, IPOBEIEHNX Y PAMKaX AUCEPTALiIHO]
pobOTH, OTPUMAHO HACTYIIHI pe3yJbTaTu: Brepiue: NpoBeieHO CUCTEMHUI aHaJli3 HeraTUBHOTO BILJIMBY PEKJIaMU Ha
coljiajibHi 06'€KTH, Ha OCHOBi YOr0 BUOKPEMJIEHO (PAKTOPU BILIMBY, iH(OPMaLLiliHi Ta MEHTaJIbHI 3aIPO3H, SIKi
3JI0BMUCHUKU BUKOPUCTOBYIOTb 1J18 3[iliICHEHHS KibepaTak; po3po6ieHo iHpOopMaliiiHy TeXHOJIOTII0 KibepoesneKku
CHACTEMM YIIPaBJIiHHS COLiaJIbHOIO i€PapXidYHOIO CTPYKTYPOIO, HA OCHOBI BUSIBJIEHHS 3aIP0O3, BPA3JIMBOCTEN Ta
METO/IiB IECTPYKTMBHOIO BIUVIUBY iHPOPMaLiliHMX aTakK Bifl pEKJIaMHUX I1OBiJOM~JIEHb HA COLiaIbHi 00'€KTH;

po3pobeHo iHpopMaLifiHy TEXHOJIOTiI0O CEMAaHTUYHOTO aHali3y TEKCTOBUX PEKJIAMHUX MOBiOMJIEHbD, SIKi



BILJIMBAIOTh HA COLiaJIbHi 06’€KTH, 3 BUKOPUCTAHHSIM TEKCTOBUX MOJIEJIEH, 1711 BUBHAUYEHHSI CEMaHTUYHUX
rapaMeTpiB IXHbOIO HEraTUBHOTO BILIMBY B YMOBax 3arpo3 i pu3uKiB BUKOPUCTaHHS Ae3iHdopmaliii; po3pobsieHo
KOTHITUBHY MOJI€Jlb IPUIHSTTS pillleHb B KPU30BUX CUTYallisIX [J1s 0COOH, sIKa [IpUiiMae pillleHHs, B YMOBax
HETaTHMBHOTO BIUIMBY PEKJIAMHUX IOBiOMJIEHb HA COLiaJIbHY CUCTEMY YIIPABJIiHHA, HA OCHOBI CTpaTerii MpoTuaii
3arpo3am Ta JIOTIYHUX CXEM OIHUCY NPOLENYP i IpaBUJjl IPUIHSATTS LiJIbOBUX PillleHb; po3p06s1eHo iHdopMaLiiHO-
CHCTEMHY TeXHOJIOTiI0 MPOTUAii 3arpo3am KibepaTax Bifi peKkjlaMHUX [10BiJOMJIEHb Ha COLiajibHi 00'€KTU Ha OCHOBI
IOCJiI)KeHHS iCHYIOUMX KOHTP3axO0/liB, BU3HAUEHHSI METOZB 3/1iliICHEHHS aTakK, Ta BIPOBA>)KEHHSI 3aXUCHUX 3aX0[liB
0e3MeKy BiJ MOXJIMBUX 3arpo3; YIOCKOHAIEHO: MOJIeJIb B3A€MO3BSI3KiB y IIOHATTSIX 06€e3MeKanpru3uKd BUHUKHEHHS
aBapifiHOI cuTyallii 32 paxyHOK Zii 3arpo3 Ta aTak Ha coliayibHi 06’€eKTU 3 BUKOPUCTAHHSIM PEKJIaMHUX I1OBiJOMJIEHb;
iH(popmalliiiHy TEXHOJIOTiIO BUSIBJIEHHSI CEMAaHTUYHUX aHOMAaJIill B TEKCTOBUX MOJIEJISIX BHACJIIOK BILJIUBY
PEKJIaMHUX TIOBiIOMJIEHb Ha COLiaJIbHI 00'€KTH i OLIIHKM PiBHS PU3MKY Ae€30pi€eHTallil CUCTEMU YIIPABJIiHHS
coliasnbHOIO0 iHppacTpyKkTypolo; OTpumarna NoAanbllinil po3BUTOK: iHOpMalliliHa TEXHOJIOTISI EKCIIEPTHOTO
OIIiHIOBaHHS HETAaTUBHOTO BIIJIMBY PEKJIAaMHUX IIOBiJOMJIEHb HA OCOOY i KOJIEKTHB, Ha OCHOBI 3aIIPOIIOHOBAHUX
METO[IiB Ta iH(POpMaLifiHO-KOTHITMBHUX IiIX0AiB. Pe3ysbTaTi aucepTaliiiHoi po60TH BIPOBAIyKEHI B YKpaiHChKil
akajeMil IpykapcTBa, Ha Kadeapax iHpopMaLiliHUX MyJIbTUMEIITHMX TEXHOJIOTiH, KOMITIOTEPHUX HayK Ta
iHpopmaLiiiHUX TEeXHOJIOTi1, MeJiakoMyHiKalliil, M. JIbBiB, y JIEKLIMHUX Ta IPAKTUYHUX KypCax JUCLIUATLIIH:
«InpopmarniiiHa 6e3neKa eseKTPOHHUX pecypciB», «CUCTeMU yIIPaBliHHS €J1eKTPOHHUM JOKYMEHTOOBIrom»,
«Ilcuxosoris pexknamm», «MeniarpaMOTHICTb: IIPAKTUKYM» Ta «Peksiama B IHTepHETI». 3anponoHoBaHi
iHndopmaliiiHi TeXHOJIOTii BUKOPHUCTOBYBaIaCh IPU M0OYIOBi Ta peaisallii 3ac06iB 3axXUCTy IJ1s1 CACTEMU
IOKYMEHTOOOiry nosirpadiyHux BUPOOHULTB, 110 eKCIyaTyioThes B T30B «AkBadekc [Tntoc», M. Kuis. [lani npo
BIIPOBAJIP)KEHHS MMiATBEPIKEHO BIiIIOBITHUMU JOKyMeHTamMu. Kil040Bi cj10Ba: PEKJIaMHi [IOBiIOMJIEHHS, COLIiaJIbHI
00’€KTU Ta CTPYKTYPH, TEKCTOBI MOJI€JIi, 3arpo3K, BPa3IMBOCTi, PU3UKH, KibepaTaky, ne3indopmaliis, inpopmauiitHa
6esrexa, CEMaHTUYHUM aHali3, CUCTEMU YIIPaBJliHHS JOCTYIIOM [10 OKYMEHTIB, aBBTOMATH30BaHi CUCTEMU

IOKYMEHTOODIry, MOZiesIb, MOJIEJII0OBaHHS, iHpopmalliliHa TeXHOJIOTIS.

2. The dissertation work is devoted to the solution of the actual scientific and applied task of developing
information technology for countering attacks from advertising messages on social objects and hierarchical
management systems of social structures. The following results were obtained on the basis of research carried out
as part of the dissertation work: For the first time: — a systematic analysis of the negative impact of advertising on
social objects was carried out, on the basis of which the influence factors, informational and mental threats that
attackers use to carry out cyberattacks were identified; — the information technology of cyber security of the
management system of the social hierarchical structure was developed, based on the identification of threats,
vulnerabilities and methods of the destructive effect of information attacks from advertising messages on social
objects; — developed information technology for semantic analysis of text advertising messages that affect social
objects, using text models, to determine the semantic parameters of their negative impact in the conditions of
threats and risks of using disinformation; — a cognitive model of decision-making in crisis situations was
developed for the decision-maker, in the conditions of the negative impact of advertising messages on the social
management system, based on the strategy of countering threats and logical schemes describing the procedures
and rules for making targeted decisions; — developed an information system technology for countering threats of
cyber attacks from advertising messages on social objects based on research of existing countermeasures,
determination of attack methods, and implementation of protective security measures against possible threats;
Improved: — a model of interrelationships in the concepts of <securityorisk> of the emergence of an emergency
situation due to the action of threats and attacks on social objects with the use of advertising messages; —
information technology for detecting semantic anomalies in text models due to the impact of advertising messages
on social objects and assessing the level of risk of disorientation of the social infrastructure management system;
Received further development: — information technology of expert assessment of the negative impact of
advertising messages on the individual and the team, based on the proposed methods and informational and
cognitive approaches. The results of the dissertation work were implemented in the Ukrainian Academy of
Printing, at the Departments of Information Multimedia Technologies, Computer Sciences and Information



Technologies, Media Communications, Lviv, in lecture and practical courses of the disciplines: "Information

Security of Electronic Resources", "Management Systems electronic document circulation”, "Psychology of
advertising", "Media literacy: workshop" and "Advertising on the Internet". The proposed information technologies
were used in the construction and implementation of security measures for the document circulation system of
printing plants operated by Akvaflex Plus LLC, Kyiv. Data on implementation are confirmed by relevant documents.
Keywords: advertising messages, social objects and structures, text models, threats, vulnerabilities, risks, cyber
attacks, disinformation, information security, semantic analysis, document access management systems,

automated document management systems, model, simulation, information technology.
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