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HayKu YKpaiHu, Xapkis, 2025. [JucepTaliiiHe OOCJiI)KEHHS IPUCBSIY€HE aKTyaJIbHUM IIUTAHHSIM PO3POOJIEHHS
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IIPOBOJUTH iX KOMILJIEKCYBAHHS, 110 103BOJIsIE OTPUMYBATU HOBI €MEPPKEHTHI BIaCTUBOCTI KOMITIOTEPHUX CUCTEM.
[ToenHaHHS KiGepIIPOCTOPY 3i CMapT-TEXHOJIOTISIMU J03BOJIsIE BUKOPUCTOBYBAaTH [HTepHeT-pedi i 6yb-5Ki
KOMITIOTE€PHI CUCTEMHU Ta NIOKPAIllyBaTh MOXUJIMBOCTI TaKUX iHPPACTPYKTyp. 3 iHIIOTO 60KY, BUKOPHUCTAHHS TaKUX
riopuHMAX (KOMILJIEKCOBAHMX) KOMITIOTEPHUX CUCTEM [103BOJISIE€ 3JI0BMMCHUKAM Ta Kibep3/104MHLSIM (POPMYBATU
Li/1bOBI (3MilIaHi) aTaky, Ta BAKOPUCTOBYBATH 6€3[IPOTOBI KaHAJIM CydyacHUX KibepQiznyHux /couiokibepiznaHux
cucreMm (CPSS), a Takox esieMeHTH iHPpacTPYKTypH 11010 HECAHKLIIOHOBAHOTO NOCTYITY A0 iHpopMaLiiHUX
pecypcis (IP). Takum 4YMHOM, Taki cUCTEMHU € 06'€KTaMU KpUTUYHOI iHPpacTpyKTypH, 10 BUMarae (popMyBaHHs
HOBUX Ta yJIOCKOHAJIEHHS iCHYIOUMX MOJieJIell OLiHKY 6e3IeKH KOMITIOTEPHUX CUCTEeM. Y AMCePTaLiliHiil po6oTi
IIPOBEJEHO aHaJli3 iCHYIOUMX MiAXO0iB 100 3abe3redyeHHs 6e311eKy KOMITIOTEPHUX CUCTEM Ta BUOOPY METPUK IS
dopmMyBaHHS KjlacuPikaTopy 3arpo3 KOMITIOTEPHUX CUCTEM. 3alIPOIIOHOBAHI €eBPUCTHUYHI, CTAaTUCTUYHI,
IIMOBIipHicHi, HefipomepeskeBi Ta iHpopMalliliHi miaxoau N0 OLiHIOBAaHHS METPUK CUCTEM 6e3MeKH KOMITI0TEPHUX
crucreM. Po3po6s1eHO Moziesib MOZEJIi OL[iHKY IIOTOYHOTO CTaHy PiBHS 3aXUIIEHOCTI KOMITIOTEPHOI CUCTEMU, 11O
II03BOJISIE BpaXOBYBaTH CKJIaNIOBi 6e3MeKy Ta 03HaKy ri6pUIHOCTI Ta CUHEpPri3mMy 3arpo3 Ha KOMITIOTEPHi CUCTEMHU.
3anponoHOBaHUI METO]] 6e311epepBHOrO PYHKIIOHYBAaHHS CUCTEMU O6€3I1€KU KOMITIOTEPHOI CUCTEMU, 11O JO3BOJISIE
dhopmyBaTH KOHTYp 6e31exu 6e3rnepepBHUX 6i3HEC-TIPOLECiB KOMITIOTEPHOI CHCTEMU Ta 326€3MeYUTH CBOEYACHE
dhopMyBaHHS IPEBEHTUBHUX 3aXOiB IPOTH LiJIbOBUX (3MilllaHMX) aTak. 3alIPOTIOHOBAHUM METO], KOMIIJIEKCYBaHHS
Pi3HUX METPUK 3 METOIO0 OJjep>KaHHs 00'€eKTUBHOI OLIIHKY [I0TOYHOI'O CTaHy piBHS 3axuiieHocTi CPSS, 3
ypaxyBaHHSM He JIAlIe O0YMCIIIOBAJIbHUX Ta (PiHAHCOBUX BATPAT 3JI0BMMCHUKA Ha peasli3allilo LijboBOi aTaky, a i

PiBHS TAEMHOCTI.

2. Zvertseva N.V. Computer systems security assessment models — Qualifying scientific work on manuscript rights.
Dissertation for obtaining the scientific degree of Doctor of Philosophy in specialty 122 “Computer Sciences” -
National Technical University “Kharkiv Polytechnic Institute”, Ministry of Education and Science of Ukraine,
Kharkiv, 2025. The dissertation study is devoted to the topical issues of developing new and improving existing
models and methods for assessing the security of computer systems. The development of smart technologies and
the computing capabilities of computer systems allow to expand the range of digital services in almost every field
of humanity. On the one hand, it allows using the latest technologies, carrying out their integration, which allows
obtaining new emergent properties of computer systems. Combining cyberspace with smart technologies allows
you to use the Internet of Things and any computer system and improve the capabilities of such infrastructures.
On the other hand, the use of such hybrid (complex) computer systems allows attackers and cybercriminals to
form targeted (mixed) attacks and use wireless channels of modern cyber-physical /socio-cyber-physical systems,
as well as infrastructure elements for unauthorized access to information resources (IR). Thus, such systems are
objects of critical infrastructure, which requires the formation of new and improvement of existing models for
assessing the security of computer systems. In the dissertation, an analysis of existing approaches to ensuring the
security of computer systems and the selection of metrics for the formation of a classifier of threats to computer
systems is carried out. Proposed heuristic, statistical, probabilistic, neural network and informational approaches
to the evaluation of metrics of security systems of computer systems. A model of the model for assessing the
current state of the computer system's security level has been developed, which allows taking into account
security components and signs of hybridity and synergy of threats to computer systems. A method of continuous
functioning of the security system of the computer system is proposed, which allows forming the security loop of
continuous business processes of the computer system and to ensure the timely formation of preventive measures
against targeted (mixed) attacks. The proposed method of complexing various metrics in order to obtain an
objective assessment of the current state of the CPSS security level, taking into account not only the
computational and financial costs of the attacker for the implementation of a targeted attack, but also the level of
secrecy.
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