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1. 3Bepuesa. H.B. Mogesi oLiHKK 6e311eKu KOMITIOTEPHUX cucTeM — KBasigikaliliHa HayKoBa Ipalist Ha paBax
pykonucy. Jlucepratiist Ha 3100yTTs1 HAYKOBOTO CTyIEHs JOKTopa (pinocodii 3a cnenjanbHicTio 122 «Komm'toTepHi
Haykn». — HallioHasIbHUI TEXHIYHUN YHIBEPCUTET «XapKiBCbKUM MOJITEXHIYHUN IHCTUTYT», MiHICTEpCTBO OCBITH i
HayKu Ykpainu, XapkiB, 2025. [JucepTaliiiHe OOCJiIKeHHS IPUCBsIY€HE aKTyaJIbHUM ITUTAaHHSIM PO3POOJIeHHS
HOBUX Ta yIOCKOHAJIEHHSI iCHYIOUMX MOJieJiell i MeTOMiB OLiHKM 6e3MeKu KOMITIOTEPHUX chucTeM. PO3BUTOK CMapT-
TEXHOJIOTI!, 00YMCIIIOBATIbHUN MOKJINBOCTEH KOMITIOTEPHUX CUCTEM JI03BOJISIE IIOMVPUTHU CIIEKTP LUPPOBUX
IIOCJIYT IPaKTUYHO Y KOXKHOI rajysi JIIo[ICTBa. 3 OAHOr0 OOKY i€ J03B0JIsi€ BUKOPUCTOBYBAaTH HOBITHI TEXHOJIOTI],
IIPOBOJUTH iX KOMIUIEKCYBAaHHS, 110 AO3BOJISIE OTPMMYBATU HOBi €MEPKEHTHI BJIaCTUBOCTi KOMITIOTEPHUX CUCTEM.
[ToegHaHHS KiGepIIPOCTOPY 3i CMAPT-TEXHOJIOTISIMU [JO3BOJISIE BUKOPUCTOBYBATU IHTEpHET-pedi i Oyab-sKi

KOMITIOTE€PHI CUCTEMHU Ta IIOKPAIyBaTH MOXJIMBOCTI TakKuX iHPPaCTPyKTyp. 3 iHIIOTO 60KY, BUKOPHUCTAHHS TaKUX



riopuHUX (KOMILJIEKCOBAHUX) KOMITIOTEPHUX CUCTEM J103BOJIsIE 3JI0BMUCHUKAM Ta Kibep37104MHIISIM POpMyBaTU
11i7bOBI (3MillIaHi) aTaky, Ta BUKOPUCTOBYBATH 6€3pOTOBI KaHAIM CydyacHUX KibepdisnuHux /coniokioepdisnuHux
cucrem (CPSS), a TakoX esleMeHTU iHPpaCcTPYKTypH 1100 HECAHKLIIOHOBAHOTO NOCTYIY A0 iHpopMaLifHUX
pecypciB (IP). Takum 4YMHOM, Taki CUCTeMU € 00’'€eKTaMU KPUTHYHOI iHppacTpyKTypH, 110 BUMarae GopMyBaHHS
HOBUX Ta yJIOCKOHAJIEHHS iCHYIOUMX MOJIeJIell OLiHKY 6€3MeKM KOMITIOTEPHUX CUCTEeM. Y AMCEPTaLiliHiil po6oTi
IIPOBEJIEHO aHaJli3 iCHYIOUMX MiAXO0iB 1010 3abe3redyeHHs 6€311eKU KOMITIOTEPHUX CUCTEM Ta BUOGOPY METPUK [1JIsl
(opMyBaHHs Kj1acuPikaTopy 3arpo3 KOMITIOTEPHUX CUCTEM. 3alIPOIIOHOBAHI €BPUCTHUYHI, CTATUCTUYHI,
IIMOBIipHiCHi, HefipomepeskeBi Ta iHpopMaliiiHi MiAXoau N0 OLiHIOBAHHS METPUK CUCTEM 6e3MeKH KOMITIOTEPHUX
crucreM. Po3po6seHO Moiesib MOZeJIi OL[iHKY TIOTOYHOTO CTaHy PiBHS 3aXUILIEHOCTI KOMIT'IOTEPHOI CUCTEMY, L0
II03BOJIsIE BpaXOBYBaTU CKJIANIOBi Oe3MeKy Ta 03HAaKU Tri6pUIHOCTI Ta CUHEPri3mMy 3arpo3 Ha KOMITIOTEPHI CUCTEMH.
3anponoHOBaHUI METO[] 6€3MepepBHOrO (PYHKLIOHYBAHHS CUCTEMU O6€3[1€KU KOMIT'IOTEPHOI CUCTEMU, 1O JO3BOJISIE
dbopmyBaT KOHTYp Oe3Iexu 6e3rnepepBHUX 6i3HEC-TIPOLECiB KOMITIOTEPHOI CHUCTEMU Ta 326€31eYUTH CBOEYaCHE
dhopMyBaHHS IPEBEHTUBHUX 3aXO0IiB IPOTH 11iJIbOBUX (3MilllaHMX) aTak. 3alIPOIIOHOBAHUM METO]], KOMIIJIEKCYBaHHS
Pi3HUX METPUK 3 METOIO OJlep>KaHHs 00'€KTUBHOI OLIIHKM II0TOYHOI'O CTaHy piBH 3axuiieHocTi CPSS, 3
ypaxyBaHHSM He JIille 0041 CII0BANIbHUX Ta (PiHAHCOBUX BUTPAT 3JI0BMUCHMKA HA Peasi3allilo LibOBOI aTaky, a i

PiBHSI TAEMHOCTI.

2. Zvertseva N.V. Computer systems security assessment models — Qualifying scientific work on manuscript rights.
Dissertation for obtaining the scientific degree of Doctor of Philosophy in specialty 122 “Computer Sciences” -
National Technical University “Kharkiv Polytechnic Institute”, Ministry of Education and Science of Ukraine,
Kharkiv, 2025. The dissertation study is devoted to the topical issues of developing new and improving existing
models and methods for assessing the security of computer systems. The development of smart technologies and
the computing capabilities of computer systems allow to expand the range of digital services in almost every field
of humanity. On the one hand, it allows using the latest technologies, carrying out their integration, which allows
obtaining new emergent properties of computer systems. Combining cyberspace with smart technologies allows
you to use the Internet of Things and any computer system and improve the capabilities of such infrastructures.
On the other hand, the use of such hybrid (complex) computer systems allows attackers and cybercriminals to
form targeted (mixed) attacks and use wireless channels of modern cyber-physical /socio-cyber-physical systems,
as well as infrastructure elements for unauthorized access to information resources (IR). Thus, such systems are
objects of critical infrastructure, which requires the formation of new and improvement of existing models for
assessing the security of computer systems. In the dissertation, an analysis of existing approaches to ensuring the
security of computer systems and the selection of metrics for the formation of a classifier of threats to computer
systems is carried out. Proposed heuristic, statistical, probabilistic, neural network and informational approaches
to the evaluation of metrics of security systems of computer systems. A model of the model for assessing the
current state of the computer system's security level has been developed, which allows taking into account
security components and signs of hybridity and synergy of threats to computer systems. A method of continuous
functioning of the security system of the computer system is proposed, which allows forming the security loop of
continuous business processes of the computer system and to ensure the timely formation of preventive measures
against targeted (mixed) attacks. The proposed method of complexing various metrics in order to obtain an
objective assessment of the current state of the CPSS security level, taking into account not only the
computational and financial costs of the attacker for the implementation of a targeted attack, but also the level of
secrecy.
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