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1. MeTonu Ta 3acobu CUHTE3y omnepaliil TOTOKOBOro mudpyBaHHS 32 KpUTEPIEM CTPOrOro CTiKOro KOJyBaHHS

2. The methods and means of synthesizing the stream ciphering operations on the criterion of strict stable coding

Pedepar:

1. Inceprauiiina po60Ta IpUCBSYEHA NiIBUIIEHHIO HEBU3HAYEHOCT] pe3yJIbTaTiB I0TOKOBOTO MNUQPYBaHHS 32
PaxyHOK BUKOPUCTaHHS HOBUX OIepallill KpUIITOIIEPETBOPEHHS I CUHTE30BaHUX 33 KPUTEPiEM CTPOrOro CTiNKOTo
KoAyBaHHs1. [y 1bOTO BIIeplIe PO3PO6JIEHO METOJ, CUHTE3Y Ollepalliil 3a KpUTEPiEM CTPOrOro CTIMKOro KOJLyBaHHS
IIJISIXOM BUKOPYCTaHHS Tab/InIb MiHIMaJIbHUX BificTaHeil 32 XeMMIHIOM, SIKi 3a0€311e4yl0Th MaKCUMaJIbHY
HEBU3HAYEHICTb PEe3yJIbTATiB IEPETBOPEHHS Ta 30iIbIIEHHS BapiaTUBHOCTI KPUIITOAJIITOPUTMIB; PO3POOJIEHO METOT,
CUHTE3Y OIlepaliil 3a KpUTEPIEM CTPOrOro CTiMKOro KOAyBaHHS MiHIMaIbHOI CKJIaIHOCTI, HA OCHOBI BUKOPUCTAHHS
orepalili nepecTaHOBKY i raMyBaHHS, IIJIIXOM BCTAHOBJIEHUX OOMEXKEHb Ta 3aJIe>KHOCTE MIX oIepalismMu
[IepeTBOPEHHS i TabJIULSIMU MiHIMaJIBHUX BifiCTaHe! 32 XeMMiHIOM, SIKi 320€311e4yI0Th MAaKCUMaJIbHY

HEBU3HAYEHICTb PE3YyJIbTATIB IEPETBOPEHHS IIPY MiHIMaJIbHINM CKJIAIHICTh CXEMO TEXHIYHOI Ta IIPOrpaMHOi



peasnizanii. Habyny nopanpmoro po3BUTKY METOLM CUHTE3Y IPOrPaMHMX i arlapaTHUX KpunrorpadiyHux 3acobis
KOMITIOTEPHOI TeXHIKM Ha OCHOBi BUKOPUCTAaHHS HOBOI IpyIy onepartiiii, mobyJoBaHUX 32 KpUTEPieM CTPOTOTo
CTIMKOr'0O KOJYBaHHS, IJISIXOM 3aCTOCYBaHHS METOLIB CUHTE3y MOJIeJIEN OIepalliil i3 HOBUMHU BJIACTUBOCTSMU, SIKi
3a0e3ne4ynsy CIPOLIEHHS CUHTEe3Y, a CUHTE3 MOIeJIel ollepalliil 3a KpUTepPieM CTPOTOro CTiMKOro KOJLYBaHHS

MiHIMaJIbHOI CKJIQIHOCTI peasi3oBaHo 6e3 Moby0BY TabIMIb iICTUHHOCTI iX MiHiMizanji.

2. The thesis is devoted to increasing the uncertainty of the stream ciphering results due to the use of new
cryptographic transformations’ operations synthesized by the criterion of strict stable coding. For this purpose, a
method for synthesizing the operations by the criterion of strict stable coding has been developed for the first
time, using the Hamming minimum distances tables, which provide the maximum uncertainty of the
transformation’s results and increase the variability of cryptographic algorithms. The method for synthesizing
operations by the criterion of strict stable coding of minimal complexity is developed, based on the use of
permutation and subdued operations, by the established limitations and relationships between transformation
operations and the tables of Hamming minimum distances, which provide the maximum uncertainty of the
transformation results with the minimal complexity of the circuit-technical and program implementation. Further
development methods for the synthesis of software and hardware cryptographic means of computer technology is
done on the basis of the use of a new group of operations built on the criterion of strictly stable coding, by
applying the methods of synthesis of models of operations with new properties, which provided simplification of
synthesis. The synthesis of operations models according to the criterion of strictly stable encoding of minimal
complexity is realized without the construction of tables of truth and their minimization
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