O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0824U002612
Oco006J1uBi TO3HAYKH: BinKpura
JaTa peecrtpauii: 16-07-2024

Craryc: Haka3 npo Bugady gumnioma

PexBi3utu Haka3y MOH / Haka3y 3akjyazy: N21791 CT sig 18 Bepechs 2024 p.

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. bonpapenko Kupuino OsekcaHnpoBuy

2. Kyrylo O. Bondarenko

KBasmigikamis: 125

InenTudikarop ORCID ID: 0000-0002-2168-155X

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cIeniaIbHOCTI: 125

Ha3Ba HayKoBOIi creniaIbHOCTI: Ki6ep6esnexa Ta 3axuct iHpopmaunii
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HAayKOBa Mporpama 3i creniaJabHOCTI: Kibep6esneka
JaTa 3axHcTy: 02-09-2024

CreniaJbHICTh 32 OCBITOO: MEHEIKMEHT

Micue po6oTu 3400yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiriHHS:

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi crieliajai3oBaHOi BYE€HOI paau). 1O 64.050.148-
6619

IloBHE HaliIMEHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TEXHIYHUI YHiBEpCUTeT "XapKiBChKUii

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: ByJ1. Kupninuoga, 6yz. 2, Xapkis, XapKiBcbkuii p-H., 61002, Ykpaina
dopma BiracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

IV. BizomocTi nIpo niznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU#1 TeXHIYHMI YHiBepcuTeT "XapKiBChKuii

MOJIITEXHIYHMIA iHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: Bys. Kupninuosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

V. BimoMocTi npo guceprariio
MoBga guceprTaliiii: Vkpaincbka
Koau TemaTHYHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MateMaTU4Hi MOjIeJIi Ta 06GYKCIIIOBaIbHI METOAY BUSBJIEHHS aHOMAJIiN B CUCTEMAX 6e3IeKu

2. Mathematical models and computational methods for detecting anomalies in security systems

Pedepar:

1. Boamapenko K.O. MaremaTiuHi Moziesli Ta 06YMCIIIOBAJIbHI METOIY BUSIBJIEHHSI aHOMAJIil B cucTeMax 0e3IeKu. —
KBanigikanjifiHa HaykoBa npalisl Ha IpaBax pykomnucy. Jucepralist Ha 3000yTTsI HQyKOBOTO CTYII€Hs JOKTOpa
dinocodii 3a cnenianpHicTio 125 Kibepb6esneka Ta 3axucT iHpopmaliii, raayss 3Hanb 12 — [HpopmaliiiHi TexHoJIorii,
HauionanbHuil TexHiyHMI yHiBepcuTeT “XapkiBcbkuil [TosiTexHiuHmil IHcTUTYT”, MiHiCTepCTBa OCBITH i HAyKU
Ykpainn, Xapkis, 2024. [lucepraliis IpruCBSY€HA BUPIIIEHHIO 3aBAAHHS 3a0€e3I1e4eHHs HaJIeXXHOTrO PiBHS Oe3reKku
3axXMUIAEMUX 00'€KTIB LIJIIXOM PO3POOKHM Ta BIPOBAIKEHHS! MATEMAaTUYHUX MOZEJIEH Ta 00YMCIIIOBAJIbHUX METOIIB
BUSBJIEHHS] aHOMAJIH B cucTemMax 6e3neku. 3aBAsKd BUKOPUCTAHHIO PO3POOJIEHUX MOJeIel Ta METOMIB
IHTeJIEKTYya/IbHOTO aHasli3y JaHUX Ta HEMPOHHUX MEPEX MU BUABJIEHHS aHOMAJIIM CTa€ MOKJIMBUM BUSBJIATU Ta

IorepepyKyBaTH HEBiOMI crcTeMi 6e3eKu aTaky, 1110 € HeoOXiHOI YMOBOIO 11714 MiJBUILEHHS PiBHS KibepoOe3neKku



6ynp sKoi cuctemu. O6’eKT OCTiIKEHHS — IPOLIECH BUSBJIEHHSI aHOMAJIii B cCTeMax 6e3MeKy 3aXUCTY
inpopmarii. [TpegMeT mOCTiIKEHHST — MaTeMaTUYHi MOiesTi Ta 06YMCITIOBAIbHI METOI BUSIBJIEHHST aHOMAJTiil B
crucTtemax 6e31eKy Ha OCHOBI METOIiB HEMPOHUX MEPEK Ta iHTeJIEeKTyaJbHOIO aHaJli3y AaHuX (Aepes Kiaacudikarii).
Mero1o fucepTaLiiHoi po60TH € PO3POOKA MATEMATUYHMX MOZEJIEN Ta OOYMCIIIOBAJIbHUX METOiB BUSIBJIEHHS
aHoMaJliil B cucteMax 6e3IeK, sKi 3a6e31e4yioTh MiABUIIEeHHS PiBHS 6e3leKy cucteM 3axucTty indpopmauii. Cama
crcTeMa I0BUHHA OyTH NIPOCTa Y BUKOPUCTAHHI Ta HaJIAIITYBaHHI, a TAaKOX JIETKO IEPEHOCUTUCS. MK pi3HUMU
IIPOrpaMHUMMU CUCTEMaMU. Y BCTYIIi OGI'PYHTOBAHO aKTyaJIbHICTh TEMU JUCEPTALIIMHOIO AOCiIKEHHS,
cPpOpMyJILOBAHO METY NOCJIIPKEHHS Ta HAYKOBO-TIPUKJIaAHI 3aBIaHHs, HEOOXinHI 1714 il TOCSITHEHHS, TOKa3aHO
3B'SI30K JOCJIiIKEHHs 3 HAyKOBUMHU IIPOrpamMaMu Ta TeMaMu, HaBeleHO HayKOBY HOBU3HY OTPUMAaHUX Pe3yJIbTaTiB,
iX IpaKTU4HY LIiHHICTb Ta 0COOMCTUI BHECOK 3700yBava. [TofgaHo BioMoCTi Ipo anpoballilo pe3yibTaTiB poboTH,
0COOMCTHI BHECOK 37,00yBaya Ta 1oro myb6:ikauii. ¥ nepmomy po3zijli BAKOHaHO aHaJli3 Cy4aCHOTO CTaHy
BUSIBJIEHHS] aHOMaJIill B cUCTeMax Oe3IeKu, PO3TJISIHYTI MepekeBi aHoMallii, iX MOXOIKeHHs Ta TAKCOHOMISL.
BusBieHi mkepesa MoxoKeHHs aHOMaJil B cuctemax 6e3neku. HaBeneHo 3icTaBieHHsS] aHOMAJIH 3 KibepaTakaMu,
sIKi 3iMICHIOIOTBCS] HA KOMIT'IOTEPHI CUCTEMU Ta MEPEXI Ta NPEACTABIEHO IPUYMHHO-HACIIKOBUM 3B'S1I30K MK
aTakaMU 3JI0BMUCHUKIB, MEPEXEBUMHU aHOMAJIISIMU Ta iX HaCJaigKaMu AJ1s 6e3rnekyu Mmepesxki opratizarii. [Io6ymoBano
BiZl0Opa>keHHS BIIJIMBY AaHOMAJIill MepeKeBUX TOCJIYT Ha Lijli 6€3MeKu Ta SIKOCTi 06CayroByBaHHs. Y Ipyromy po3zii
[IPOaHAJIi30BaHO iCHYIOUYi TEOPETUYHI MOZEJIi BUSBJIEHHS aHOMAJIIN: ollepaliiiHa MOJeJb, MOZEJIb CEPENHBOTO
3HQUEHHS Ta CEPEeIHbOKBAAPATUYHOIO BiIXWJIEHHS, 6araToBapialliiHa MOZEeJIb, MOZ,EJIb MAPKOBCHKOTO NPOLECY,
MOJIeJIb YaCOBUX CEPiil. 3alTPOIIOHOBAHO AITOPUTM BUSIBJIEHHS BTOPrHEeHb. [IpoaHasnizoBaHi aTpubyTy 3aX0iB Ta
METOJiB BUSIBJIEHHSI aHOMAJIii, 10 TO3BOJIUJIO BUSHAYWTHU BiAIIOBiHI METOIU BUSBJIEHHS aHOMalii. [IpoBeneHuit
aHaJli3 MeTPUK aHOMaJIill Ha OCHOBI Mip 6JIM3bKOCTI J03BOJIMB OOI PYHTYBaT/ BUOip Mipu 6/1M3bKOCTi MaxasoHobica
SK OCHOBU METPUKU aHOMAJIN. Y TPETbOMY PO3JiJi TpoaHasi30BaHi Pi3Hi METOIM BUABJIEHHS aHOMAJIill Ha OCHOBI
MamuHHOTO HaByaHHS. CHOPMYJIbOBaHI Bif[IOBiIHOCTI BUKOPUCTOBYBAHMUX METOIiB MAIIMHHOTO HAaBYaHHSI LITYYHUX
HEPOHHUX MEPEeX Ta 3a7a4 Kibepbesneku. Po3pobieHa MaTeMaTHyHa MOJIeJb BUSIBJIEHHSI aHOMaJliil Ta BTOPTHEHb
Ha OCHOBi T€HETMYHUX QJITOPUTMIB. Y YETBEPTOMY PO3[iji 3alIPOIIOHOBAHO MifXif, SIKUI [OCIiLOBHO KIacuQikye
Bimomuil Tpa@ik aTak Ha Pi3Hi TUNM aTak Ta MapajeyibHO BilOKpEMIIIOe aHOMAii BiJ 3BU4aitHOro Tpagiky.
[TponeMOoHCTPOBaHO 3aCTOCYBaHHS MOJieJli BUSIBJIEHHS 3JI0BXXUBaHb 1010 Habopy naHux KDD CUP 99.
3anpornoHOBaHO BUKOPUCTAHHS F€HETUYHOTO aJITOPUTMY [J1s1 BUOOPY BiJ[IOBiAHUX 3HAYEHb 1apaMeTpiB,
ontumizatii RF-knacu@ikaTopa Ta niBULIEHHS TOYHOCTI Ky1acu@ikalii HOpMaJIbHOTO Ta aHOMaJILHOTO MEPEKEBOrO
tTpadiky Ta ii peasnizais 3 BUKOpHUCTaHHIM NOOYIOBAHOI IITYYHOI HEHPOHHOI MepeXi 6araTopiBHEBOTO
IepLenTpoHa Ta METOJiB I0OYyAOBU JepeB Kuacudikallii y nakeTi Statistica. ¥ BUCHOBKax JucepTaliiiHoi po6oTu
BYKJIQJIEHO OCHOBHi p€3yJIbTaTU $Ki BUIJIUBAIOTD 3 IPOBEJEHUX NOCIiIKEHb, IPEICTABIEHO Ta OXapPaKTE€PHU30BaHO
NIOKA3HUKHU €(PEKTUBHOCTI [IPM BUKOPUCTAHHi 3alIpONIOHOBAHUX pillleHb. 3a pe3ysbTaTaMu JOCTiIPKEHHSI OTPUMAHO
TaKi HayKoBi pe3ysibTaTu: 1. Briepie o6rpyHTOBaHO BUOip METPUKY MaxasyiaHobica sSIK OCHOBU 1711 BU3HAUEHHS
aHOMaJlil. 2. YIOCKOHAJIEHO CUCTEMY IPUYMHHO-HACIAKOBUX 3B513KiB Mi’K aTaKaMU 3JI0BMUCHMKIB, MEPEXKEBUMU
aHOMaJIisIMU Ta iX HacJlifKaMu 115 6€3MeKy MepesKi opraHizariii. 3. YIocKoHaneHO MaTeEMaTUYHY MOJIETb
BUSIBJIEHHS] aHOMAJIiil Ta BTOPTHEHb HA OCHOBI FT€HETUYHUX aJITOPUTMIB. 4. YIOCKOHANIEHO MifxXif, MOCIiIoBHOI
xiacudikauii Bimomoro Tpadiky aTak Ha pi3Hi TUNM aTak. [IpakTUyHe 3HaYeHHsI pe3yJIbTaTiB: po3po0bieHi Moeri
11o6yJ0OBY BUIIQAKOBOIO JIICY 3 BUKOPUCTAHHSIM F€HETUYHUX aJITOPUTMIB; METOJ M HEMPOKOMITIOTIHTY 103BOJISIOTh
no6yAyBaTy CTPYKTYPHI CXEMU MOJYJIiB BUSIBJIEHHSI aHOMaJlill B CUCTeMax KibepbesneKky; peasizoBaHi CTPyKTypHi

CXEMU MOJIyJIiB Y IPOrpaMHOMY 3a0e3IeyeHHi IIPU MOJIeJII0BaHHI HePOHHOI Mepexi.

2. Bondarenko K.O. Mathematical models and computational methods for detecting anomalies in security systems
- Qualification scientific work on the rights of manuscript. Dissertation for the degree of Doctor of Philosophy in
speciality 125 Cybersecurity and Information Protection, field of knowledge 12 - Information Technology, National
Technical University "Kharkiv Polytechnic Institute", Ministry of Education and Science of Ukraine, Kharkiv, 2024.
The dissertation is devoted to solving the problem of ensuring an adequate level of security of protected objects by
developing and implementing mathematical models and computational methods for detecting anomalies in
security systems. By using the developed models and methods of data mining and neural networks for anomaly



detection, it becomes possible to detect and prevent attacks unknown to the security system, which is a
prerequisite for improving the cybersecurity of any system. The object of research is the processes of detecting
anomalies in information security systems. The subject of the research is mathematical models and computational
methods for detecting anomalies in security systems based on neural network and data mining (classification
trees) methods. The purpose of the dissertation is to develop mathematical models and computational methods for
detecting anomalies in security systems that ensure an increase in the level of security of information protection
systems. The system itself should be easy to use and configure, as well as easily transferable between different
software systems. The introduction substantiates the relevance of the topic of the dissertation research,
formulates the purpose of the research and the scientific and applied tasks necessary to achieve it, shows the
connection of the research with scientific programmes and topics, presents the scientific novelty of the results
obtained, their practical value and the personal contribution of the applicant. Information on the testing of the
results of the work, the personal contribution of the applicant and his publications is provided. The first chapter
analyses the current state of anomaly detection in security systems, discusses network anomalies, their origin and
taxonomy. The sources of anomalies in security systems are identified. A comparison of anomalies with cyber
attacks on computer systems and networks is provided, and the cause-and-effect relationship between intruder
attacks, network anomalies and their consequences for the security of an organisation's network is presented. A
reflection of the impact of network service anomalies on security and quality of service goals is built. The second
section analyses the existing theoretical models of anomaly detection: operational model, mean and standard
deviation model, multivariate model, Markov process model, time series model. An intrusion detection algorithm is
proposed. The attributes of measures and methods of anomaly detection are analysed, which allowed to determine
the appropriate methods of anomaly detection. The analysis of anomaly metrics based on proximity measures
allowed to justify the choice of the Mahalonobis proximity measure as the basis of anomaly metrics. Section 3
analyses various methods of anomaly detection based on machine learning. The correspondence between the used
machine learning methods for artificial neural networks and cybersecurity tasks is formulated. A mathematical
model of anomaly and intrusion detection based on genetic algorithms is developed. In the fourth section, an
approach is proposed that consistently classifies known attack traffic into different types of attacks and
simultaneously separates anomalies from normal traffic. The application of the abuse detection model to the KDD
CUP 99 dataset is demonstrated. It is proposed to use a genetic algorithm to select appropriate parameter values,
optimise the RF classifier and improve the accuracy of classification of normal and anomalous network traffic and
its implementation using the built artificial neural network of a multi-level perceptron and methods of building
classification trees in the Statistica package. The conclusions of the dissertation outline the main results arising
from the research, present and characterise the performance indicators when using the proposed solutions. The
following scientific results were obtained as a result of the study: 1. For the first time, the choice of the
Mahalanobis metric as a basis for determining anomalies is substantiated. 2. The system of cause-and-effect
relationships between intruder attacks, network anomalies and their consequences for the security of an
organisation's network has been improved 3. The mathematical model for detecting anomalies and intrusions
based on genetic algorithms has been improved 4. An improved approach to the sequential classification of known
attack traffic into different types of attacks.
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rOJIOBYIOYOTO Ha 3aCiflaHHi

BignoBigasibHuUI 3a MiATOTOBKY l'aBpumosa Asina AHzpiiBHa

00JIiIKOBHX JOKYMEHTIB



PeecTtpaTop VYKpIHTEI

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

OistJIBHOCTI




