O0Js1ikoBa KapTKa aucepTaii

I. 3arasbHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0821U101730
Oco06J1uBi TO3HAYKH: BinKkpura

JaTa peecrtpamnii: 08-06-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Apcenosud JleoHin AHTOHOBHY

2. Arsenovych Leonid

KBasmigikamis:

InenTudikarop ORCHID ID: He sactocosyerbcs

Bupg, pucepranii: nokrop dinocodii

AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIndp HayKoBOi crIeniaIbHOCTI: 281

Ha3Ba HayKoBOIi creniaIbHOCTI: [Ty6siiyHe ypasliHHs Ta aMiHICTPyBaHHS
T'anyss / ranysi 3HaHb!

OcBiTHBO-HayKOBa IMporpama 3i creniaJbHOCTI: He 3actocoByeTsbcs
JaTa 3axHCTy: 04-06-2021

CnenianbHICTB 32 OCBITOIO: Jlep)XaBHE yIpaBIiHHSA

Micue po6oTH 3400yBaya: HaujoHanbHa akaziemis ep>KaBHOTO yIpasiiHHs npu I1pesnneHTosi Vkpaiu
Kopg 3a €IPIIOY: 23696843

Micue3HaxoaKeHHS: ByJI. Exxena Ilotbe, 6ya. 20, M. Kuis, 03680, YkpaiHa
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAayKu YKpaiHu

Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: He 3aCTOCOBYETHCS



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIIudp cnenianizoBaHoi BY€HOI pagHy (pa30Boi creniaai3oBaHOi BYEHOI pagu). 10 26.810.021

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHa akaziemist Jep>KaBHOTO YIPABIiHHS [PHU
[IpesupeHTOBI YKpainu

Kog, 3a €EJPIIOY: 23696843

Micue3HaxoaKeHHS: ByJI. ExxeHa Ilotbe, 6ya. 20, M. Kuis, 03680, YkpaiHa
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu
InenTugikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

IV. BizomocTi n1po nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHa akaziemist Jep>KaBHOTO YIPABIiHHS PHU
[IpesupeHTOBI YKpaiHu

Kop, 3a €EJPIIOY: 23696843

Micue3HaxoaKeHHS: ByJI. ExxeHa Ilotbe, 6ya. 20, M. Kuis, 03680, YkpaiHa
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictrepcTBo ocBiTH i HayKu YKpainu
InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

IloBHe HaliMeHYBaHHSI IOPHUAUYHOI 0COOH: HaujoHanbHa akaziemist Jep>KaBHOTO YIPABIiHHS [P
[IpesnnenToBi Ykpainn

Kopg 3a €IPIIOY: 23696843

Micue3HaxoO KeHHS: By Exena [Totbe, 6y7. 20, m. Kuig, 03680, Ykpaina
dopma ByracHOCTI:

Cdepa ynpaBitiHHS: MiHicTepcTBo OCBiTH i HayKu YKpaiHu
InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

V. BimomocTi npo gucepraniio
MoBga guceprTariii:

Koau remaTuyHHUX PyOpHK: 82.13.11, 20.56



Tema gucepranii:

1. Mexanismu popMyBaHHS Ta 3a6e3Me4eHHs (PYHKIIOHYBaHHSI CUCTEMU MiJrOTOBKU (axiBLiB y cdepi Kibepoesnexu
OpraHiB Jep>KaBHOI Byaau YKpaiHu.

2. Procedures for Initiation and Support of Operation of the System Dedicated to Training of Specialists in the Area
of Cybersecurity of Ukraine’s Government Authorities.

Pedepar:

1. ¥ nuceprauiiiziii po60Ti TEOPETUYHO OOIPYHTOBAHI MeXaHi3Mu GOpMyBaHHS Ta 3a6e3rnedeHHs] QyHKIiOHyBaHHS
CHCTEeMHU MiAroToBKU (axiBlLiB y cepi Kibepdesnexku oprasis Aep>KaBHOI BjaaAu YKpaiHy Ta HaflaHi MpakTUYHi
pexkoMeHpalii mozo ix yzockoHaneHHs y cdepi my61iYHOro ypaBiliHHS Ta aiMiHICTPYBaHHS B YMOBAX PO3BUTKY
11(ppOBOro CycHinbeTBa YKpaiHu. PO3KPUTO CyTHICTb Kibep6e3neKku K HalpsiMy BUPOOJIEHHS AeP>KaBHOI MOJIITUKY
11 poBOro po3BUTKY. BuU3Hau€HO MOHSTIIHO-KaTeropiajbHMil anapar ranysi 3Hanb «[1ybsiuHe yrpaBiiiHHS Ta
agMiHiCTpyBaHHS» y cdepi NigrotoBky (axiBLiB 3 MPOBaIKEeHHs KibepOesneKy opraHiB Jep>kaBHOi Bjagy YKpaiHu.
[TpoaHasnizoBaHO BiITYM3HSIHE HOPMATHUBHO-TIPABOBE 3a6€3MeYeHHs Ta y3arajJbHeHO 3apyOiKHUI LOCBIiL 0A0
nigrorosku QaxisLiB y cdepi kibepbesnexu. Y3araapbHEHO MPOBiAHI CBITOBI IPAaKTHUKY 1010 HOPMaTUBHO-
IIpPaBOBOrO 3abe3ne4YeHHs MiAroToBku ¢axiLiB IT-nigpo3ninis pisHUX KpaiH CBiTy, a TaKOXX CPOPMYIbOBAHO
PEKOMEH ALl OpraHaM JIep>kaBHOI BIay MO0 [10AAJIbIIOI iMIIJIEMEHTALlil OKPEMUX MIKHAPOJHUX aKTiB Ta
nosnoxxeHb €C Ta CIIA y HaljioHanbHE 3aKOHOAABCTBO YKpaiHu. Yiiepuie po3pobsieHo Mozesib npodeciiiHoro
PO3BUTKY ¢axiBlig i3 Kibepbesneky y myosiiuHOMY yIipaBiliHHi (Ha npukiani JepskaBHOI ci1y>kOU CliellialbHOro
3B'SI3Ky Ta 3axUCTy iHpopmaliii Ykpainu). 3aliponoHOBaHO cxeMy (PYHKI[iOHYBaHHS BipTyaJlbHO-HaBYaJIbHO]
JabopaTopii 4718 MO en0BaHHS IPOLIECIB TPOBAIKEHHS Kibepoesneku. YA0CKOHaNIEHO KagpOBUil MEXaHi3M
IIOCUJIEHHSI peCyPCHOI clipoMo>kHOCTI HanioHanpHOI cuctemu Kibep6esneky YKpaiHu yepe3 po3pobsieHHS IIPOEKTY
npodeciiiHoro ctannapty «Paxiselp i3 Kibepoeaneku». Y po6oTi HabyB MOAAbLUIOrO PO3BUTKY [TOHATIHO-
KaTeropiajbHM anapar nyoJivHOro ynpasiiHHs y cdepax Kibepbesneku Ta KibepocBiTH (B YaCTHHI BBEI,EHHS B
HAYKOBMI1 00Ir aBTOPChKUX Ie]iHiliil: «Iep;KaBHa NOJiTHKA y cdepi KibepbesneKkn», «CUCTeMa MiiTOTOBKY KaJIpiB y
cdepi kibepbesnexku», «kibepocsiTay, «daxiselp i3 Kibepdesneku» Ta «IuPpoBi iHcTpyMeHTU cepu
Kibepbes3neku») Ta cucTema MiJroToBKY KagpiB y cepi Kibepoesneku opraHis Aep>kaBHOI B1aay YKpaiHU B yMOBax
PO3BUTKY LIUPPOBOTO CyCIiIbCTBA YKPAIHU MIJISIXOM 3alIPOBAI’KEHHS: TPOeKTy KOMIJIEKCHOI Mporpamu HaBYaHHS
3arasibHuM i npodeciiinum @ poBuM KoMmneTeHLisaM, IT-TexHoorisamM Ta 3HaHHIM y cdepi Kibepbesneku, Ta
OCBITHBOI KapT po3BUTKY ¢daxiBlLs y cdepi Kibepoesnexu. Kiouosi cyioBa: Kibepbesneka, KibepocsiTa,
uu@poBsisalis, gep>kaBHa MoJTUKa NU(POBOTro pO3BUTKY, LUPPOBi TpaHCpopMallii, TpodeciiiHni PO3BUTOK,
npodeciiiHuil cTaHOapT, My6JliuHe YIPaBJliHHS, CUCTEMA MiArOTOBKU KaJpiB, axiBelp i3 Kibepoesneku, uudposa
KOMIIeTeHTHICTb, 1udpoBi iHCTpymeHTH, undpoBi TexHoJiorii, HalioHanpHa cuctema Kibepoesneku YKpainu.

2. In the thesis, theoretical justification has been given to the procedures for initiation and support of the
operation of the system dedicated to the training of specialists in the area of cybersecurity of Ukraine’s
government authorities and practical recommendations have been given with respect to their improvement in the
area of public governance and administration in the context of the development of Ukraine’s digital society. The
essence of cybersecurity as directly the procurement of the state policy of digital development has been disclosed.
The concept-and-category framework of the “Public Governance and Administration” area of expertise has been
defined in the sphere of training specialists in cybersecurity of Ukraine’s government authorities. The domestic
regulatory support has been analyzed and the international experience of cybersecurity specialist training
summarized. The leading international practice has been summarized in the area of regulatory support for training
IT specialists in various countries worldwide, and recommendations have been prepared for the government
authorities with respect to further integration of selected EU and USA’s international provisions in the domestic
law of Ukraine. A model of professional development of specialists in the area of cybersecurity in public
governance has first been prepared (as illustrated by the State Service for Special Communication and Information
Protection of Ukraine). A pattern of functioning of a virtual training laboratory has been proposed to model



cybersecurity processes. Enhancements have been introduced to a career-oriented pattern of reinforcing the
resource potential of the National Cybersecurity System of Ukraine through making a draft professional standard
“Cybersecurity Specialist”. In the thesis, a concept-and-category framework of public governance in the areas of
cybersecurity and cyber education has been exposed to further development (in the context of the introduction of
the following author’s definitions into the scientific discourse: “national policy in the area of cybersecurity”,

SR ” W

“system of cybersecurity personnel training”, “cyber education”, “cybersecurity specialist” and “digital
cybersecurity tools”) and personnel training system in the area of cybersecurity of Ukraine’s government
authorities in the context of the development of Ukraine’s digital society by way of implementing the following: a
draft comprehensive program of training common and professional digital competency, IT technology and
cybersecurity knowledge, an educational map of cybersecurity specialist development. Keywords: cybersecurity,
cybereducation, digitalization, the state policy of digital development, digital transformations, professional
development, professional standard, public governance, personnel training system, cybersecurity specialist, digital
competency, digital tools, digital technology, National Cybersecurity System of Ukraine.

Jep>kaBHHHM peecTpauiliHuii Homep [IiP:

IIpiopuTeTHHI HaNIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHui# NpiopHTETHUI HAIIPSIM iHHOBaLiHHOI AiSJILHOCTI:
IlizcyMKu BOCIiAKEHHS:

ITy6osrikamii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILisi:
ConuiasibHO-€KOHOMIYHA CIIPSIMOBaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaakeHHs pe3yJIbTaTiB AHCepTalii:

3B'SI30K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA /KEPiBHHUKIB (KOHCYJIbTAaHTA)

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Kapnienko Osiekcanap BaseHTUHOBUY

2. Karpenko Oleksandr Valentynovych

KBasigikamis: 25.00.02

InenTudikarop ORCHID ID: He 3actocoyerbcs
JonaTkoBa iHdopmaris:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg, 3a €IPITIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs



CeKTop HayKH: He 3aCTOCOBYETHCS

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Bopona Iletpo BacuiboBuy

2. Vorona Petro V.

KBasigikamis: 25.00.04

InenTudikarop ORCHID ID: He sactocosyerbcs
JoparkoBa iHdpopmamist:

IloBHe HaliMEeHYBaHHS IOPUAHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3HaxoAKeHHS:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. KsiTka Cepriit AHapifioBUY

2. Kvitka Serhiyi Andriyovych

KBasigikamis: 25.00.01

InenTudikarop ORCHID ID: He sactocoyerbcs
JoparkoBa indpopmamuist:

IloBHEe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KEeHHSI:

dopma BiracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

PeuenseHTn

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. 3anopoxeup TetsiHa BonogumupiBHa



2. Zaporozhets Tetiana

KBasigikamis: 25.00.02

ImenTudikarop ORCHID ID: He zactocosyetbcs
JoparkoBa iHdopmamist:

TloBHe HaliMeHYBaHHS IOPHIHUYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BiracHocTi:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

Baacue IlpizBumie Im's Ilo-6aTbKOBI:
1. €BcrokoBa Okcana BosogumupiBHa

2. Yevsiukova Oksana V

KBasigikamis: 25.00.02

InenTudikarop ORCHID ID: He 3actocoyerscs
JoparkoBa indpopmamnist:

IloBHe HallMeHYBaHHS IOPHIHNYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BaacHoOCTI:

Cdepa ynpasitiHHS:

InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

VIII. 3ak1104Hi BiZOMOCTI

BaacHhe IlpizBuie Im's ITo-6aTbKOBI

TOJIOBH pajgu

BiiacHe IIpizBuie Im'sa I1o-6aTbKOBI

TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasibHUI 3a HiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTtop

['aeBcpka Jlapuca AHaTosiiBHa

['aeBcpka Jlapuca AHaTosiiBHa



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZAIBHUM 3a peecTpallilo HayKoBoi IOpuenko T.A.

IisiIbHOCTI




