O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0821U101730
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 08-06-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Apcenosud JleoHin AHTOHOBHY

2. Arsenovych Leonid

KBasmigikamis:

InenTudikarop ORCHID ID: He sactocoyerbcs

Bupg, pucepranii: nokrop dinocodii

AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 281

Ha3zBa HayKoBOIi creniaIbHOCTI: [Ty6siiyHe yrpasliHHs Ta aAMiHICTPyBaHHS
T'anyss / ranysi 3HaHb!

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs
JaTa 3axHCTy: 04-06-2021

CnenianbHICTB 32 OCBITOIO: Jlep>XaBHE yIpaBliHHSA

Micue po6oTH 3400yBaya: HaujoHnanbHa akaziemis ep>KaBHOTO yIpasiiHHs npu I1pesnneHTosi Vkpaiu
Kopg 3a €IPIIOY: 23696843

Micue3HaxoaKeHHS: ByJI. Exxena Ilotbe, 6ya. 20, m. Kuis, 03680, YkpaiHa
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIIudp cnenianizoBaHoi BY€HOI pagHy (pa30Boi creniaai3oBaHOi BYEHOI pagu). 10 26.810.021

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHa akaziemist Jep>KaBHOTO YIPABIiHHS [PHU
[IpesupeHTOBI YKpainu

Kog, 3a €JIPTIOY: 23696843

Micue3HaxoaKeHHS: ByJI. ExxeHa Ilotbe, 6ya. 20, M. Kuis, 03680, YkpaiHa
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMeHYBaHHSI IOPHUAUYHOI 0COOHM: HaujoHanbHa akaziemist [ep>KaBHOTO YIPABIiHHS PHU

[IpesupeHTOBI YKpainu

Kopg 3a €IPIIOY: 23696843

Micue3HaxoaKeHHS: ByJ1. ExeHa IloTse, 6ya. 20, M. Kuis, 03680, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

IloBHe HaiMEeHYBaHHSI IOPHUAUYHOI 0COOM: HaujoHanbHa akazieMist JeP>KaBHOTO YIPABIiHHS U

[Ipe3upeHTOBI YKpainu

Kopg 3a €IPIIOY: 23696843

Micue3HaxoaKeHHS: ByJ1. ExeHa IloTbe, 6ya. 20, M. Kuis, 03680, Ykpaina
dopma By1acHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepramniio
Moga guceprariii:

Kozau temaTHYHUX PYOPHK: 82.13.11, 20.56
Tema gucepranii:

1. Mexanismu popMyBaHHS Ta 3a6e3Me4eHHs (PYHKIIOHYBAaHHSI CUCTEMU MiArOTOBKU (axiBLiB y cdepi Kibepoesnexu

OpraHiB Jep>kKaBHOI By1aiu YKpaiHU.



2. Procedures for Initiation and Support of Operation of the System Dedicated to Training of Specialists in the Area
of Cybersecurity of Ukraine’s Government Authorities.

Pedepar:

1. Y nuceprauiiiHiii po60Ti TEOPETUYHO OOI'PYHTOBAHI M€XaHi3Mu (OPMYBaHHS Ta 3a6€3Me4eHHs (PYHKLIOHYBAaHHS
CHUCTEMH MiAroToBKU (axiBLiB y cepi Kibepoesnekn opraHis fep>KaBHOI BiIaay YKpaiHy Ta HaJjaHi MpaKTUYHi
pexkoMeHpanii mozo ix yaockoHaneHHs y cdepi my61iYHOro yrpapiliHHS Ta aiMiHiCTPyBaHHS B yMOBaX PO3BUTKY
1M(PPOBOro CycHisbCcTBa YKpaiHu. PO3KpUTO CyTHICTb KibepOe3neKu K HalpsIMy BUPOOJIEHHS Jep>KaBHOI MO TUKU
11(ppPOBOTrO PO3BUTKY. BU3HAU€HO MOHSTIIIHO-KAaTeropiaJbHUI anapar raaysi 3HaHb «[1y6siuHe ynpaBiliHHS Ta
agMiHicTpyBaHHSI» y cdepi ninrotoBky $axiBlLiB 3 MPOBaIKeHHs KibepOesreKky opraHiB nepkaBHoi Bjlagy YKpaiHu.
[TpoaHasnizoBaHO BiTYM3HSIHE HOPMATUMBHO-TIPABOBE 3a0€3I1eYeHHs Ta y3arajabHEHO 3apyOiKHUI LOCBI] 10A0
niAroToBkU QaxisLiB y cdepi Kibepoesneku. Y3araabHEHO NPOBiAHI CBITOBI IPAKTUKY 100 HOPMAaTUBHO-
IIPABOBOTO 3a6e3MeYeHHs MiAroToBky (axisuis IT-nigpo3ainiB pisHUX KpaiH CBiTy, a TAKOX C(POPMYIILOBAHO
pEKOMeHallii opraHam Jep>kaBHOI B3y MO0 [10aJIbIIOI iMIIJIEeMeHTallii OKpeMUX MI>KHApPOJHUX aKTiB Ta
nosnioxkeHb €C Ta CIIA y HaljioHalbHE 3aKOHOAABCTBO YKpaiHU. YIieplie po3po6yeHo MOZeb NPodeciiiHoro
PO3BUTKY (axiBl i3 KibepOesneKu y 1y61iYHOMY yIIPaBiliHHI (Ha pukiaji JepkaBHOI C1yKOU CeLiaJbHOTO
3B'SI3Ky Ta 3axUCTy iHpopmalii Ykpainu). 3arponoHoBaHO cxeMy QyHKIiOHYBaHHS BipTyaJlbHO-HaBYaJIbHO]
JabopaTopii 1718 MoJeMI0BaHHS POLIECiB TPOBAKEeHHS Kibepoesneku. YA0CKOHaNIeHO KaJpoBUil MeXaHi3M
IIOCUJIEHHS PECYPCHOI CIIPOMOXKHOCTI HallioHasIbHOI cucTeMu Kibep6esneku YKpaiHu yepe3 po3pOo0JIeHHS TPOEKTY
npodeciiiHoro ctannapty «Paxisenp i3 kibepoeaneku». Y po6oTti HabyB [1OAANBLUIOrO PO3BUTKY [TOHSATIHHO-
KaTeropiasibHMi1 arapar nyoJiyHOro ynpasiiHHs y cdepax Kibepbesneky Ta KibepocsiTH (B YaCTHHI BBe[,eHHS B
HAyKOBUI 06ir aBTOPChKUX AePiHilliil: «IepKaBHA MOJIITUKA Y cpepi Kibepbe3neKku», «CUCTeMa MiIrOTOBKU KaJpiB y
cdepi kibepbesnekn», «KibepocsiTay, «PaxiBelp i3 Kibepoesnekn» Ta «udpPoBi iHCTpymeHTU chepu
Kibepbe3neku») Ta cucTema MifroToBKY KanpiB y cdepi Kibepdesneku opraHiB Aep>KaBHOI B1aay YKpaiHu B yMOBax
PO3BUTKY LIM(PPOBOTrO CyCHiNbCTBA YKpaiHU IIJISIXOM 3alIPOBaJKEHHS: NPOeKTy KoMIsIeKCHOi mporpamu HaBYaHHS
3arajibHUM i npogeciiHuM nM@POBUM KOMIETEHLisIM, IT-TexHOIorisM Ta 3HaHHAIM y cdepi Kibepbesneku, Ta
OCBITHBOI KapTU PO3BUTKY (axiBLs y cdepi Kibepbesnexu. Kiodosi cioBa: kibepbesreka, KibepocsiTa,
uudposisaliis, gep>kaBHa MoJiTUKa LUPPOBOTro po3BUTKY, LUPPOBi TpaHcdopmalii, mpodeciiinnil po3BUTOK,
npodeciiiHuil cTaHAapT, Ny6JIiuHe yIIpaBiliHHS, CUCTEMA MiATOTOBKU Ka/piB, (paxiBelp i3 Kibepbesnexku, uudpposa

KOMIIETEHTHICTb, UN(POBi iHcTpyMeHTH, UUPPOBi TexHoJIOTii, HallioHanbHa cucrema Kibepoesneku YKpaiHu.

2. In the thesis, theoretical justification has been given to the procedures for initiation and support of the
operation of the system dedicated to the training of specialists in the area of cybersecurity of Ukraine’s
government authorities and practical recommendations have been given with respect to their improvement in the
area of public governance and administration in the context of the development of Ukraine’s digital society. The
essence of cybersecurity as directly the procurement of the state policy of digital development has been disclosed.
The concept-and-category framework of the “Public Governance and Administration” area of expertise has been
defined in the sphere of training specialists in cybersecurity of Ukraine’s government authorities. The domestic
regulatory support has been analyzed and the international experience of cybersecurity specialist training
summarized. The leading international practice has been summarized in the area of regulatory support for training
IT specialists in various countries worldwide, and recommendations have been prepared for the government
authorities with respect to further integration of selected EU and USA’s international provisions in the domestic
law of Ukraine. A model of professional development of specialists in the area of cybersecurity in public
governance has first been prepared (as illustrated by the State Service for Special Communication and Information
Protection of Ukraine). A pattern of functioning of a virtual training laboratory has been proposed to model
cybersecurity processes. Enhancements have been introduced to a career-oriented pattern of reinforcing the
resource potential of the National Cybersecurity System of Ukraine through making a draft professional standard
“Cybersecurity Specialist”. In the thesis, a concept-and-category framework of public governance in the areas of
cybersecurity and cyber education has been exposed to further development (in the context of the introduction of



the following author’s definitions into the scientific discourse: “national policy in the area of cybersecurity”,

SN ” W

“system of cybersecurity personnel training”, “cyber education”, “cybersecurity specialist” and “digital
cybersecurity tools”) and personnel training system in the area of cybersecurity of Ukraine’s government
authorities in the context of the development of Ukraine’s digital society by way of implementing the following: a
draft comprehensive program of training common and professional digital competency, IT technology and
cybersecurity knowledge, an educational map of cybersecurity specialist development. Keywords: cybersecurity,
cybereducation, digitalization, the state policy of digital development, digital transformations, professional
development, professional standard, public governance, personnel training system, cybersecurity specialist, digital
competency, digital tools, digital technology, National Cybersecurity System of Ukraine.

Jep>kaBHH peecTpaniiinuii Homep JiP:

IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHui NpiopUTETHUI HAIIPSIM iHHOBaLilHOI AiSJILHOCTI:
ITiZCcyMKH JOCTiI>KEeHHS:

Iyosikarrii:

HayKkoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
Conia;ibHO-€KOHOMIYHA CIIPSIMOBaHiCTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaakeHHS pe3yJIbTaTiB AHCepTalii:

3B'SI30K 3 HAYKOBHMH T€EMaMH:

VI. BizomocCTi Ipo HayKOBOr0 K€PiBHHKA /KEPiBHHUKIB (KOHCYJIbTAaHTA)

BaacHe IlpizBume Im's I10o-6aTbKOBI:
1. Kapnienko Osiekcanap BaseHTUHOBUY

2. Karpenko Oleksandr Valentynovych
KBasigikamis: 25.00.02

InenTudirkarop ORCHID ID: He 3actocoyerbcs
JoparkoBa indpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHS:

dopma By1acHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BinomocTi npo odiniliHuX OIIOHEHTIB Ta PELI€H3E€HTIiB



OdiuiiiHi OTIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Bopona Iletpo BacniboBuy

2. Vorona Petro V.

KBasigikanis: 25.00.04

InenTudikarop ORCHID ID: He sactocosyerbcs
JoparkoBa indpopmamuist:

IloBHEe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KEeHHSI:

dopma BiracHoCTI:

Cdepa ynpasiriHHSL:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBuuie Im's Ilo-6aTbKOBI:

1. KsiTka Ceprii1 AngpiioBuy

2. Kvitka Serhiyi Andriyovych

KBasigikamis: 25.00.01

Imentudikarop ORCHID ID: He zacrocosyerscs
JoparkoBa iHdpopmamist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHoOCTI:

Cdepa ynpasiriHHS:

InenTudgikarop ROR: He zacrocosyerscs

PeuenseHTn

BiacHe IIpizBuie Im'sa ITo-6aTbKOBI:
1. 3anopoxenp TersiHa BosmogyumupisHa

2. Zaporozhets Tetiana

KBasigikamis: 25.00.02

InenTudirkarop ORCHID ID: He 3actocoyerscs
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Kopg 3a €IPIIOY:
Micue3HaxoaKeHHS:
dopma BaacHOCTI:
Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs

BaacHe IlpizBume Im'st [10-6aThKOBI:
1. €BcrokoBa OkcaHa BosogumupiBHa

2. Yevsiukova Oksana V

KBasigikamis: 25.00.02

InenTudikarop ORCHID ID: He sactocoByerbcs

JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
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dopma Bi1acHoCTI:
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Inentudikarop ROR: He zacrocosyerscs

VIII. 3aKkJII04Hi BiZoMOCTi
BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH paju

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3aCifilaHHi
BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JJOKYMEHTIB

PeecTpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peECTpallil0o HAyKOBOIi

OisSIIBHOCTI

l'aeBcpka Jlapuca AHaTostiiBHa

['aeBcpka Jlapuca AHaTosiiBHa

Opuenko T.A.



