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V. BizomocTi npo gucepraniio
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Tema gucepranii:
1. MeTonu aHasni3y i CUHTE3y I€PCIEKTUBHUX CUMETPUYHUX KPUIITOrpadiyHUX IIEPETBOPEHD

2. Methods for analysis and synthesis of perspective symmetric cryptographic transformations

Pedepar:

1. Incepraniiina po60Ta IpUCBIY€HA BUPIMIEHHIO aKTyaJIbHOI HAYKOBO-TEXHIUHOI ITPO6IeMU CUHTE3y CUMETPUYHUX
Kpunrorpa@iyHux epeTBOPEeHb, SIKi 3a0€31e4yI0Th BUCOKUI piBEHb CTIMKOCTI Ta WBUAKOAII. /17151 OCHOBHUX THUIIIB
KPUIITOAHAJITUYHUX aTaK Ha OCHOBI Tabu1li epefo6uYnCIeHb BIEPIIE 3alIpOIIOHOBAHO METOAM OLiHKY CKJIaAHOCTI
BMKOHAHHS €Tally No0yA0BU Tabyinlb B YMOBAX, KOJIM MIOTY>KHICTh MHOKMHY BPaxOBaHUX YHIKAJIbHUX €JIEMEHTIB
6J113bKa 10 TIOTY>KHOCTI MHOKVHY 3HaUY€Hb HEBiIOMOro CTaHy KpuntorpadiyHoro nepeTsopeHHs. Bnepiue
3aIPOIIOHOBAHUI METOJ], [IOPiBHSHHS BUCOKOPiBHEBUX KOHCTPYKLiN CUMETPUYHHUX 6JIOKOBUX MINUQPIB [03BOJISIE
BM3HAYMTU HalKpally KOHCTPYKLiIO HA OCHOBI CIIiBBiHOIIEHHS CTI¥KOCTI [0 KiJIbKOCTI payH/iB [1€PETBOPEHHS.
Briepiue 3anrporioHOBaHMM METO], CUHTE3Y 6JI0KOBUX MKU(PIB HA OCHOBI TAEMHUX HECIOP'€KTUBHUX S-6JI0KiB
II03BOJIsI€ OE€3KJII0YOBE YNTAHHS KPUIITOTPaM JJ1s1 CTOPOHH, sIKa aBTOPU30BaHa, i 3abe3nedye CTifKiCTb 070
PO3KPUTTS [J151 iHIIMX CTOPiH. 3allPONIOHOBAHUI METOJ, CUHTE3y CXEM reHepallii HIMKJIOBUX KJIIOYiB 6JI0KOBUX
aJIrOpUTMIB 3a6e3reuye HeGieKTUBHY BifTIOBIIHICTh MHOKMH LMKJIOBUX KJIIOYiB i Kimo4iB mudpyBaHHS, 3aXUCT Bif

aTak Ha 3B'SI3aHUX KJII0Yax Ta MiABUIIEHHS CTIMKOCTI O aTak Ha peaJizaiiiio, 36epirarouu CTilKiCTh 10 MepebopHIX



aTak. 3anponoHOBaHi METOAU O3BOJIMIIN PO3poouTH 6s10K0BUH mudp "Kanuna" ta rem-¢pyHkuito "Kynuna', ski
MaloTb BUCOKUM Ta HAJBUCOKUIA piBeHb KpUIITOrpadivHoi CTIIKOCTI Ta MBUIKOIIO, 110 NepeBUILye iHO3eMHi
aHaJIory Ha cy4yacHuX 64-6iToBUX NIpOrpaMHUX IlaTopmax, i BUKOPUCTaH] Mifl yac po3poOKM NPOEKTiB
crieyydikalliil HalioHaIbHUX CTaHAAPTIB YKpaiHu.

2. The thesis is dedicated to solving of the important scientific problem of symmetric cryptographic
transformations synthesis providing high level strength and performance. For main types of cryptanalytic attacks
based on precomputed tables methods of table computation stage complexity estimation in conditions where the
set cardinality of accounted unique elements is near to unknown state values set cardinality of cryptographic
transformation are proposed for the first time. Comparison method of block cipher high level constructions allows
selection of the best construction based on strength to number of encryption rounds ratio is proposed for the first
time. Method of block ciphers synthesis based on secret non-surjective S-boxes allows keyless decryption for
authorized party and provides security to encrypted message compromising to any other unauthorized party is
proposed for the first time. Proposed synthesis method of block cipher key schedule provides non-bijective
correspondence of round key and encryption key sets, protection from related keys attacks and improving
strength to side-channel attacks, keeping security against brute force attacks. Proposed methods allow
development of block cipher "Kalyna" and hash function "Kupyna" providing high level of cryptographic strength
and performance exceeding international standards on 64-bit software implementations. These cryptographic
transformations were used during Ukrainian national cryptographic standards project development.
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