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2. Models and Methods of Ensuring Imitation Resistance and Confidentiality in Information Processing Systems

Pedepar:

1. O6’eKT mocmimKeHHs - IPOLEeCH CTBOPEHHS Ta BUKOPUCTAHHS HOBUX MOJIeJieil Ta METO/iB 3a6e3Me4eHHS
imiTocTiiikocTi Ta koudigeHuifiHocTi K3I B COL [IpegmeT gocaimKeHHs - MOJIeJli Ta MeTOY /J1s1 3a0e3eYeHHs
imiTocTiiikoCTi Ta KOHineHuifiHOCTI faHux B COI B yMOBax 3pOCTaHHsI IIOTYXHOCTI KibepaTak Ta IMOBIPHOCTI
LIi7IbOBOTO YpaKeHHsI cucTeM. [Ipy BupillleHHi IOCTaBIeHUX 33]1a4 B AMCePTaLiliHill po6OTi 6yJ10 BUKOPUCTAHO
METOIU TEOPil UMOBIPHOCTEN Ta MATEMATUYHOI CTATUCTUKYU, MATEMATUYHOTO MOZEJIIOBAHHS, CUHTE3Y Ta aHaJi3y
KpurnrocucteM. HoBumu pesysibratamy, OTPUMaHUMU B IMCEPTalliiiHiil poOoTi €: Bliepiie po3pobyeHUi MeTO
BUSBJIEHHS aTaK Ha IpOrpamHi peasisatiii 3aco6iB kpunrorpadiynoro 3axucty iHpopmarii B COI; Bnepiue

po3pobiieHa Mmogenb GyHKIIOHYBaHHS (KpunTocxema) mudparopa BA3 (Momy10 KpUNTOrpadiuHOro 3aXucTy



indopmauii) B COI; Bepiie po3po6yieHUI MeTO, reHepallii MOTOKy MiCTaHOBOK n@py 6aratoandasiTHOI 3aMiHU
17151 3a6esnedenHs B COI koHineHLiiHOCTI Ta LinicHOCTI iHdopMallii; yIOCKOHAJIEHUI METO], OLiHKU
eeKTUBHOCTI 3aCTOCYBaHHS KPUIITOCUCTEM, Ha 6a3i BpaXyBaHHSI CIIiBBiJHOIIEHHS CEPEJHbOTO 3HAaUEHHS
MaKCHMMaJIbHUX BTpaT BjacHuka COl y BUNaJKy yCHiMHKUX KibepaTak Ha CUCTEMY 3aXUCTy O MiHIMasbHOI BAPTOCTI
peanisanii Takux atak. Pe3ysbraT po60TH BIPOBAIKEHI B IHCTUTYTI MPO6IeM MaTEMAaTUYHUX MaIIWH i cuctem HAH
Ykpainu nig yac BukoHaHHs H/IP «basuc-Hayka», B HajioHanbHOMY LeHTpi yIIpaBiliHHS Ta BUIIPOOYBaHb
KOCMiYHUX 3ac00iB mif yac BukoHaHHS HIIP «Po3po6ka HayKoBO-TeXHIYHMX ITPONO3ULil 3 Oprasisauii Bignasenoro
YIIPaBJIiHHA CTaHLiIMU ONTUKO-€JIEKTPOHHUX CIIOCTEPEXEHDb TUIY 1 Ta TUIy 2», B KNiBCbKOMY yHiBEpCUTETI iMeHi
Bopuca I'piHueHKa B paMKax HaBYaJIbHUX JUCLUILIIH «MeTonu nobyL0BY Ta aHali3y KpUIITOCUCTEMY,
«MaremaTuyHi MeToau Kpunrorpadii» Ta BIpoBaiKeHi B IpOrpaMHO-anapaTrHe 3abe3nedeHHs «LleHTpy TexHoJIorii
3axucTy iHpopMaLifHNX aKTUBIB» IIPY PO3ropTaHHi JlabopaTopii KpUNTorpadivHOro Ta TEXHIYHOIO 3aXUCTY
inpopmauii. Chepa BUKOPUCTAHHS — CUCTEMHU 00pOOKU iHpOopMallii.

2. The dissertation is devoted to the decision of the actual scientific problem in development of theoretical and
applied bases of construction and maintenance by methods of cryptographic processing of the information of
imitation stability and confidentiality of the data in SOI taking into account set of cyberthreats and potential
consequences of their realization. The paper proposes models and methods that form the basis for a new model of
operation (cryptoscheme) of a multi-alphabetic substitution encoder (module of cryptographic protection of
information) in data processing systems. In the time scale close to the real one, simulation experiments were
carried out to study this cryptoschema. The obtained results showed its effectiveness in ensuring the imitation
stability and confidentiality of information circulating in the SOI, as well as in providing under the influence of
cyberattacks the actual functional security and survivability of the system itself. The use of a new model of multi-
alphabetic replacement encoder allowed: determine the boundaries for the relative effectiveness of the
information security system in SOI in cyber attacks; reduce the likelihood of forgery of the management team to
an acceptable value for practical use, estimated at 10-6; reduce attack detection time by approximately 20%;
reduce the cost of the system for detecting attacks on software implementations of CCI by about 25%; to ensure
the possibility of automatic transition of the UAV to the mode of autonomous execution of tasks in case of
detection of threats to the security of the protection system of its radio control channel and data transmission.
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