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Pedepar:

1. Incepraiis IpucBgI4YeHa pO3BSI3aHHIO aKTyaJlbHOTO HAyKOBO-TE€XHIYHOTO 3aBIAHHS PO3POOJIEHHS METO/IB Ta
3aco0iB iHTeJsiekTyasni3auii iHpopmaliiiHO-BUMipIOBaJIbHUX CUCTEM 3 MYJIbTUCEHCOPHOIO KOHQIrypallieio
OO6rpyHTOBaHO aKTyaJIbHICTh TEMU JUCEPTALiTHOTO JOCTIIXEHHS, COOPMYJILOBAHO METY AOCJIIPKEHHS Ta
HAyKOBO-TEeXHIiYHi 3aBIAHHS, HEOOXinHi A4 ii ToCArHeHHs], T0Ka3aHOo 3B'I30K JOCiI)KeHHS 3 HAYKOBUMU
IporpamaMu Ta TeMaMy, HaB€IEHO HayKOBY HOBU3HY OTPUMAHUX PE3YJIbTATIB, iX IPAKTUYHY L[iHHICTb Ta
0cobKMCTHI BHECOK 31,00yBaya, HaZlaHo iHdopMalilo Ipo anpobaliiio pe3ysbpTaTiB poboTu. [IpencrasieHo aHasi3

JIiTepaTypHUX JKepeJI 00 CyYaCHUX MigX0iB i3 3aCTOCYBaHHS METO/IIB Ta 3aCO0iB iHTeIeKTyani3allii



iH(popMaLiIHO-BUMIPIOBAJIBHAX CUCTEM 3 MYJIbTUCEHCOPHOIO KOH(Irypalieo, a came ix CTpyKTypH, apXiTEeKTYpPHHUX
pilieHb Ta CEpBEPHOTr0 NPOrpaMHOro 3abe3nedeHHs. TakoX PO3IiIsaeTbCsl ApXiTeKTYPU MyJIbTUCEHCOPHOTO 3IUTTS
JAHUX € OJHUM i3 KJIIOYOBUX 3aBIaHb [IPY IIPOEKTYBAHHI MYJIbTUCEHCOPHOI CUCTEMU. AHAJII3 II0Ka3aB, 110 M0sBa
CHCTEM 3 BEJIMKOIO KiJIbKICTIO JATYUKiB, HAIPUKJaM [HTEPHET peueil, MO>Ke BBECTU HOBUHKY B LII0 JOOPE BUBUEHY
TeMy. Y po3fiii po3risgaemMo Tpu acnekTu apxitekrypu MSDF: knacudikaiiio, onTumanbHMil BUGIP Ta
CTaHJapTU30BaHy [Ipe3eHTallilo. 3alIpOIIOHOBAaHO 3aco6u 00poOKM iHPopMallii B HOCiIKyBaHUX CUCTEMAX,
Pe3yJIbTaT BUKOHAHHS SIKUX € OLiHIOBAHHSIM CTaHy JOCJiKeHb. TakoX IpUBeJeHa po3yMHa apXiTeKTypa
MOHITOPUHTY Qi3NYHUX 06'€KTIB, 0COOIMBOCTI CTATUCTUYHOI 06POOKM pe3yJbTaTiB BUMIPIOBAHHS, METOIU
nepeBipKky cUrHaiiB B iHpopMalifiHO-BUMIPIOBAJIbHUX CUCTeMaX. PO3IJISIHYTO OCHOBHI CIIiBBiIHOIIEHHS 1715
3rJIaJKyBaHHA ricrorpaM 1o Ilipcony. IlpencraBieHo pe3yabTaTi JOCTIIKEHHS IO0 BLOCKOHAJIIEHHS METOLY
IVHAMiYHOTO IOIIYK MOMUJIOK B iHQOpMaLiliHO-BUMipIOBAJIbHIN CUCTEMI, BLOCKOHAJIEHHSI METOLY OUYMILIEHHS
MepeKeBUX IAHUX B 6€3IPOTOBOMY JATYMKY, HA 6a3i TEXHOJIOTI TyYHOTO iHTeNEeKTy B iH(pOopMaLiiiHO-
BHMIipIOBaJsIbHO cucTeMi. [lo6yzoBaHa ekcriepTHa iHpopMaLiliHO-BUMIPIOBaIbHOI CHUCTEMU peaslbHOro Yacy Ha 6asi
texHoJiorii SCADA 717151 KOHTPOJIIO pOOOTH IPOMUCIIOBUX 00'€KTiB. [IpeficTaBIe€HO pe3yibTaTi AOCIIIPKEHHS METOAY
OUUILIEHHS JAaHUX YIIPaBJiHHS TaJlaHTaMU B O€3IPOTOBUX CEHCOPHUX MEPEXKaxX Ha OCHOBI TEXHOJIOTI] iHTENeKTYy.
[TpoaHasnizoBaHO KOHKPETHI (POPMU 3aCTOCYBaHHS 6€3IPOTOBUX CEHCOPHUX MepeX. [IpencraBieHo
XapaKTEPUCTUKU CTPYKTYpH 6€3TPOTOBUX CEHCOPHUX MEPEXK Ta IIPOIOHYIOTh TEXHOJIOTIIO OYMILEHHS IaHUX Ha
OCHOBI MOJI€eJIi KjlacTepu3aliil. 3arporoHOBaHO aJlrOPUTM BUIAJIEHHS 3allMCy peIIiKalii Ha OCHOBI KlaCcTepiB Ta
IIEPEBIPEHO TOYHICTh METO/IB OUUILEHHS AaHKX. KpiM 11bOTr0 BUKJIAEHO TEOPil0 AMHAMIYHOIO aHasidy
IIOIIKO/KEHb [IPOMHUCJIOBUX MTPOTOKOJIIB iHTEPHETY Ta BU3HAUYEHHS HEOOXiTHUX JaHUX AMHAMIYHOTO
MyJIbTUMOJIAJIPHOTO 3B'$13KY IaTYMKa i 3aIIPOIIOHOBAHO METO/, HEUiTKUX TECTIB y [I0€JHAHHI 3 AMHAMIYHUMU
MyJbTUMOJIQJIbBHUMU Nlepenadi faHux. [IpencraBieHo pe3yabTaTy epEeBipKA METOY TECTYBaHHS iHPOpMaLiiiHO
IIPOMUCJIOBUX IIPOTOKOJIIB. [IpesicTaBieHo ONTUMI30BaHUI METOJ, IOBipU Ha OCHOBI TyMaHy, JJIs1 3a1106iraHHs
BTPY4YaHHS TPETIX CTOPiH NIPU BCTAHOBJIEH] TOBIPYMX BiTHOCUH MK [TOCTa4aJIbHUKaMU CEHCOPHUX Ta XMapHUX
IIOCJIYT Y MyJIbTUCEHCOPHUX cucTeMax. JloBipa o0 oBeIiHKA MIX By3JlaMU BCTAaHOBJIEHA Ha PiBHi 6€30pOTOBUX
CEHCOPHUX MEPEX, a 10Bipa JAHUX BY3JIiB i 00'€KTiB — y map TyMaHy. 3aBIsKU AEeTaJbHIIIOMY aHaJi3y JaHUX y mapi
TyMaHy CTa€ MOXKJIMBUM BiJICTEXXyBaTH CTaH JIOBipU BCiel MepeXKi, BUSBIIATU aTaKy Ha JaHi Ta BiIHOBJIIOBATH BY3JI1
HEIpaBWIbHOI OLiHKY. B Takuii crioci6 map TyMmaHy MOXKe OyTH I100OyIOBaHUM K HafliliHa TPETSI CTOPOHA.
OTpuMaHuii pe3ysbTar 3acBifgdye, 10 3alIPOINIOHOBAHUM HAMY MEXaHi3M [IOBipU Mae€ MEBHi [lepeBaru mono
3MEHIIEHHS CIIO)KUBAHHS €Heprii, 3a0e3reyeHH s OBIpYOro CTaHy IPaHUYHUX BY3JIiB i Mepexi, a TAKOK BUSIBJIEHHSI

IeSIKAX [IPUXOBAHMX aTaK Ha JIaHi Ta BiHOBJIEHHS BY3JIiB 3 HEIIPABUJILHOIO OL[iHKOIO.

2. The dissertation is devoted to solving the current scientific and technical task of developing methods and means
of intellectualizing information and measurement systems with a multi-sensor configuration. Substantiates the
relevance of the topic of the dissertation research, formulates the purpose of the study and the scientific and
technical tasks necessary for its achievement, shows the connection of the survey with scientific programs and
topics, provides the scientific novelty of the obtained results, their practical value and the personal contribution of
the recipient, provides information about approval of work results. Analyzes literary sources regarding modern
approaches to applying methods and means of intellectualization of information and measurement systems with a
multi-sensor configuration, namely their structure, architectural solutions, and server software. Also considered is
the architecture of multisensory data fusion, which is one of the critical tasks in designing a multisensory system.
The analysis showed that the emergence of systems with many sensors, such as the Internet of Things, could
introduce novelty into this well-studied topic. This section considers three aspects of the MSDF architecture:
classification, optimal selection, and standardized presentation. It presents the offered information processing
tools in the researched systems, the result of which is an assessment of the state of the research. The intelligent
architecture of monitoring physical objects, features of statistical processing of measurement results, methods of
checking signals in information, and measurement systems are also presented. The fundamental relations for
Pearson smoothing of histograms are considered. Presents the research results on improving the method of

dynamic error detection in the information and measurement system, improving the technique of cleaning



network data in the wireless sensor based on artificial intelligence technology in the information and
measurement system. An expert real-time information and measurement system based on SCADA technology was
built to control the operation of industrial facilities. Presents the research results of the data-cleaning talent
management method in wireless sensor networks based on intelligence technology. Specific forms of application
of wireless sensor networks are analyzed. The characteristics of the structure of wireless sensor networks are
presented, and a data-cleaning technology based on the clustering model is proposed. A cluster-based replication
record deletion algorithm is proposed, and the accuracy of data cleaning methods is verified. In addition, the
theory of dynamic damage analysis of industrial Internet protocols and determination of the necessary data of
dynamic multimodal communication of the sensor is outlined, and the method of fuzzy tests in combination with
dynamic multimodal data transmission is proposed. The results of testing the process of testing information
industrial protocols are presented. Presents an optimized fog-based trust method to prevent third-party
interference when establishing trust relationships between sensor and cloud service providers in multi-sensor
systems. Behavioral trust between nodes is established at the level of wireless sensor networks, and data trust of
nodes and objects is established in the fog layer. With more detailed data analysis in the fog layer, it becomes
possible to monitor the trust status of the entire network, detect data attacks, and recover from misjudged nodes.
This way, the fog layer can be built as a reliable third party. The obtained result proves that our proposed trust
mechanism has certain advantages in reducing energy consumption, ensuring the trust state of edge nodes and
the network, detecting hidden data attacks, and recovering nodes with incorrect evaluation.
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