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Pedepar/anoTamis:

1. O6'eKTOM [OCIIPKEHHS € TIPOLIEC BUHMKHEHHS Ta PO3BUTKY CTaHy pO3LIEIJIeHHs KJacTepa y po3ofieHuX
iHopmaLiiHUX cUCTEeMax 3 MiIKPOCEPBICHOIO apXiTeKTypolo. [IpeiMeToM OCTiIKEHHS € MOJeli, MeTOIU Ta
IIporpamHi 3aco6u MPOTHO3YBaHHS BifICTaHi 4O CTaHy PO3LIEMNJeHHs KiacTepa Ha rpad0BO-iHBapiaHTHOMY
IIpeICTaBJIeHHi HOTO cTaHy. MeTo0 NOCiIKeHHS € MiABUILEeHHS CTIMKOCTI po3MoAisieHnx iHpOpMaLiiHUX CUCTEM
MIKPOCEPBICHOI apXiTEKTypHU [0 PO3LIEIIEHHS KJIACTEPA, 10 CIPUYUHSE PU3UKU NIOPYLIEHHS KOHCUCTEHTHOCTI
IAHUX y CUCTEMaX, 5IKi 36epiraroThb CTaH, 32 PaXyHOK KOMII'FOTEPHOI MOJieJli IPOrHO3YBaHHS BifiCTaHi 10
PO3ILIEMNJIEHHS] Ha OCHOBI PErpeciiiHuX Mozesell MAIMHHOTrO HaBYaHHS Ta rpad)oBO-iHBapiaHTHOTO NPeICTABIIEHHS

cTaHy Kjacrepa. HaykoBa HOBM3Ha OTPMMAaHUX PE3yJIbTATiB M0JIsiTae B HACTYNHOMY: 1) Bnepue ¢popmanizoBaHo



BiZICTaHb [I0 PO3LIEIJIEHHS KJIaCcTepa SIK HENEPEPBHY Mipy CTPYKTYPHOI KPUXKOCTI Ta IIOCTaBJIEHO 3a4a4y ii
perpeciiiHOro porHo3yBaHH4, 3a SIKOi, Ha BiIMiHy Bif 6iHapHOi knacudikanii daxTy posuenyienss, mwo gikeye
Jlille HaCTaHHS KpUTUYHOTO CTaHy, 30epiraeTbcs iHdopMallisi Ipo CTyIiHb 6J1M3bKOCTI KJlacTepa 0 LbOro CTaHy Ta
3abe3nedyeThCs BIIOPSIKYBaHHS KOHQIrypaliii 3a piBHEM PU3UKY, IO AO3BOJISIE IEPENUTH Bifl pEaKTUBHOTO
BUSIBJICHHS B)X€ HAsIBHOTO PO3LIEIJIEHHS JI0 3aBYaCHOTO KiJIbKiCHOTO OLiHIOBAaHHSI PU3UKY MOT0 HACTaHHSL. 2)
Briepiue 3anrporioHOBaHO MOJBIMHO iHBapiaHTHE IIpe[iCTaBJIeHHs CTaHy KiacTepa (ikcoBaHOi pO3MipHOCTI, sike, Ha
BiMiHY BiJ, HasIBHUX I1p€[ICTaBJIeHb, iIHBAPiaHTHUX LIOHANGIIbIIE 10 IEPECTAHOBKY BY3JIiB, € iHBapiaHTHUM
BOZHOYAC /10 [IEPECTAaHOBKY BY3JIiB Ta 10 IIEPEMMEHYBAaHHS TUIIIB Yepe3 KAHOHIYHE BIIOPSAAKYBAHHA BY3JIiB Ha
OCHOBI KOJIbOPOBOTO YTOUHEHHS ¥ KAHOHIYHE MapKyBaHHS TUIIIB 3a CTPYKTYPHUM PaHIOM, IIO BifIoBigae
CIIPaBXKHiM CUMETPIi 3aa4i Ta YHEMOXKJIUBIIIOE 3aJIEKHICTh IIPOTHO3Y Bif IOPSAKY 3aIIMCY €JIEMEHTIB CUCTEMU,
IIPUYOMY yIOCKOHAJIEHO CIOCiO NpeACTaBIEHHS CTaHy KJIacTepa 3aBAsKU NI0€QHAHHIO KAHOHI30BAHOTO MAaTPUYHOTO
onucy 3 Ha6opoM rpaoBO-iHBapPiaHTHUX CTPYKTYPHUX O3HAK, 110, HA BiIMiHY BiJl CUPOr0o MAaTPU4YHOTO
IIpeJCTaBJIeHHs], IiIBUIIYEe PAHTOBY KOPEJILiIo IPOrHO3y Npuban3Ho Ha 23% Ta KoeillieHT AeTepMiHallii
npu6sn3HO Ha 60%. 3) Briepiie po3po6sieHO KOMIT'IOTEPHY MOJI€J1b IIPOTHO3YBaHHSI BifICTaHi 10 PO3ILENJIEHHS
KJIACTEPa, 5IKQ, Ha BiMiHY Bifl HAIBHUX 3aCO0iB MOHITOPUHTY, 10 QIKCYIOTh PO3IIEINIEHHS TIOCT(PAKTyM, TIOEHYE
TOYHUY aJITOPUTM OOUKCIIEHHS LIi/IbOBOI BEJIMUYNHY, KOHBeep HPOpMyBaHHS iHBapiaHTHUX O3HAK, perpeciiiny Mozeb
Ha OCHOBI aHCaMOJIiB iepeB pillleHb Ta MEXaHi3MU KajlibpyBaHHS, IPU LIbOMY AiCTayy MOAAJBLUIOTO PO3BUTKY
METOJIY KaJlibpyBaHHs Ta OLiHIOBAHHSI HEBU3HAYEHOCTI ITPOTHO3Y, 30KpEMaA i30TOHIYHE KajlibpyBaHHS Ta KOH(POPMHI
iHTepBay, sKi, Ha BiTMiHY Biff TOUKOBUX OL[iHOK 6€3 rapaHTiii IOKPUTTSI, 3aCTOCOBAHO [0 3a1a4i perpecii
CTPYKTYPHOI KPUXKOCTi 3 yCYHEHHSIM CUCTEMATUYHOIO 3CyBY Ta 3a6e3l1e4eHHSIM eMIIIPUYHOTO TOKPUTTS, 6J1M3bKOTO
II0 3aaHoro piBH# AoBipU. [IpakTHUHe 3HAYEHHS] OTPUMAaHUX PEe3YJIbTaTiB I10JIrae y HaCTynHomy: 1) 3abesneyene
3aBYaCHE KiJIbKiCHE OLiHIOBaHHS PU3MKY PO3LIEIJIEHHS KJIacTepa 3 SKiCTI0, IPUAATHOIO IJ11 IPAKTUYHOTO
3aCTOCYBaHHSI B 33/la4yax MiATPUMKHU IIPUIHSTTS pillleHb, a came i3 cepelHbOI0 abCOMI0THO0 NToxubkoo 0,396,
paHrosolo kopenduieto Cripmena 0,638 Ta 4aCTKOIO BIIy4€Hb Y Meskax oguHuii 0,926 11 mincyMKoBOI MOZesTi Ha
IOTIOBHEHOMY IIPECTABJI€HHI MiCJIsl KaliOpyBaHHs. 2) 3allpONIOHOBAHO CIIOCO6HU iHTerpallii po3po6s1eHoro
IIPOrPAMHOTO KOMILJIEKCY B CUCTEMU MOHITOPUHTY PO3IOAiNeHNX iHPOpMaLIIiHUX CUCTEM 6€3 CYTTEBUX 3MiH ix
apXxiTeKTypy, sika MoXKe OyTH 3abe3reyeHa yepes rpadiuyHuil KOpUCTYBalbKUH iHTepdeiic Ta yepes NIPUKIagHUN
IIporpaMHuil intepgeiic Be6CepBicy, 10 IOBEPTAE HENIEPEPBHY OLiHKY PU3UKY 3 IHTEPBaJIOM HaJiliHOCTI I MOXXe
BMKOPHCTOBYBATHCS TAKOX 1032 ceporo eHepreTuku. 3) ChopMOBaHO NPAKTUYHI MaTepiany 1j1s iHKEeHEePiB 3
IIPOEKTYBAHHS Ta €KCIUIyaTallii pO3MOJiEHNX CUCTEM OO0 EPEXONY BiJl pEAKTUBHUX 10 IPEBEHTUBHUX
MEeXaHi3MiB yIIpaBJliHHS KJIACTEPHUMM CUCTEMaMU, 30KpeMa 1010 KOPUTYBaHHsI MOJITUK perulikallii, 0OMe>XeHHs
oIepallif 3anucy Ta iHilialii KOHTPOJIbOBAHUX IIPOLENYP BiHOBJIEHHS, IPU LIbOMY peasli3alilo BAKOHAHO 3
IOTPUMMAaHHSIM BUMOT BiZITBOPIOBAHOCTI Yepe3 ¢ikcallilo JpKepesl BUIIaIKOBOCTI, (pikcallito Bepciii 6i6ioTek Ta
HigTPUMKY KOZY Y BiIKPUTOMY PETIO3UTOPii CUCTEMHU KOHTPOJIIO BePCiil. Pe3ynbTaTu NOCHiIKEHHS TPONIIIN
arpooballilo Ha HAyKOBO-TIPAKTUYHUX [ HAYKOBO-TEXHIYHUX KOH(EPEHLIisIX Ta OTPUMAJHU BiloOPaKEHHS Y
Marepianax, sKi NifjsraloTb BIPOBA’)KEHHIO B c(pepi eHepreTuku npu 3a6e3nedeHHi pe3nIbeHTHOCTI

ingycTpianpHUX KibepdisnIHMX CUCTEM y CKJIalli CUCTEM MOHITOPUHIY PO3NOiieHnx iH)OopMaLifiHUX CUCTEM.

2. The object of the research is the process of emergence and development of the cluster split-brain state in
distributed information systems with microservice architecture. The subject of the research is the models,
methods, and software tools for predicting the distance to the cluster split-brain state on a graph-invariant
representation of that state. The purpose of the research is to increase the resilience of distributed information
systems of microservice architecture to cluster split-brain, which entails risks of data consistency violation in
stateful systems, through a computer model for predicting the distance to split-brain based on regression machine
learning models and a graph-invariant representation of the cluster state. The scientific novelty of the main
research results is as follows: 1) For the first time, the distance to cluster split-brain is formalised as a continuous
measure of structural fragility and the task of its regression prediction is posed, whereby, in contrast to the binary
classification of the fact of a split-brain that records only the onset of the critical state, the information on the
degree of proximity of the cluster to that state is retained and the ordering of configurations by risk level is



ensured, which allows a transition from the reactive detection of an already existing split-brain to the early
quantitative estimation of the risk of its occurrence. 2) For the first time, a doubly invariant fixed-dimensional
representation of the cluster state is proposed which, in contrast to the existing representations that are invariant
at most to node permutation, is invariant simultaneously to node permutation and to type renaming by means of
canonical node ordering based on colour refinement and canonical type labelling by structural rank, which
corresponds to the true symmetry of the task and makes the prediction independent of the order in which the
elements of the system are recorded, while the manner of representing the cluster state is further improved by
combining the canonicalised matrix description with a set of graph-invariant structural features, which, in
contrast to the raw matrix representation, increases the rank correlation of the prediction by approximately 23%
and the coefficient of determination by approximately 60%. 3) For the first time, a computer model for predicting
the distance to cluster split-brain is developed which, in contrast to the existing monitoring tools that record a
split-brain after the fact, combines an exact algorithm for computing the target quantity, a pipeline for forming
invariant features, a regression model based on decision-tree ensembles, and calibration mechanisms, while the
methods of calibration and uncertainty estimation, in particular isotonic calibration and conformal intervals, are
further developed and, in contrast to point estimates carrying no coverage guarantees, are applied to the
regression of structural fragility with the systematic bias removed and the empirical coverage kept close to the
specified confidence level. The practical significance of the main research results is as follows: 1) It is achieved an
early quantitative estimation of the risk of cluster split-brain at a quality suitable for practical application in
decision support tasks, namely with a mean absolute error of 0.396, a Spearman rank correlation of 0.638, and a
fraction of hits within one unit of 0.926 for the final model on the augmented representation after calibration. 2) It
is proposed means of integrating the software complex that is developed into monitoring systems for distributed
information systems without substantial changes to their architecture, with such integration being allowed
through GUI and through the API of a web service that returns a continuous risk estimate together with a
reliability interval, which can also be used outside the energy sector. 3) There have been developed practice-based
materials for engineers who design and operate distributed systems, covering the transition from reactive to
preventive mechanisms of managing cluster systems, in particular the adjustment of replication policies, the
restriction of write operations, and the initiation of controlled recovery procedures, while the implementation is
carried out in compliance with reproducibility requirements through the fixation of sources of randomness, the
fixation of library versions, and the maintenance of the code in an open version-control repository. The research
results were validated at scientific-practical and scientific-technical conferences and are reflected in materials
intended for implementation in the energy sector for ensuring the resilience of industrial cyber-physical systems

within monitoring systems for distributed information systems.
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