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Pedepar:

1. Inceprauiiina po60Ta NPUCBSIYEHA BUPIIEHHIO aKTyaJIbHOTO HAYKOBOTO 3aBJIaHHS, [TOB'SI3aHOTO i3 pO3POOKOIO
HayKOBO-METOJWYHOIO anaparTy BUsIBJIeHHS fe3iHdopmallii Ta IpUNUHEHHS il pO3MIOBCIOJ)KEHHS B
indpopMauiiHOMy IPOCTOPi HAa OCHOBI €KCIIEPTHUX OLiHOK. MeTOI0 IUCepTaliiiHOi pOGOTH € MiBUILIEHHS
IOCTOBIPHOCTI BUsIBJIEHHS Ae3iHdopMalii Ta npunuHeHHs ii po3noBCIoAXKeHHs B iHpOopMalLiliHOMy IIPOCTOpi Ha
OCHOBI €KCIepTHUX OIiHOK. OG’€KT IOCIIiIKEHHS — MPOLIeC BUSIBJIEHHS Ae3iHdopmallii Ta MpunuHeHH ii
PO3II0BCIOMXEHHS B iHpopMaliiHOMy nTpocTopi. [IpeaMeT focii>KeHHsT — MOZeJIi Ta MeTOAY BUSIBJIEHHS

nesinopmalii B iHpopMaliliHOMy IIPOCTOPi HA OCHOBI €KCIIEPTHUX OLiHOK. Y BCTyIi OOI'PYHTOBAHO aKTyaJbHICThb



HAYKOBOT'O 3aBJjaHHSI, TIOB’13aHOT0 i3 pO3POOKOI0 HAYKOBO-METOAUYHOTO arapaTy BUSBJIEHHS Je3iHpopmallii Ta
IIpUIIMHEHHS {i PO3MIOBCIOIPKEHHS B iHPOpMaLiliHOMY IPOCTOPi Ha OCHOBI €KCIIePTHUX OLiHOK. [IpencTaBieHo
3B'S130K POOOTU 3 HAYKOBUMHU IIPOrpamaMy, IJIaHaMU i TeMaMy, HaBeJJeHO HayKOBY HOBU3HY, IIPECTaBJIEHO
[IpaKTUYHE 3HAY€HHS OTPUMMAaHUX Pe3yJbTaTiB, HANAHO iHpOpMaLIilo 010 OCOOMCTOrO BHECKY 3100yBaya,
IIPe/ICTaBJIEHO IepeJlik My6liKaliil 3a TeMOIo gucepTalii. V nepmomy po3fini oCiIKeHo aKTyalbHi HAyKOBi
3aBJIaHHS Ta CTpaTeriyHi HaNpsIMHU, [10B'I3aHi 3 BUSIBJIEHHIM fe3iHpopmaliii B iHpopmaLiliHOMy IpOCTOPi.
[IpoBeneHo aHasi3 3aKOHIB iCHYBaHHSI BJIaCTUBOCTEN iHpopMallii Ta 0CO6INBOCTEN CIIPUMHSITTS JIIOAUHOIO
iHopmauii 11 BUSIBIEHHS 0COOJIMBO BOKJIMBUX (PAKTOPIB M0N0 BUPIIIEHHS IUTAHHS BUSIBJIEHHS Ae3iH(popmalii.
Ha nincraBi npoBeneHoro aHasizy (GakTopiB BIJIMBY Ha IpoLecy repenadi iHpopmaliii BU3Ha4eHO Cy4YacHi CUCTEMU
BUSIBJIEHHS BILJIMBIB 260 3arpo3 y TeKCTOBiH iHpopmallii. ¥ spyromy posnisi yl0CKOHaNIeHO MeTOJ, KIaCTEPHOTrOo
aHaJli3y 3 METOI0 CKOPOUYEHHSI KiJIbKOCTI KOHTEKCTHOI iHpopMallii 1151 NOJabIIOro 6i/bLI PETEIbHOTO aHali3y
indopmauii. 3xificHeHO yIOCKOHAJIEHHS METOy KJIAaCTEPHOTI0 aHali3y, IKUH M0JIAra€e B iHTerpauii 1BOX METOZiB
KjlacTepusallii: MeToy 61>K0JIMHOI KOJIOHIi Ta FTeHeTUYHOTO aJrOPUTMY. Y TPETbOMY PO3[iJli IpoBeeHa OLjiHKa
(aKTOpiB, Ki CYyTTEBO BILJIMBAIOTh Ha PO3IIOBCIOXEHHS Nie3iHdopMallii. YI0CKOHaTIEeHO MaTeMaTU4Hy MOJEeJIb
IIPOTHO3YBAaHHS PO3NOBCIOIKEHHS Ae3iH(popmauii. Habysa nomanbmoro po3BUTKYy MaTeMaTUYHA MOZEJb
IIPOTHO3YBAaHHSI PO3MOBCIOKEeHHS! fe3iHdopmallii 3a paxyHOK po3mrpeHHs PaKTOPiB BIJIMBY HA PO3IIOBCIOIKEHHS
Iesindopmaliii Ta BB€JIEHHSI HOPMYIOUMX KoeillieHTiB y MaTpULI0 CTaHy MIMOBIpHOCTE 17151 MOZEJIi IPUITUHEHHS
PO3IOBCIOIXEHHS Je3indopMallii B iHpopMaLilHOMy TPOCTOpPi. 3MOZEIbOBAHO IPOLECU IPUMTAHEHHS
PO3II0BCIOIKEHHS He3indopMaliii 32 po3p0o6s1eHOI0 MOZEJIII0 Ha OCHOBI pO3pax0BaHOI MaTpilly Iepexomy 3
ypaxyBaHHSM [IOAATKOBOrO (pakToOpy BILJIMBY Ha PO3MOBCIOIKEHHS Ae3iHpopmaliii. Y yeTBepToMy po3pini
IIPOBEJIEHO OLIiHKY [TOKa3HUKIB BUsIBJIEHHS Ae3iH(opmalii B iHpopmaliiiHomy npoctopi. loBeseHo, 110 AieBUM
METOJIOM IOJIO BUSIBJIEHHS IPABAUBOCTI iH(pOpMallii, Ha CydaCHUI MOMEHT, € METOJ, IPOBEIEHHS €KCIIEPTHOI
OLIiHKM. PO3pax0oBaHO OLiHKY CUJIY 3B'SI3KY [1I0Ka3HUKIB BUsIBJIEHHS Ae3iHdopmariii. 3a pesysbTaTamMu JOCIIiIKeHHS
OTPUMAaHO TaKi HAyKOBi pe3ysibTaTy: 1. Briepiue 3anpornoHoBaHO METO[, BUsIBJIEHHS Ae3iH(opmallii Ta IpUNUHEHHS ii
PO3IOBCIOMXEHHS B iH(pOpMalilHOMYy TPOCTOPi HAa OCHOBI €KCIIEPTHUX OLiHOK, SIKMI BiIPi3HSETHCS Bif, iCHYI0UNX
BUKOPUCTAaHHAM yIOCKOHAJIEHOTO METOAY KilacTepu3allii 3 oJalblIM 3aCTOCYBaHHAM METOy HaiBHOTo baieca
s knacudikauii indopmauii Ta MeTony BusIBJIeHHS Ae3iH(opmallii Ha OCHOBI €KCIIEPTHUX OLIiHOK. 2.
YI0CKOHasIeHO MaTeMaTUYHy MOZEJIb IPOrHO3yBaHHS PO3IOBCIOIKEHHS Je3iHdopMaliii, sika 6a3yeTbCs Ha MOZEi
CKiHYE€HHOrO aBTOMATa i3 3a1aHUM KiHII€BMM piBHEM JOCTOBIPHOCTI BUSIBJIEHHS HENPABAUBMX iH(GOPMaLiliHNX
IIOBiOMJIEHD IIPH BilOMOMY [TOYaTKOBOMY PiBHi OCTOBIpHOCTI Ta HAGOPOBI JOMYCTUMUX [IiHi, 110 A€ MOKIIMBICTD
peasizyBaTu 6araTOKpOKOBY I1€peBipPKY IOBiJOMJIEHb 3 IOCTYIIOBUM IIiIBUILIEHHSM [TIOKa3HUKIB JOCTOBIPHOCTI B
3aJIEXKHOCTI Bifl XapaKkTepy MOBiJOMJIEHb Ta CTYIEHs BIUIMBY HA ixX 3MicT. 3. HaOyB ofasbIioro po3BUTKY METOT
KJlacTepu3alii 115 Biibopy Haibinb iHPOpMaTUBHUX TPy (KJIACTEPIB) AJ1s1 po3Mi3HaBaHHS Ae3iHdopmallii, IKuit
I0JISITa€e y IOeAHAHHI METO[IiB €BOJIIOLIIIHOIO MOZEJIIOBAHHS i IITYYHOTO iHTEJIEKTY 3 BUSIBJIEHHS fe3iHdopmaliii;
iHTerpauis Mozeseil 3B0JJUTbCS O CTBOPEHHS ri6PUAHOrO areHTa, IKUi 1o Yep3i BUKoHye QyHKIii afanTUBHO]
MOBEJiHKY OPKOJIMHOI KOJIOHII i TEeHEeTUYHOTO aJIFOPUTMY, 1O 1 AO3BOJISIE CKOPOTUTH KiJIbKiCTh CYMiCHUX KJIACTEPiB
Ha 5% MOPIBHSIHO 3 iCHYIOUNMU MeTOaMu KiacTtepusauii. [[pakTryHe 3HaUY€HHS! OTPMMAaHUX Pe3yJIbTaTIB [10JIIrae B
HACTYITHOMY: - 3alIPOIIOHOBAHI B JucepTaliliHiil po60Ti HAYKOBi pe3yIbTaTH MOXXYTb OYTHU BUKOPUCTaHI /1715
BUSBJIEHHS Ae3iHpopmaliii Ta NpUunuHeHHs ii po3MOBCIOIKEHHS; - 3aIIPOIIOHOBAHO OCHOBHI ITpaBuMJjla Ta HaJjaHi
peKoMeHallil o0 BUSBIEHHS Ae3iHdopmallii Ta IpUNMHEHHS il pO3NOBCION)KEHHS B iHQOpMaLifHOMY IPOCTOPI.
3a peaysibTaTaMU JOCJiKEHHS MiTBEPI’KEHO TPAaKTUYHY Ta TEOPETUYHY LiHHICTh PO3PO6JIEHUX METOiB, HaZlaHO
[IpakTHUYHi peKoMeHaalii, 00 3aCTOCYBaHHSI pO3PO0JIEHUX METO/IIB Ta BUBHAYEHO [OLIbHICTb NEPCIEKTHUBH iX

MI0JAJIBIIOTO PO3BUTKY.

2. The dissertation is devoted to solving an urgent scientific task related to the development of a scientific and
methodological apparatus for detecting disinformation and stopping its spread in the information space on the
basis of expert assessments. The purpose of the dissertation is to increase the reliability of detecting
disinformation and stopping its spread in the information space on the basis of expert assessments. The object of
research is the process of detecting disinformation and stopping its spread in the information space. The subject



of the study is models and methods of detecting disinformation in the information space based on expert
assessments. The introduction substantiates the relevance of the scientific task related to the development of a
scientific and methodological apparatus for detecting disinformation and stopping its spread in the information
space based on expert assessments. The connection of the work with scientific programmes, plans and topics is
presented, the scientific novelty is given, the practical significance of the results obtained is presented,
information on the personal contribution of the applicant is provided, and a list of publications on the topic of the
dissertation is presented.The first section examines the current scientific tasks and strategic directions related to
the detection of disinformation in the information space. The author analyses the laws of existence of information
properties and peculiarities of human perception of information to identify particularly important factors in
addressing the issue of disinformation detection. Based on the analysis of the factors influencing the processes of
information transmission, modern systems for detecting influences or threats in textual information are identified.
In the second section, the cluster analysis method is improved in order to reduce the amount of contextual
information for further more thorough analysis of information. The cluster analysis method was improved by
integrating two clustering methods: the bee colony method and the genetic algorithm. The third section assesses
the factors that significantly affect the spread of disinformation. The mathematical model for predicting the spread
of disinformation was improved. The mathematical model for predicting the spread of disinformation has been
further developed by expanding the factors influencing the spread of disinformation and introducing normalising
coefficients into the probability state matrix for the model of stopping the spread of disinformation in the
information space. The processes of stopping the spread of disinformation according to the developed model are
modelled on the basis of the calculated transition matrix, taking into account the additional factor of influence on
the spread of disinformation. Section 4 assesses the indicators of disinformation detection in the information
space. It is proved that an effective method for identifying the veracity of information at the moment is the method
of expert evaluation. The strength of the relationship between the indicators of disinformation detection is
estimated. 1. For the first time, a method of detecting disinformation and stopping its spread in the information
space based on expert opinions is proposed, which differs from the existing ones by using an improved clustering
method with the subsequent application of the naive Bayes method for classifying information and a method of
detecting disinformation based on expert opinions. 2. A mathematical model for predicting the spread of
disinformation has been improved, based on the model of a finite automaton with a given final level of reliability for
detecting false information messages with a known initial level of reliability and a set of permissible actions, which
makes it possible to implement a multi-step verification of messages with a gradual increase in reliability
indicators depending on the nature of the messages and the degree of influence on their content. 3. The clustering
method for selecting the most informative groups (clusters) for disinformation recognition was further developed,
combining evolutionary modelling and artificial intelligence methods for detecting disinformation; the integration
of models leads to the creation of a hybrid agent that alternately performs the functions of adaptive behaviour of a
bee colony and a genetic algorithm, which reduces the number of compatible clusters by 5% compared to existing
clustering methods. The practical significance of the results obtained is as follows: - the scientific results proposed
in the thesis can be used to identify disinformation and stop its spread; - the basic rules and recommendations for
identifying disinformation and stopping its spread in the information space are proposed. Based on the results of
the study, the practical and theoretical value of the developed methods was confirmed, practical
recommendations were given on the application of the dev
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BnacHe IlpizBume Im's I10-6aTbKOBI Kyuyk ['eopriit AHaTom1ii10B1Y
TOJIOBH pajgu

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBI Kyuyk 'eopriit AHaTos1ifioBUY

roJIOBYIOYOrO Ha 3aciJaHHi



BignoBigasibHuUI 32 HiATOTOBKY l'aBpusioBa Ana AHzipiiBHa

00JIIKOBHX JOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 32 PEECTPalLil0 HayKOBOI IOpuenko TeTsHa AHaTosiiBHA

OisIIBHOCTI




