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1. HeiipomepexxeBi METOM Ta MOAeJli 6iomeTpruyHOi aBTeHTUPiKalii B iHpopMaLiliHUX cucTeMax 06’ €KTIiB
KPUTHYHOI iHpaCTPyKTypU

2. Neural network methods and models of biometric authentication in information systems of critical
infrastructure facilities

Pedepar/anoTamis:

1. Incepranist NpUCBsAY€HA BUPIlIEHHIO aKTyaJbHOTO HAYKOBOTO 3aBIAHHS — PO3POOLi HEMPOMEPEXKEBUX MOLETEN
Ta METOZiB PO3IMi3HaBaHHS 0COOH 3a 300paKeHHSIM OOINYYS Ta PANAY>KHOIO 060JIOHKOIO OKa [1Jis MiABUILEHHS
eeKTUBHOCTI 6iomeTpuyHOi aBTeHTUdiKaLii B iHopMaLiliHUX crucTeMaxX 06'eKTiB KPUTUYHOI iHPpaCTpyKTypu
(OKI). O6’'exToM mocifpKeHHS € Ipolecu 6ioMeTpuyYHOi ayTeHTUdiKalii nepcoHany 00'eKTiB KpUTUYHOI
iHppacTpyKTypH 3a 300pa’keHHSIM 004U Ta Pally>kKHOI0 000JI0HKOIO OKa. [IpegmeT nocmigKeHHs —
HelipoMepexkeBi Mogesii Ta MmeTonu 6iomeTpuyHOi aBTeHTHdIKaLii TepcoHany 00’eKTiB KpUTUIHOI iHpacTpyKTypu
3a 300pa>KeHHSIM 00JIMYYsl Ta pailly>KHOI0 000JIOHKOIO OKa. MeTolo AucepTalliiHOi poOOTH € MiJBUIIEHHS
eeKTUBHOCTI 6ioMeTpru4HOi aBTeHTUPiKalLii B iHpopmaliiiHux cucremax OKI 3a paxyHOK 3MEHIIEHHS IOXUOKU
po3mi3HaBaHHS, afanTallii 70 BapiaTUBHUX YMOB 3aCTOCYBAHHSI, PO3IIMPEHHS O3HAK PO3Mi3HABaHHS CIy(iHr-aTak,

iHTerpauii po3nisHaBaHHS €MOLliil Ta IPULIBUIILIEHHS pO3POOKU HelipomepeskeBUx 3ac06iB. OCHOBHI HayKOBO-



[IPaKTUYHi pe3yabTaTu. BU3HauYeHO MIISIXY MiABULLEHHS €(DEKTUBHOCTI HEIPOMEPEXKEBUX CUCTEM aBTEHTHUPiKawii,
IOB'sI3aHi i3 3a6e3reyeHHsIM OIIePaTUBHOCTI pO3pOOKY, MiIBUILIEHHSIM TOYHOCTI BUiJIEHHS] KOHTYPIiB B yMOBax
3aBajl, PO3IIMPEHHIM O3HaK CIIypiHr-aTak Ta JOIOBHEHHSIM (QPYHKLIOHAJY PO3Mi3HaBaHHIM eMoliill. Po3pobiaeHo
KOMILJIEKC MOJIeJIeN: MPOLeAypy pPO3Ii3HAaBaHHS, MOAYJIbHY HEIPOMEPEXKEBY MOZEb aBTeHTU(IKaLlii Ta MO EeJIb
CEMaHTUYHOI CerMeHTallii 300paskeHHs 061ny4sl. Mozesb poueaypy po3ni3HaBaHHS, 0 6a3yeTbCs Ha
dhopmasizoBaHOMy OIKCi, KOHKpeTHU3allii yMOB BifjeopeecTpallii Ta IapaMeTpiB 3aBaj, CTajla TEOPETUYHUM 6a31COM
17151 1OOYIOBU Bif[IOBiIHUX METOiB. MOZiesIb CEMaHTUYHOI cermeHTallii, peasyii3oBaHa Ha OCHOBI €HKOJep-
IIeKOEPHOI apXiTEKTypH 3 aJalTUBHUMU NIapaMeTPaMU, 03BOJINIIa CTBOPUTU €(DEKTUBHUI METOJ, IOOY0OBU
HellpoMepekeBuX 3aco6iB cermeHnTauii. Lleli MeTor 3abe3rnedye 3HUKEHHS apXiTeKTypHOI CKIaAHOCTI, CTabiNbHYy
30DKHICTh HAaBYaHHS Ta YHUKHEHHSI IEpeHaBYaHHS, 110 ifBUIIy€e TOYHICTh BUMiJIEHHS KOHTYPIB y 1,2-1,25 pa3u Ta B
10 pasiB ckopoYye 0OCST €eKCIIEPMMEHTIB 3 HaJIAITyBaHHS apXiTeKTypu. Po3po6s1eHO MOLy/IbHY HEPOMEPEXKEBY
Mozesb 6iomeTpuyHoi aBTeHTH(iKaLii, [0 6a3yeThCs Ha CIiBBiIHECEeHHI MOAYiB i3 3aBIaHHsIMU aBTeHTUdiKalii Ta
BHMKOPHUCTaHHI aJJallTOBaHUX BiJIbHOJOCTYIIHUX PillleHb. 3alIpONIOHOBAHO MeTOJ, 6ioMeTpUyYHOi aBTeHTUdiKalii
nepcoHainy OKI, sikuii 3a paxyHOK ajjanralii napaMmeTpis 06po6KH BiieoNnoTOKy, ginbTpauii 3aBag, 3acobamu
CEMaHTUYHOI CeIrMEHTallii, MaCKyBaHHS IiKCeJIiB Ta aHaJi3y 03HAK CIy(iHr-aTaK (3 ypaxyBaHHSIM JVHAMIKU €MOLLii)
I03BOJISlE BMEHIINTY MTOXMOKY po3nidHaBaHHS B 1,1-1,2 pasu. JlocnimkeHa cuctema 6iomeTpruyHoi aBTeHTUdIKaLii 32
edekTuBHicTIO Ha 10% nepesullye HaliKpallli icHyto4i aHanoru. EQekTuBHICTh AUCepTaLiliHUX pillleHb
MiATBEPIKYETbCA BIIPOBAIKEHHAM B [lep>kaBHOMY yHiBepcUTeTi «KUIBCbKUM aBiallitHMM iHCTUTYT» IIPY BUKOHAHHI
IepKOI0pKeTHOI HayKOBO-A0CainHOI po6oTu «CrcTemMa 3abe3rnedeHHs Kibep6esrneKku Ta CTiHKOCTi 00’eKTiB
KputuyHoi indpacTpykTypu» (N2IP 5-2024 /18.02, 2024-2025 pp.) Ta ix BUKOPHUCTAHHSIM B HaBYaJIbHOMY IIPOLieCi
Kadenpu Kibepoesneku pakyabTETy KOMIT'IOTEPHUX HAyK Ta TEXHOJIOTIHN. TakoX OTpMMaHi pe3ysbTaTy BIIPOBAIKEHI
B fisybHiCTE TOB «AHTE MEJIIAM», JIbBiBCbKOI TOProBO-NipoMucIoBoi nanaru, TOB «HaykoBo-Bupo6H1Ye
HigIpPHUEMCTBO XiMiYHUX NPOAyKTiB», TOB «AfiTi Kypcop», TOB «OIITOEJIEKTPOHIKA».

2. The dissertation is dedicated to solving a pressing scientific problem - the development of neural network
models and methods for facial and iris recognition to improve the efficiency of biometric authentication in
information systems of critical infrastructure facilities (CIF). The object of the study is the processes of biometric
authentication of critical infrastructure personnel using facial and iris images. The subject of the study is neural
network models and methods for biometric authentication of critical infrastructure personnel using facial and iris
images. The purpose of the dissertation is to improve the efficiency of biometric authentication in CIF information
systems by reducing the recognition error, adapting to variable application conditions, expanding the features of
spoofing attack recognition, integrating emotion recognition, and accelerating the development of neural network
tools. Main scientific and practical results. Ways to improve the efficiency of neural network authentication
systems have been identified, related to ensuring the speed of development, increasing the accuracy of contour
selection in interference conditions, expanding the features of spoofing attacks, and supplementing the
functionality with emotion recognition. A set of models has been developed: recognition procedures, a modular
neural network authentication model, and a model of semantic segmentation of a facial image. The recognition
procedure model, based on a formalized description, specifying video recording conditions and interference
parameters, has become the theoretical basis for building the corresponding methods. The semantic segmentation
model, implemented on the basis of an encoder-decoder architecture with adaptive parameters, has allowed
creating an effective method for building neural network segmentation tools. This method provides a reduction in
architectural complexity, stable convergence of training, and avoidance of overtraining, which increases the
accuracy of contour selection by 1.2-1.25 times and reduces the volume of experiments on architecture tuning by
10 times. A modular neural network model of biometric authentication has been developed, based on the
correlation of modules with authentication tasks and the use of adapted freely available solutions. A method of
biometric authentication of OKI personnel has been proposed, which, due to the adaptation of video stream
processing parameters, interference filtering by means of semantic segmentation, pixel masking and analysis of
signs of spoofing attacks (taking into account the dynamics of emotions), allows reducing the recognition error by
1.1-1.2 times. The studied biometric authentication system is 10% more efficient than the best existing analogues.



The effectiveness of the dissertation solutions is confirmed by the implementation at the State University "Kyiv
Aviation Institute" in the implementation of the state budget research work "System for ensuring cybersecurity
and resilience of critical infrastructure facilities" (No. DR 5-2024 /18.02, 2024-2025) and their use in the
educational process of the Department of Cybersecurity of the Faculty of Computer Sciences and Technologies.
The results obtained have also been implemented in the activities of ANTE MEDIA LLC, the Lviv Chamber of
Commerce and Industry, Scientific and Production Enterprise of Chemical Products LLC, IT Cursor LLC, and
OPTOELECTRONICS LLC.
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IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: Haujonanbuuii yHiBepcuteT «KuiBChbKuii aBiauiiiHuil iHCTUTYT
Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHs: npocr. ['yzapa Jlio6omupa, Kuis, 03058, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kopuenko Onexcannp I'puroposuy

2. Oleksandr Korchenko

KBasigikawis: n. . u., npodecop, 05.13.21



InenTudikarop ORCID ID: 0000-0003-3376-0631
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHuii yHiBepCUTET iHGOPMALiHO-KOMYHIKALiHIX

TEXHOJIOTI

Kop 3a €IPIIOY: 38855349

Micuesnaxo;perHﬂ: ByJI. CosioM'siHCBKa, KuiB, 03110, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

VII. BinomocrTi npo odiniliHuX OIIOHEHTIB Ta PELI€H3E€HTIiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBumie Im's Ilo-6aTbKOBI:

1. JlJaxno Basnepiit AHaTO1i10B1Y

2. Valerii Lakhno

KBasigikamis: n. 1. 1., npodecop, 05.13.21
Inentudikarop ORCID ID: 0000-0001-9695-4543
JoparkoBa indpopmamnist:

IloBHE HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanjionanbHuii yHiBepcuTeT 6iopecypcis i

[IPUPOJIOKOPUCTYBAaHHS YKPaiHU

Kopg 3a €IPIIOY: 00493706

Micue3HaxoaKeHHS: By ['epois O60ponu, Kuis, 03041, Vkpaina
dopma BiracHoCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

Inentudikarop ROR: He zacrocosyerscs

BiacHe IIpisBuie Im'sa I1o-6aThKOBI:

1. InMroBUY Bosogumup Mukonanosuy

2. Volodymyr M. Shymkovych

KBasigikamis: . . 1., gou,, 05.13.05
Inentudikarop ORCID ID: 0000-0003-4014-2786
JoparkoBa iHdpopmamist:

IloBHE HaliMeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHuii TexHiuHuil yHiBepcuTteT Ykpainu "KuiBchKuit

MOJIITEXHIYHUN iIHCTUTYT imMeHi Irops Cikopcekoro”

Kopg 3a €IPIIOY: 02070921



Micuesnaxo;perHﬂ: npocnekT Bepecreticekuii, Kuis, 03056, Ykpaina
dopma ByracHoCTI:
Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

PeuenseHTu

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. ®ecenko AHppiit OnexciioBuy

2. Andrii O. Fesenko

KBasigikamis: . . u., mou,, 05.13.21

InenTudikarop ORCID ID: 0000-0001-5154-5324

JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: Haujonanbuuii yHiBepcuteT «KuiBChbKuii aBiauiiiHuil iHCTUTYT
Kopg 3a €IPIIOY: 45853942

Micue3Haxoa>KeHHs: npocr. ['ysapa Jlio6omupa, Kuis, 03058, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAyKu YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBumie Im'a Ilo-6aTbKOBI:
1. Inpenko AnHa BagumiBHa

2. Anna V. Ilienko

KBasigikamis: . t. u., mou,, 05.13.21

Imentudikarop ORCID ID: 0000-0001-8565-1117

JoparkoBa iHdpopmamuist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanionanbHuii yHiBepcuteT «KUiBChKUIA aBiallifiHmii iHCTUTYTS
Kopg 3a €IPIIOY: 45853942

Micue3Haxom KeHHs: npocr. ['yzapa Jlio6omupa, Kuis, 03058, Vkpaina

dopma BracHOCTI: JlepxaBHa

Coepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi
BaacHe IlpizBuie Im's [10-6aTbKOBI nariox Cepriét OJieKCaHIPOBUY

TOJIOBH pajgu



BaacHe IlpizBume Im's I10-6aTbKOBI mariox Cepri#i OieKCaHIPOBHY

TOJIOBYIOYOTO Ha 3acCiiaHHi

BiznoBigasbHUH 3a MiATOTOBKY Hosxenko OneHa AHApiiBHA
00JIiKOBUX JOKYMEHTIB

Peec'rpa'rop Opuenko TersiHa AHaToJIiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi IOpuenko TeTsHa AHatosiiBHA

OisSIIBHOCTI




