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2. Formation and implementation of state policy in the field of information security in EU countries: experience for
Ukraine

Pedepar:

1. 3xificHeHO AMCKYPCHUM aHasli3 HAyKOBUX JIKepeJl 3 IMTaHb JOCIiIP)KEHHS MEXaHi3MiB peasisalii fep>kaBHOI
noJliTUKY y cPepi iHpopmaniliHoi 6e3nexku. BuzHaueHo 0co6MBOCTI €PEKTUBHOrO IPABOBOI'O MEXaHi3My B3a€MOJi
opratiB Ny6J1iYHOI BJIafy WOA0 3abe3nedenHs iHdopMaLiiiHO] 6e3eKu y IeprKaBi Ta KOOpAXHaLi iX OisiIbHOCTI.
Po3rnsHyTi XapakTepHi 0co6IMBOCTI (PYHKLIOHYBaHHS CUCTEMHU HalliOHAJIbHOI 6e3rnexu y cepi inpopmariiiiHoro
3a0e31e4yeHHs, BU3BHaY€Hi OCHOBHI B3a€MO3B'I3KH ii KJII0YOBUX KOMIIOHEHTIB. JloBEe[IeHO AyMKY IIpO Te, L0
Iep>XKaBHO-TIPAaBOBUI MEXaHi3M I1y6JIiYHOr0 aiMiHICTPYBaHHS y cepi 3abe3neyeHHs 6e3neku iHpopMaliiHOro
IIPOCTOPY Aep>KaBU BUCTYIIAE SIK LiJTiCHA CUCTEMa OPraHiB Iy6JIiyHOI BJIafy Ta CIIeliaIbHUX YCTAHOB, SIKi

OKPECJIIOI0Th HOPMaTUBHO-IIPABOBE I10JIe IaHOr0 HAIIPSIMY Ta 37iMCHIOITh e(pEeKTUBHE PEryI0BaHHS eKOHOMIYHMUX,



(iHaHCOBO-TOCIIONAPCHKUX Ta CYCIIIJIBHUX BiTHOCUH MiX cy®'eKTamu y cdepi 3abesneyeHHs 6e3neKu
iHopmaniitHoro mpocTopy Ta 3axucTty iHpopMaLifHUX NaHUX. BinMidyeHo, 0 opraHisaniliHo-11paBoBUil MeXaHi3M
ny6J1idyHOro agMiHicTpyBaHHS y cepi 3abe3nedeHHs 6e3leku iHpopMaLiliHOTO IIPOCTOPY JepKaBy ae
MOXJIMBICTb 7151 Y3TOJKEHHS [IPOL,ECiB PO3PO6JIEHHS HOPMAaTUBHO-TIPAaBOBOi 6a3U Bif[IOBiIHO 4O Cy4aCHOTO
IIPOrpecy Ta PO3BUTKY iHGOPMAaLiiHNUX TEXHOJIOTIH Y CBiTi, a, TAKOX, CTBOPEHHS aJITOPUTMY [1ill OpraHiB Imy6iyHO]
BJIQJM O[O peasidalii epeKTUBHOI Aep>kaBHOI NOJITUKY Y cdepi iHpopmaLiiiHOi 6e3neKku JepxasHy, 3
ypaxyBaHHSM HEOOXiHMX PECYPCIB Ta LIJIIXOM 3[iICHEHHS (PYHKLIii KOHTPOJIIO 32 iX BUKOPUCTaHHIM. [JoBEJEHO,
IO XapaKTEPHUM IJIs1 IOJIITUKY €BpornercbKoro Cooasy € (PyHKLiOHYBaHHS Pi3HOMaHITHUX YPSIAOBUX NIPOTrpaM, SIK-
oT «Kibep €spomna» (Cyber Europe), METOI0 KOTPUX € 3LilICHEHHS Iep>KaBHO-TIPUBATHOTO yIIPaBJIiHHS
KibeprpoliecaMy Ta KpU30BMMHU iHPOpMaLiHUMU NIpelieeHTaMy, B IIeplly Yepry, Ha piBHi IopUCAUKLil KpaiH
€Bponu. 3a3HavyeHo, o iHpopmaliiliHa 6e31eK Ha TEPEHax KpaiH €Bpomnu 3a6e31e4yeThCs 32 IPUHLUIIOM
IIBOPIBHEBOCTI: Ha HalllOHAJIbHOMY Ta MDXKYPSAIOBOMY PiBHAX. BinmiueHo, mwo €sponeiicokuil Colo3 pearnisye
indopmariitny 6e3reKy Ha piBHi ABOX He3aJIeXKHUX IOJIITUYHO-YIIPaBIiHCbKUX KYPCiB: 6€3I1eKU BJIaHO-
(diHaHCOBOrO Ta NPUBATHO-Iy6JIIYHOTrO arapariB yIPaB/iHHS Ta 3aCTOCYBAaHHS MOJIITUYHMX MEXaHi3MiB
iH(popMaLiIHO-3aXMCHOTO Ta JepP>KaBHO-YIIPABIiHCHKOIO pearyBaHb Ha KiG€pP3JI04MHHICTb. Y TOH Xe 4ac,
€BPOKOMICisi OGI'DYHTOBYE IOHSTTS MepekeBo-iHPopMaliiliHoi 6e3exku yepes3 Npu3My IIPOTUCTOSIHHS BUMIATKOBUM
3arposam, abo MIKiIJIMBAM JisIM, 1110 YHEMOSKJIUBJIIOIOTh LIiJTICHICTb, peajibHICTb Ta AOCTYIHICTb BUKOPUCTAHHS
UM(pPOoBUX JaHUX. BinMideHo, o YKpaiHi BaXX/IMBO [IO€QHATH 3arajlbHOIIPAaBOBUI, HAYKOBUH Ta rajiy3eBUil MigXoau
IO cTaHzapTy3alii B o6acTi indpopmarifiHoi 6e3neKky 3a HaBeeHUM IPUKIaLOoM. Lle ToKpaluTh B3a€EMO3B'I30K MK
Ilep>KaBHO-YIIPaBiHCbKUMU JIaHKaMU yCix PiBHIB Ta 3p0OUTb MOXKJIMBUM iX eeKTUBHY poboTy. [IpoaHanizoBaHo
0CO6JIMBOCTI iIHCTUTYLIiOHAIbHO-TIPABOBUX MEXaHI3MiB peasizallii epKaBHOI OIITUKY y cdepi iHpopmalifiHO]
6e3mneku y KpaiHax €C Ta BU3BHAUY€HO NEPCIEKTUBH iX yIIPOBAIKEHHS B YKpaiHi. PO3p006JIeHO KOHLENTyalbHY
MOJeJIb YIOCKOHAJIEHHS Jep>KaBHOi oJIiTHKY y cdepi iHpopmaliiiHoi 6e3neku, peasisalis sSKOi CKIagaeThCs i3
IIECTU IOCJIiJOBHUX KPOKiB: KOMIJIEKCHE (POPMYBaHHS iflei 3aXUIeHOCT] JaHMX, OXOPOHU NIPUBATHUX I1PaB
HAaCeJIEHHS Ta MOHITOPUHTY IHTepHET-NIPOCTOPY; 3a6€e3Ne4eHHs iHTepeciB [HTepHeT-IIpoBaiepiB, JepKaBHO-
IIPUBATHOTO CEKTOPY Ha KOPUCTYBaYiB; 10OYI0B LiiCHOI CTPYKTYPH I[HTepHET-TIOJIITUKY Jep>KaBy; MiHimizalis
nopyueHs y cdepi KibeprpocTopy Ta 3MeHIIeHHS! KiJIbKOCTi BUKPaJleHHs JaHUX Pi3HOT'O PiBHS BaXKJIUBOCTI;
KooInepallisl IpeJCTaBHUKIB 6i3HeCy, HaceJIeHHs Ta HaJjaBadiB 331151 €PeKTUBHOI, KOMIIJIEKCHOI IIPOTUAii
iH(popMaLiiHUM 3arpo3am y Mepexi IHTepHeT; 3abe3NedyeHHs piBHOTO BiICOTKY y4acCTi FPOMaISIHCbKOTO
CYyCIIiJIbCTBA, BJIaJIY Ta yPsAy y OBJIAIITYBaHHI Ta BUOKPEMJIEHHI €AMHOI Aep>KaBHO-YIIPaBIliHCbKOI KOHIEIIL], 110
II03BOJIMTH OIlEPaTUBHO pearyBaTy Ha IHTepHET-YMHHUKY, 1110 CIPUYMHSIOTh LU(POBi aTaku Ta iH. Kio4oBi ciosa:
MEXaHi3MU JIepKaBHOTO yIPaBiliHHS, iHpopMalliliHO-6e311eKoBa MOJiTUKA, €Bporelicbkuil Co103, KibeP3I0UNHHICTS,

BUKOPUCTAHHS KOMITIOTEPHUX MEPEX, [HTepHEeT-YMHHUKY, 3aXUCT iH(POPMaLiTHUX JaHUX.

2. A discourse analysis of scientific sources on the study of mechanisms for implementing state policy in the field
of information security. The peculiarities of the effective legal mechanism of interaction of public authorities on
ensuring information security in the state and coordination of their activity are determined. The characteristic
features of the functioning of the national security system in the field of information support are considered, the
main interrelations of its key components are determined. The opinion is proved that the state-legal mechanism of
public administration in the field of ensuring the security of the information space of the state acts as a holistic
system of public authorities and special institutions that outline the legal field in this area and effectively regulate
economic, financial, economic and social relations. between subjects in the field of information space security and
information data protection. It is noted that the organizational and legal mechanism of public administration in the
field of information security of the state provides an opportunity to coordinate the development of legal
framework in accordance with modern progress and development of information technology in the world, as well
as creating an algorithm for public authorities to implement effective state policy in the field of information
security of the state, taking into account the necessary resources and by exercising the function of control over
their use. It is noted that information security in Europe is provided on the principle of two levels: at the national
and intergovernmental levels. It is noted that the European Union implements information security at the level of



two independent political and managerial courses: security of government-financial and private-public
administration and the use of political mechanisms of information-protective and public-administrative responses
to cybercrime. At the same time, the European Commission substantiates the concept of network and information
security through the prism of confronting accidental threats or harmful actions that prevent the integrity, reality
and accessibility of digital data. It is noted that it is important for Ukraine to combine common law, scientific and
sectoral approaches to standardization in the field of information security by the given example. This will improve
the relationship between government at all levels and enable them to work effectively. The peculiarities of
institutional and legal mechanisms for the implementation of state policy in the field of information security in the
EU countries are analyzed and the prospects for their implementation in Ukraine are determined. A conceptual
model of improving the state policy in the field of information security has been developed, the implementation of
which consists of six consecutive steps: comprehensive formation of the idea of data protection, protection of
private rights and monitoring of the Internet space; ensuring the interests of Internet providers, public-private
sector users; constructions of an integral structure of the Internet policy of the state; minimization of violations in
the field of cyberspace and reducing the number of data thefts of various levels of importance; cooperation of
representatives of business, population and providers for effective, comprehensive counteraction to information
threats on the Internet; ensuring an equal percentage of participation of civil society, government and government
in the development and separation of a single government concept, which will allow to respond quickly to Internet
factors that cause digital attacks, etc. Keywords: public administration mechanisms, information and security
policy, European Union, cybercrime, use of computer networks, Internet factors, information data protection.
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