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Pedepar:

1. Inceprarifina po60Ta IPUCBIYEHA PO3B'SI3aHHIO aKTyaslbHOI HAyKOBO-TIPAKTUYHOI 3a/1a4i po3poOKH i
IOCTiIKeHHs HOBUX e(deKTUBHUX MeToziB 06pobdku K61 B ITC npoTsrom BCboro ix >KUTTEBOTO LUKITY [1J1s
posmupeHHs PYyHKIiOHAIBHUX MOKJIMBOCTEN LIeHTpiB pearyBaHHs Ha K61 CSIRT. Y po6oTi po3po61eHO METO[,
kareropuaauii K6I nys nigsuieHHs e(peKTUBHOCTI pearyBaHHs Ha HuX. Takoxx po3pobieHo 13 ajis kateropusaaii
K®6I, sixuit Mo>Xe BUKOPUCTOBYBATUChH SIK aBTOHOMHUH iHCTpyMeHTanbHui 3aci6 CSIRT, abo y sikocTi Mmomyist
cucremu SIEM (y KOHTEKCTi arperatiii gaHux, ix KopeJsilii Ta eKCIIepTHOro aHasizy) 1J1s1 kateropusauii K6I. Kpim
TOrO, po3p00JIEHO MPaKTU4HI peKOMeHAallil 010 3aCTOCYBaHHS ONEPAaTUBHUX KOHTP3aXO0iB /Jis jokaisauii K6A /
K6l pisHux kareropiii. Po3pobyeHo meTtog, oniHioBaHHS edekTuBHOCTI 06pobku K6I nentpamu CSIRT pnst aynuty ix
IistmpHOCTI. TakoxX po3po6seHO CUCTEMY 0a30BMX ITOKA3HUKIB, SIKi MOXKYTh BUKOPUCTOBYBATHUCS /115 OL[iHIOBaHHS
edexruBHOCTI 06po6ku K6I nenrpamu CSIRT Ta iHIIMMU LIEHTPpaMu TexHiYHOro oocayroBysaHHs ITC. Po3pobiaeHo
KoHLemnwio Ta meton ML moHiTopuHry K61, mo 103BoJjisie BU3HAYUTH HAUOIIbII BaskKIMBi 00'€KTH 3aXUCTY,

IIporHo3yBatu Kareropii K6I, siki BUHUKHYTh BHACHiOK peanizanii KOA, Ta ix piBeHb He6e3neku. Po3po6yieHo TaKoX i



BignosigHe [13, o MoXXe BUKOPUCTOBYBATUCS 17151 MOHITOpUHTY K61 Ta ix BrymBy Ha ckiagosi ITC misxoM aHamizy
cratuctnyHux ganux CSIRT ta nipxmovyenHs no 6a3 K6A KDD 99, CAPEC Ta iH. Po3po6ieHo meTton GopMyBaHHS
MHOXXMHU IIpaBuj ekcrpanossiyii K6, skuil 1o3BoJisie aBTOMAaTU3yBaTH i MigBUIIUTY TOYHICTb po60TH crucTeM MI]

mouitopuHry ITC.

2. Thesis is devoted to applied scientific research task to develop and study new effective methods for
cyberincidents processing in information & telecommunication systems during its life cycle for extending CSIRT
(Computer Security Incident Response Team) functional possibilities from viewpoint of cyberincidents response.
In the thesis modern approaches to cyberincidents processing in information & telecommunication systems was
analyzed using multicriteriality. As follows from the analysis the disadvantages of existing methods, models and
systems were defined. These issues disagree to international standards requirements of incident-management
particularly ISO 27035, ITIL, NIST 800-61, ITU-T E.409 and don't give possibility to implement procedures of
cyberincidents detection, categorization, monitoring and prediction in information & telecommunication systems
and also to realize CSIRT audit. Method for cyberincidents categorization was developed using plain data
processing by misuse and anomaly detection, Big Data specialized procedures, entropy decreasing (information
amplifying) and categorization quality metrics calculation. This method allows to define cyberincidents categories
in information & telecommunication systems more accurate and provide E2 and E3 phases of cyberincident life
cycle in accordance to ITU-T E.409. Also software for cyberincidents categorization was developed and this can be
used as both autonomous CSIRT tool and also SIEM module (from viewpoint of data aggregation, correlation and
expert analysis) to categorize cyberincidents with accuracy of 99.96% (for some cyberincidents categories).
Besides practical guidelines for response and counteraction implementation was created to localize different
categories of cyberattacks / cyberincidents. Method for CSIRT efficiency assessment in context of cyberincidents
processing was developed. It gives possibility to realize CSIRT (and also others technical support centers for
information & telecommunication systems) audit and provide H2.2 phase of cyberincident life cycle in accordance
to ITU-T E.409. This method uses parameters (indicators) defining, key performance indicators identifying by
multifactor correlation and regression analysis, indicator panel creation, KPI / E visualization. Also the system of
basic indicators was developed and can be used for CSIRT and others technical support centers like Service Desk,
Help Desk etc. The concept and method for network centric cyberincidents monitoring, it uses cyberattacks
classification, parameters comparison with standards, basic extrapolation rules forming, cyberattack classes and
cyberincident categories communication based on statistics, security objects identifying and cyberincidents
criticality ranking. It gives possibility to define most critical security objects (components of information &
telecommunication systems or cybersecurity segments), to predict cyberincidents categories and its criticality
level and also provide H1 and H2 phases of cyberincident life cycle in accordance to ITU-T E.409. Also software for
cyberincidents monitoring using statistical data and connection to KDD 99, CAPEC bases was developed. Method
for set of cyberincidents extrapolation rules forming was developed and it defines cyberattacks types and
cyberincidents categories, forms cyberincidents realization probability matrixes, make cyberincidents ranking and
indicators of cyberincidents appearance. This method allows to automate network centric cyberincidents
monitoring with high accuracy level provide E5.1 phase of cyberincident life cycle in accordance to ITU-T E.409.
Also the system of basic rules was developed and it can be used for cyberincidents identifying based on
cyberattack statistics.
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