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1. Slkumuyk O. I1. MeTonu popmaizoBaHOTrO OLiHIOBAHHS CTiIKOCTi 6JI0KOBUX MUQPIB 10 Cy4acHUX
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JudepeHLiaTbHNNA KPUIITOAHAI3 — OJMH 3 OCHOBHUX METOIB aHaJIi3y CTIMKOCTi CUMETPUYHUX [IPUMITUBIB, a
CTIMKICTb 10 HBOTO € KJII0YOBOIO BUMOTOIO [I0 Cy4acHUX 6710k0BuX mudpis. [Tigxonu Ha OCHOBI yciueHUx
nudepeHianiB po3pobJieHi 1J1s1 CIOBO-OPieHTOBaHUX MUPIB, ajle HeIOCTaTHbO [1J1sl 6iT-OpieHTOBaHUX MUPIB
JlerkoBaroBoi kpunrorpadii. 1711 HeMapKOBCbKUX CTPYKTYP, Ha BiIMiHY BiJi MAPKOBCBKUX, BilOMi METOAU
OLIiHIOBAaHHS BEPXHiX MeX MMOBipHOCTel AudepeHLianiB HeiHpopmMaTuBHi. MeTolo nucepraniitHoi po6oTu €

YTOYHEHHS Ta aHasi3 GpopMasizoBaHUX METOLIB IU(epeH1ialbHOro KPUIITOAHAai3y Ta METOiB OL[iHIOBAaHHS



CTilIKOCTi CUMETPUYHUX KUPPiB A0 AUPEPEHLiaTbHOTO KPUNITOAHAI3Y, 0 JO3BOJIUTb PO3MUPUTU chepy HOro
3aCTOCYBaHHSI Ha HOBi Ky1acu 6J10KOBUX MUGPIB 11715 Pi3HUX MPUKIIATHUX 3a4a4. Y IIepIIOMY PO3iji OKpecIeHo
Micue 6s10koBUX MKUGPIiB cepel NPUMITUBIB CUCTEM 3aXUCTy iHpopmallii. PO3ryisiHyTo 6J10KYeMH-TEeXHOJIOr, e
CTilKiCTb rem-((yHKLil € KpUTUYHOIO, 3 METOAM KPUNTOAHAJI3y 6I0KOBUAX MUQPIB i rem-@QyHKLiA B3aEMHO
3acTOCOBHI. [IpoaHanizoBaHO BifOMi pe3yabTaTy JU(EePEHLiaIbHOTO KPUNITOAHAII3Y, MiAX0IM YCi4eHOTO
KpUIITOAHAJIi3y 0 peasibHuX muQpiB Ta METOIM OLIiHIOBaHHS BEPXHIX MeX iMOBipHOCTel nudepenianis. Y
IpyroMy po3fisi 3aliponoHOBaHO (popMasli3oBaHUI Mifxif, 10 ycideHoro gudepeHLiaJbHOro KpUNTOAHai3y Ha
OCHOBI TPilIKOBUX A6JIOHIB Pi3HULb. BBeIeHO NapaMeTpu CTIMKOCTI Ta JOCiIPKEeHO ixHi anre6paiuHi B1aCTUBOCTI.
ITigxin o3BOJIsSIE ONIMCYBATU yCiveHi audepeniiany, nepexoau Mixk pisHULSIMU y 6iT-OpieHTOBaHUX mudpax Ta ix
IMOBipHicHi xapakTepucTuky. [IpoananizoBaHo NOMKPEHHS Ma6JI0HIB Yepe3 KOMIIOHEHTU PayHJIOBUX
[IepeTBOPEHb; MiJIXiJ NPOJEMOHCTPOBAHO Ha MOJIEJIbHUX i peasbHUX MKU@pax. ¥ TPETbOMY PO3/iJii 3alIPOIIOHOBAHO
aHaJIITUYHI aJITOPUTMIUHI MeToAM 1TOOYI0BY OLIIHOK BEPXHiX MeX HMOBIpHOCTel nudepeHIianis s
HEMapKOBCHKUX CJIOBO-OPi€EHTOBaHUX (ercTenb-noaioHux mudpis. Ins cxemu Peiictens, L-cxemu Ta R-cxemu
OTPUMAaHO PEKyPEHTHi (OPMYJIM OOUNCIIEHHSI MaTPULi BEPXHIX MEX NMOBIpHOCTEN Ta BiJ[IOBiIHI aJITOPUTMHU.
[IpoBeneHO eKCriepMMEHTAbHI AOCTiIPKEHHS Ta OPIBHSJIBHAN aHaJli3 OLiHOK 17151 MOAeIbHUX KU@piB. HaykoBa
HOBHM3HA OTPUMAaHUX PE3YJIbTATiB MOJISITA€ B PO3BUTKY METOiB (OPMaIbHOTO OLiHIOBAHHS CTiIKOCTi CUMETPUYHUX
6510K0BUX WKPPIB 10 NudepeHLiaIbHOTO KPUIITOAHali3y, 30KpeMa, B yTOUYHEHHI (opMasli3oBaHUX METOJiB aHali3y
yciueHux nudepenLianis as 6iT-opieHTOBaHUX 0JIOKOBUX MUQPIB Ta NOOYOBI aHANITUYHUX AJITOPUTMIYHUX
METO/IiB OLiHKM IMOBipHOCTe! AudepeHuiaiB 1151 HEeMapKOBCbKUX KPUNTOrpadivHuX cxeM 3 PercTesb-MoAi6HOI0
CTpyKTypolo. 1) 3anponoHoBaHo popmasnizoBaHui MifgXif, 10 ONUCY yciueHUx nudepeHLiais, 30Kpema, y 6iT-
OpieHTOBaHUX 6JI0KOBUX MU(Pax, HA OCHOBI TPIIKOBUX IIA0JIOHIB Pi3HULb, SIKUH J03BOJISIE OIIMCYBATU [1EPEXOU
MIiX KJIaCaMU Pi3HULb Ta JOCJIIXYBaTH iX IMOBIpHICHI XapaKTepUCTUKU. 2) Briepie 3anporoHOBaHO APaMETP,
SIKUI 1O3BOJISIE OOI'PYHTOBYBATH HECTINKICTh 6iT-OpieHTOBaHMX WK(PIiB [0 yCideHOro NudepeHIiaJbHOro
KpuIToaHasuizy. 3) Bepiue 3anpornoHoBaHO aJropyuTMiuHi METOIM NOOGYAOBU Ta OOUMCIJIEHHS OLIIHOK CTilIKOCTI 10
Iv(epeHLiaTbHOrO KPUIITOAHAI3Y 1711 HEeMAapKOBChKUX L-cxeMu Ta R-cxemu 6s10koBOro mudpysanHs. [lokasaHo,
110 3alIPOTIIOHOBAaHiI METOU [O3BOJISIIOTh OLEP>KYBATH Kpallli OLiHKYM CTIKOCTI, HiX BifJloMi TeOPETHYHi aHaOTu. 4)
YTO4YHEeHO ajJroOpuTMI4HI METOIM NOOYAOBU Ta OOUMCJIEHHS MAaTPULb OLIIHOK CTIMKOCTI 10 nudepeH1iabHOTOo
KPUIITOAHAJIi3y 1151 HEMAapKOBCbKUX cxeM QPericTess. [IpakTUiHe 3HaU€HHS OJIEP>KAaHUX PE3YJIbTaTiB [OJISITAaE B
MO>KJIMBOCTI 3aCTOCYBaHHS pO3pO0JIEHMX METOLIB IJ1s1 aHAi3y KpUunrorpadiyHoi CTiIKOCTI cCyyacHUX 6JI0KOBUX
mndpiB 1o nudepeHniasbHOro KpUNToaHalisy. Pesynpraty gucepTaniiHOro JOCiIPKEHHS LO3BOJISIIOTh
PO3LINPUTU MOXJIMBOCTI 3aCTOCYBaHHS AudepeHLiaTbHOro KpUIITOAHAJII3y Ha OCHOBI yCideHuX AudepeHiais,
30KpEMa, [7151 OLIiHIOBaHHS KpUNTorpagiyHoi CTiIMKOCTi 6iT-OpieHTOBaHUX 6s10KOBUX mUdpiB. OKpiM LIBOTO,
ollep>KaHi pe3yJIbTaTy AO3BOJISIOTh MOKPALLyBaTH iCHYIOUi OLIiHKM BEPXHIX MEX IMOBIpHOCTEH qudepeHLiaiB 1J1s
HEMapKOBCBHKHUX CJIOBO-OPi€HTOBaHUX (eiicTenb-TIoAi0HMX KPIB, 110 CYTTEBO PO3LIMPIOE Kiac 6J10KOBUX MUPPIB
i3 06rpyHTOBaHOK KpUNTOrpadiyHoIo CTiMKICTIO, IPUIATHUX [AJ11 IPAKTUYHOTO BUKOPUCTAHHS. 3allpONIOHOBaHi
METOJM MOXKYTb OyTV BUKOPUCTAHI TP aHaJli3i Ta IPOEKTYBaHHI HOBUX CUMETPUYHUX KPUNITOrpapiyHux
IIPUMITHBIB, @ TAKOX IIPU OLiHIOBAHHI CTIMKOCTI iCHy109MX 67I0KOBUX MH(PIB L0 Cy4YaCHUX KPUIITOAHATIITUYHNAX
arak. KirodoBi cioBa: kpunrorpadiyHuii 3axucT iHpopMaliii, cumeTpudHa kpurnrorpadis, 6;10KoBi mudpu,
Kpunrorpa@iyHuii aJropuTM, JlerkoBarosa kpunrorpadisi, tudepeHiiagbHAN KpUNTOAHAi3, KpunTorpadgiyHa
CTiMKiCTb, OGI'PYHTYBaHHSI CTIIKOCTi, aHai3 CTIMKOCTI, yciueHi qudepenuianu, Peiictenb-noaioHi cxemu, L-cxema,
R-cxema, 6s10K4YeliH, Kibepbesneka

2. Yakymchuk O. Security formalized evaluation methods of block ciphers against modern cryptanalytic attacks. —
Qualifying scientific work, the manuscript. Dissertation for obtaining the degree of Doctor of Philosophy in
specialty 113 Applied Mathematics (field of knowledge 11 Mathematics and Statistics). — Igor Sikorsky Kyiv
Polytechnic Institute, Kyiv, 2026. Differential cryptanalysis is a main method for analyzing symmetric-cipher
security and a key requirement for modern block ciphers. Truncated-differential approaches are developed for
word-oriented ciphers but insufficient for bit-oriented lightweight ones; for non-Markov structures, existing
methods for estimating upper bounds on differential probabilities are uninformative. The aim of the dissertation is:



to develop a formalized approach to truncated differential cryptanalysis, in particular for bit-oriented ciphers, and
to demonstrate the possibility of practical application of the developed approach; to develop efficient algorithmic
approaches for calculating upper bounds on differential probabilities for non-Markov ciphers with Feistel-like
structure, and to compare the results of applying the developed algorithms to ciphers of different structures and
with different components of round function. The first chapter outlines the place of block ciphers among the
primitives of modern security systems, including blockchain, where hash function security is critical and tied to
block cipher cryptanalysis. It reviews known results in differential and truncated differential cryptanalysis of real
ciphers and methods for estimating upper bounds on differential probabilities for Markov and non-Markov
ciphers. The second chapter develops a formalized approach based on difference ternary patterns; security
parameters are introduced and their algebraic properties studied. It describes truncated differences and
transitions between them in bit-oriented ciphers and their probability metrics, analyzes propagation through
round-transformation components and the branch-and-bound method, and is demonstrated on real ciphers. The
third chapter develops analytical algorithmic methods for estimating upper bounds on differential probabilities of
non-Markov Feistel-like ciphers. For the Feistel, L- and R-schemes, structures are analyzed and recurrence
formulas and algorithms constructed for the matrix of upper bounds. Model ciphers of different structures are
built and compared. The scientific novelty of the obtained results consists of the development of formalized
methods for the truncated differential cryptanalysis for bit-oriented block ciphers and in the construction of
analytical algorithmic methods for evaluating differential probabilities for non-Markov cryptographic schemes
with Feistel-like structure. 1) A formalized approach to describing truncated differentials, in particular in bit-
oriented block ciphers, based on ternary difference patterns was proposed; it allows transitions between classes of
differences to be described and their probability characteristics to be studied. 2) For the first time, a parameter
was proposed that makes it possible to justify the insecurity of bit-oriented ciphers against truncated differential
cryptanalysis. 3) For the first time, algorithmic methods have been proposed for constructing and computing
estimates of security against differential cryptanalysis for the non-Markov L-scheme and R-scheme of block
ciphers. It is shown that the proposed methods yield better security estimates than the known theoretical
analogues. 4) Algorithmic methods for constructing and computing matrices of estimates of security against
differential cryptanalysis for non-Markov Feistel schemes were refined. The practical significance of the obtained
results lies in the possibility of applying the developed methods to analyze the cryptographic security of modern
block ciphers against differential cryptanalysis. The proposed approaches expand the possibilities of applying
differential cryptanalysis based on truncated differentials, in particular enabling its application to bit-oriented
block ciphers. In addition, the developed algorithms make it possible to improve existing estimates of upper
bounds on differential probabilities for non-Markov Feistel-like ciphers. And this enables a more accurate
evaluation of the theoretical security of such ciphers against differential cryptanalysis. The developed algorithms
can be used in the study and design of new symmetric cryptographic primitives, as well as in evaluating the
security of existing block ciphers against modern cryptanalytic attacks. Keywords: cryptographic information
security, symmetric cryptography, block ciphers, cryptographic algorithm, lightweight cryptography, differential
cryptanalysis, cryptographic security, security justification, security analysis, truncated differentials, Feistel-like
schemes, L-Feistel scheme, R-Feistel scheme, blockchain, cybersecurity
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TOJIOBYIOYOTO Ha 3acCifiaHHi

BiamoBimaibHUH 32 MiZTOTOBKY SIxumuyk Onekciii Ilerposud
00JIiKOBHX JOKYMEHTIB

PeeCTpaTop [Opuenko TersiHa AHaToJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




