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Pedepar:

1. Inceprarnist Ha 3000YTTSI HAYKOBOTO CTYIIEHS JOKTOpa NOJIITUYHUX HayK 3a crewianbHicTio 23.00.04 - ITomiTnyHi
pO6JIEMU MDKHAPOJHUX CUCTEM i I7106a/IbHOTO PO3BUTKY. — BOJIMHCHKMI HalliOHA/IbHUI yHiBepCUTET iMeHi Jleci
Ykpainn, m. JIyipk, 2025 p. JucepTaniiiHe JOCIIPKeHHS € KOMILIEKCHOIO HAYKOBOIO Mpalelo, CIIPSIMOBaHOIO Ha
ocMuciieHHsl peHoMeHyY iHdpopMallifiHOro Tepopu3My SIK HOBITHbOI popMu ribpuiHOI arpecii B cuctemi ri1o6aabHoOI
0e3MeKku. AKTyasIbHICTb TEMHU 3yMOBJIEHA MaCIITaOHUM BUKOPUCTAHHSIM iHQOpMaLiHUX TEXHOJIOTIN Y IOJIITUYHHUX,
BilICbKOBHX i COLIiaJIbHUX KOH(PIIKTAX, 1[0 [IOTPEOYE PO3POOJIEHHSI HOBUX TEOPETUYHUX i IPAKTUYHUX MiAXOIB 0
3abe3nedyeHHs CTIMKOCTI IepkaBy B yMOBax iHOpMaLiliHKX 3arpo3. MeTa BOoCiIpKeHHs — BUSIBJIEHHS CyTHOCTI,
CTPYKTYpH Ta IMHAMIKM iHPOPMaLiliHOrO TEPOPU3MY SIK IOJIITUYHOIO Il KOMYHIKaTHUBHOTO P€HOMEHY, BU3HAYEHHS
J10ro BIUIMBY Ha MDKHAPOJHY Ta HalliOHa/IbHY 0€3I1EeKY, a TAKOXK PO3POOJIEHHS HAyKOBO OOIPYHTOBAHUX MEXaHi3MiB
npotupii. Y po6oTi chopMyIb0BaHO 3aBHAHHS, 10 OXOIIIOIOTh aHAJIi3 KOHIENTYaJbHUX ITiAX0iB O BUBYEHHS
TepopusMy B iHopmauiiiHy 100y, BU3HaYeHHs TUIIiB i popm iHpopMaLifiHOro Tepopy, LOCiIKeHHS LOCBiLy



IpoTUii MM SIBUIIAM y IPOBiIHUX fepxkaBax cBiTy (CLIA, kpainax €C, fnowii, KHP, Ingii, nep>xaBax A¢Qpuku ta
JlaTnHCBHKOI AMepUKH) 11 OLiHKY ePeKTUBHOCTI YKpaiHChbKUX NMPaKTUK NPOTULil ne3indopmariii Ta Kibepsarposam y
nepiof, poCiiCbKO-yKPaiHChKOI BiiHU. METO0JIOTIYHY OCHOBY CTaHOBUTD MTO€JHAHHS CUCTEMHOTO, iIHCTUTYLIIMHOTO,
MOPiBHSIJIBHOTO, CTPYKTYPHO-(YHKIIOHAJILHOTO, iCTOPUYHOTO I KOHTEHT-aHali3y. 3aCTOCOBAHO SIK SKiCHi, TaK i
KizibKicHi MeTonu — Bif OSINT-MOHITOPUHTY BiIKPUTHUX IKEpeJl 40 CTAaTUCTUYHOTO aHasli3y MacITabiB
iHdopmaniitHux aTak i KaMIaHii BIMBY. Take oegHaHHS 3a6e311e4nsio IIIM00Ke OCMUCJIEHHS CYTHOCTI peHOMEeHy
iHopmaiiiHOro TepopU3My Ta Horo TpaHcpopmaliiiHux HacsiakiB. HaykoBa HOBU3HA [OCIiIPKEHHS T10JIrae B
TOMY, IO BIEpIIE: — 3[iiICHEHO KOHLENTYyali3alilo MOHATTS iHpOPMaLifHOI CTIMKOCTI SIK KJII0YOBOTO €JIEMEHTY
HalliOHAJIbHOI 6e3MeKy, 110 OXOTUIIOE TeXHIYHI, PaBOBi, OpraHi3aliliHi, OCBITHi 11 MCUXOJIOTiYHi KOMIIOHEHTH, —
OOI'PYHTOBAHO POJIb CTPATETiUHUX KOMYHiKalill, MeJliarpaMOTHOCTI Ta iHpOpMaLifiHO] ririeHu K eJIeMEHTiB
iH(popmMaLiitHOi 060POHU AEP>KaBY; — CUCTEMATU30BAHO YKPAiHCBKUI NOCBIJ NPOTUiI iH(pOpMaLiIHUM aTakaM,
30kpeMa aisibHicTs OSINT-crinpHOT, 1MPPOBUX BOJOHTEPIB, iHilliaTuB StopFake, Detector Media Tomo, i
BM3HAYEHO iX poJib y 3MilfHEeHHI iHpopMaLiliHOI CTIMKOCTI; — po3po6JieHo Tumnosorio Gopm iHpopmMauiiHOro
TepopusMy (Mezia-, Kibep- Ta KOTHITUBHOTO) I [10AaHO XPOHOJIOTIYHY MOJIE€JIb MOT0O €BOJIIOLI Bifl TPaAULIIHUX 10
u1ppoBUX POPM HACUIBCTBA; — CHOPMYJILOBAHO PEKOMEHALl 0710 BOCKOHAJIEHHS MOJIITUKY Jiep>KaBu y cdepi
indopmaniitHoi 6e3nexu, rapMoHizallii HalioHaJIPHOTO 3aKOHOAAaBCTBa 3 HopMamu €C i HATO Ta po3BUTKy
IIapTHEPCTBA MK Jep>kaBolo, FPOMa/IsTHCBKUM CYCIIIbCTBOM i Megia y cepi npotuzii inpopmaliiHuM 3arposam.
[TpakTHYHe 3HaYEHHS pPe3yJbTaTiB [10JISITA€ B MOXKJIMBOCTI BUKOPUCTAHHS HANpallloBaHb AucepTalii B AisIbHOCTI
yPSI0BUX CTPYKTYP, BilOBiIanbHUX 3a iHOpMalliiiHy 6e31eKy, po3po06JIeHHs cTpaTerii npoTuaii riopuaHumM
3arposam i nesindopmaliii, a TaKOK y HaBUaJIbHOMY TIPOLIECi — y MeXXax IUCLUILIIH «MDKHapoHa 6e3neKa»,
«CrpareriuyHi KoMyHiKauii», «Kibepbesnekay, «MixkHapoaHa iHpopmalis». Pe3yabTaTyl JOCTIIKEHHS MOXYTb OyTH
KOPMCHMMU [17151 MiJrOTOBKY aHAJiTUYHUX MaTepiasliB, CTBOPEHHS HaBYaJIbHUX IIPOTPaMm i PO3BUTKY aHAITUYHUX
LIeHTPiB i3 nuTaHb iHPopMaLiiiHOi Ta rymaHiTapHOi 6e3nexkyu. OcOOUCTHI BHECOK 3[100yBaya IOJISITa€ B OIUGIEHH]
TEOPETHUKO-METO0JIOTTYHUX 3acajl JOCTiIKeHHs iH(popMaLifiHOro TEPOPU3MY, pO3pO06JIeHH] KOHLIeN i
iHpopMaLifHOI CTIMKOCTI SIK IHCTPYMEHTY 3aXMCTy HalliOHAJIbHUX iHTEPECiB, CTBOPEHHI TUIIOJIOTi] iHpopMaLiiHuX
3arpo3 ¢ y3araJlbHeHHi MiXKHapOJHOrO AOCBily NPOTUii iHPOpMaLiTHUM aTaKaM.

2. Dissertation for the degree of Doctor of Political Sciences in the speciality 23.00.04 - Political Problems of
International Systems and Global Development. - Lesya Ukrainka Volyn National University, Lutsk, 2025. The
dissertation is a comprehensive study that explores the phenomenon of information terrorism as a new form of
hybrid aggression within the contemporary system of global security. The research is driven by the growing role of
the information environment in shaping political decisions, societal perceptions, and security strategies of states,
as well as by the urgent need to establish theoretical and practical frameworks for strengthening national
resilience against information-based threats. The purpose of the dissertation is to identify the essence, structure,
and dynamics of information terrorism as a political and communicative phenomenon; to assess its impact on
international and national security; and to develop scientifically grounded mechanisms of counteraction. The
study’s object is the phenomenon of information terrorism in the context of global transformations, while its
subject comprises political, institutional, communicative, and normative mechanisms of its manifestation and
neutralization. The author set a series of research objectives, including: an analysis of conceptual approaches to
terrorism in the information age; the identification of typologies and forms of information terrorism; a
comparative study of counteraction strategies in leading states (the USA, EU countries, Japan, China, India, African
and Latin American nations); and an assessment of Ukraine’s experience in combating disinformation and hybrid
aggression amid the ongoing Russian-Ukrainian war. The methodological framework combines systemic,
institutional, comparative, structural-functional, and historical approaches, along with qualitative and quantitative
methods — including OSINT-based analysis of open sources and statistical data on information attacks and
influence operations. This interdisciplinary synthesis enabled the researcher to examine the multidimensional
nature of information terrorism as both a political instrument and a destructive communicative practice. The
scientific novelty of the study lies in several key contributions: - for the first time, information terrorism is
conceptualized as a political and institutional phenomenon that restructures the global security architecture and



serves as an instrument of influence by both state and non-state actors; - the dissertation introduces the concept
of information resilience as an essential component of national security, encompassing technological, institutional,
educational, and psychological dimensions; - the author systematizes Ukraine’s experience of countering
information aggression, highlighting the activities of digital volunteer networks, OSINT communities, and civil
society initiatives such as StopFake and Detector Media, and their role in strengthening societal resistance; - a
typology of information terrorism forms (media, cyber, and cognitive) and a chronological model of its evolution
from traditional terrorism to digital aggression after September 11, 2001, are developed; - a set of
recommendations is formulated to enhance Ukraine’s information security policy, align its legislative framework
with EU and NATO standards, and promote sustainable cooperation between the state, civil society, and the media
in the field of countering information threats. The theoretical significance of the dissertation lies in deepening the
scientific understanding of hybrid threats in international relations, while its practical importance is demonstrated
through the applicability of its results in designing state information security policies, developing national
strategies for combating disinformation and psychological operations, and integrating the findings into
educational programs on International Security, Strategic Communications, Cybersecurity, and Global Information
Policy. The author’s contribution consists in advancing the theoretical and methodological basis for studying
information terrorism, introducing the category of information resilience as a mechanism for safeguarding
national interests, systematizing global approaches to information security, and substantiating Ukraine’s
innovative model of informational resistance during wartime. The results of the research may serve as a
foundation for further academic inquiry into the interdependence between information power, hybrid warfare,
and global governance, as well as for the elaboration of practical tools aimed at enhancing democratic resilience
and defending the integrity of the information space. Key words: information terrorism, information resilience,
national security, international security, civil society, Russian-Ukrainian war, hybrid war, strategic
communications, disinformation, EU, Ukraine, NATO, international organisations, conflict.
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