O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0823U101036
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpaunii: 30-10-2023

Craryc: 3amanoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. FaBpunosa Ana AHppiiBHa

2. Alla Havrylova

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cIeniaIbHOCTI: 125

Ha3Ba HayKoBOIi creniaIbHOCTI: Ki6ep6esnexa Ta 3axuct iHpopmaunii

lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI

OcBiTHBO-HAayKOBa Mporpama 3i creniaJabHOCTI: Kibep6esneka

Jata 3axHcTy: 09-11-2023

CnenianbHICTB 32 OCBiTOIO: 125 KiGep6esnexa
Micue po6oTu 3400yBayva:

Kopg 3a €1PIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpaBiiHHs:

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi Cleliali30BaHOl BYEHOI pajiu). Pasosa

crieniasizoBaHa B4eHa pasa N22569

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuii aBiauiitHuil yHiBEpCUTET
Kopg, 3a €IPIIOY: 01132330

Micue3Haxoa KeHHS: npocrnekt Jlio6omupa I'yzapa, 6ya. 1, Kuis, 03058, Ykpaina
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10

BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPHUAUYHOI 0COOH: HaujonanbHuii aBiauiitHuil yHiBepcuTeT
Kopg, 3a €IPIIOY: 01132330

Micue3HaxoaKeHHS: npocnekt Jlrobomupa I'y3apa, 6yz. 1, Kuis, 03058, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

V. BimomocTi npo guceprauiio
MoBga auceprTaliii: Vkpaincoka
Koau TemaTuyHHUX pyopHK: 50.37.23, 81

Tema gucepranii:
1. Mopesti i MeTOIM KOHTPOJIIO LIJIICHOCTI Ta aBTEHTUYHOCTI Ha OCHOBI KacKagHoro anroputmy UMAC

2. Models and methods of integrity and authenticity control based on the UMAC cascade algorithm

Pedepar:

1. Incepranjiiina po60Ta IpUCBIY€HA aKTyaJbHUM [IUTaHHSIM PO3POOJIEHHSI HOBUX Ta yIOCKOHAJIEHHS iCHYI0UHX
Mogesiell i MeToliB 3a0e3Me4eHHs LIi1iCHOCTI Ta aBTEHTUYHOCTI iH(opMallii, sIKka LUPKYJII0€ B KibepnpocTopi B
YMOBax IIOCTKBAaHTOBOTO Nepiofy. B ymMoBax 6ypxJ/IMBOTO 3pOCTaHHS OOYMCIIOBAJIBHUX MOXKJIMBOCTEN OO0 3/1aMy
Kpunrorpa@iyHux aJropuTMiB, BUHUKAE HEOOXITHICTb y po3po0lli Ta MpakTUYHOI peasisalii alropuTMiB 1010
3a0e31e4eHHs OCIyr 6€3MeKu — LiliCHOCTI Ta aBTEHTUYHOCTI. [ly1g 3abe3nedeHHs MOoCyr 6e3neku (LijlicHOCTi Ta
ABTEHTUYHOCTI) SIK IPABUJIO BUKOPUCTOBYIOTHCS aJITOPUTMU TellyBaHHS Ta LM(POBOTro Mifnncy, ajle NpoBeIeHn
anaui3 cnenianicramu NIST y 2020 p. cBigyarts po Te, 10 iCHYI0Yi aJIrOPUTMU B IIOCTKBAHTOBUI KPUNITONIEPIO, HE
3abe3nevyyTh HEOOXiIHUI piBeHb Oe3leKu Ta MOXYTb OyTH 371aMaHi. Kibepaarposu MoxxyTh O6yTH peasizoBaHi yepes
CJ1Ia0KOCTi aJITOPUTMIB relllyBaHHs. [cCHye HU3Ka MiAXOiB O CTBOPEHHS relll-KO/iB AJIs1 MiJBUIIEHHS
KPUIITOCTIMKOCTI II€PEJAHMX ITIOBiOMIIEHD, ajl€ NIPAKTUYHI TOC/IiI)KEHHS JAI0Th 3MOTY TOBOPUTHU IIPO

HEJIOCKOHAJIICTh iCHYIOUMX BapiaHTIB reiryBaHHs 3 IOIVISAY WIBUAKOCTI iX (pOPMYBaHHS Ta CTYIEHS



KPUIITOCTIMKOCTI. [y JiKBiganii 1boro HeJOJIiKy 3alIpOIIOHOBAHO BUKOPUCTOBYBATY IICEBLOBUIIANKOBY IIiAKIALKY
Kpurnrorpa@iyHo CTIIKUMHU aNropuTMaMu. Ajie XO[leH 3 BilOMHUX aJIrOpPUTMIB He 3abe3Ievye CTilKIiCTb 10

KBAaHTOBUX KOMII'IOTEPiB

2. The dissertation study is devoted to the topical issues of developing new and improving existing models and
methods for ensuring the integrity and authenticity of information circulating in cyberspace in the post-quantum
period. In the conditions of the rapid growth of computing capabilities for breaking cryptographic algorithms,
there is a need for the development and practical implementation of algorithms for ensuring security services -
integrity and authenticity. To ensure security services (integrity and authenticity), hashing and digital signature
algorithms are usually used, but the analysis conducted by NIST specialists in 2020 indicates that the existing
algorithms in the post-quantum cryptoperiod will not provide the required level of security and may be broken.
Cyber threats can be implemented through weaknesses in hashing algorithms. There are a number of approaches
to creating hash codes to increase the crypto-resistance of transmitted messages, but practical studies allow us to
talk about the imperfection of existing hashing options in terms of the speed of their formation and the degree of
crypto-resistance. To eliminate this shortcoming, it is proposed to use a pseudo-random layer with
cryptographically stable algorithms. But none of the known algorithms provides stability to quantum computers
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