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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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IV. BizomocTi nIpo niznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0COOH: TepHOMiNbChKUI1 HAl[iOHATLHUI EKOHOMIYHMT yHIBEpCUTET
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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHYHHUX PyOpHK: 50.39.19

Tema guceprauii:
1. MeTonu napasnenpHUX 00YMCIIEHb Ta OOIPYHTYBaHHS PiBHS KpurnrorpadiyHoro 3axucty indpopmatii B

KOMIT'IOTEPHUX MepeKax

2. Methods of parallel calculations and ground of level of cryptographic defence of information are in computer

networks

Pedepar:

1. O6'eKT moOCiIpKEHHs - KOMITIOTEPHI MepeKi [ KpUIITOaHaJIi3y aCUMETPUYHUX CUCTeM udpyBaHHs iHpopmaii
Ha OCHOBi BUKOPUCTaHHSI aJITOPUTMY 3arajbHOro peuiera yrucyiosoro noss (3PUII); meTa gociiisKeHHs -
MiABUILEHHS 3aXMCTy KOMITIOTEPHUX MEPEXX Ha OCHOBI OBIPYHTYBaHHS PiBHS KpUNTOrpadidyHOro 3axucTy Ta
yIOCKOHAJIEHHSI METO/B MapajiesIbHUX 004YKNCIIeHb Y KOMITIOTEPHUX Mepekax LIJISIXOM KPUIITOAHAaIi3y Ha OCHOBI
PO3IIofiNeHNX 00UNCIeHb; METOIM Ta anapaTypa - aHaJiTUYHI, eKCIIepUMEHTAaJIbHI; TEOPETUYHI Ta MPaKTUYHi
pe3yJIbTaTy - po3po6JIEHO METOIY Ta 3aCO0H, sIKi 3a6e3MedyIoTh MiBUIeHHS e(PEeKTUBHOCTI IPOLeCcy
KPUIITOAHAJIi3y aCUMETPUYHUX aJITOPUTMIB 32 PaXyHOK 3MEHIIEHHSI Yacy Ha MOLIYK 3aKPUTUX KJIIOYiB; HOBU3HA -

BIlE€plIe OTPMMAaB IIOAJIbIINY PO3BUTOK IIapajiesIbHUI METO, KPUIITOaHali3y cucTeMu U@pyBaHHS iHpopmarii



RSA, 3a paxyHOK BUOOpY CIELiaIbHOrO MoJiiHoMy anroputmy 3PUII, mo 103B0JIsS€ 3MEHIIUTH 3arajbHy KiJIbKiCTb
IPYyIIOBUX ONepaliiil Ha eTarnax IPOCilOBaHHS Ta 06POOKYU PO3PiIKeHOI MaTpulli BEJIMKOI pO3MipHOCTI;
YIOCKOHaJIEHO MaTeMaTU4Hy MOJeJib pOOOTH NapajleIbHOrO aJIrOPUTMY KPUIITOaHAi3y, 3aBASKA YOMY TOYHIIIe
BM3HAYa€ThCS CTiMKICTh aCUMETPUYHUX CUCTeM M(PYyBaHHS iHpopMaLlii B KOMIT'IOTEPHUX MEPEKax, a TAaKOX
copmMyIbOBaHO ITpaBuUJIa ONTHUMI3ALl [J1s1 pO3NOieHNX 064K CIIEHb, 110 NO3BOJISIE MiTBUIIUTY PiBEHb
IIPOYKTUBHOCTI 3aIIPOIIOHOBAHOI 00YMCIIIOBAJIbHOI crucTeMU. Pe3ysibTaTy po60oTH BIPOBaAKeHO B BAT
TepHoninbcbkuil pagiosaso, "OpioH". PeKOMEHyeTbCsl BUKOPUCTAaHHS Pe3yJIbTaTiB y chepi 3axucTy iHpopmariii

KOMH'IOTCPHI/IX MEPEXK.

2. A research object is the computer networks are for cryptoanalysis of the asymmetric systems of enciphering of
information on the basis of the use of algorithm of Number field sieve (NFS) method; the aim investigation - the
increase of defence of computer networks on the basis of base level of cryptographic defence and improvement of
methods of parallel calculations in computer networks by kryptoanaysis on the basis of the distributed
calculations; methods and equipments are analytical, experimental; results theoretical and practical - methods and
tools which assure the increase of efficiency of testing process of the computer systems and their constituents
due to reduction of time on the finding of the secret keys; novelty - first the parallel method of kryptoanalysis of
the system of enciphering of information of RSA got subsequent development, due to the choice of the special a
polynomial algorithm of the NFS method, that allows lowed common amount of operations of groups on the stages
of sifting and treatment of matrix of largeness. Results used at Ternopil radiofactory "Orion". Drawing on results is
recommended in the field of defence of information of computer networks.
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