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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeTonu Ta MoAeli OLiHIOBaHHSI 3PiJIOCTi IPOLECiB 3aXUCTy iH(popmauii

2. Methods and models for evaluating of information security process maturity

Pedepar:

1. TIponecu 3axucty indpopmarii. MeTo € BHOCKOHAJIEHHS OPTraHi3aliitHuX METOiB 3aXUCTY iHpopMaliii.
BUKOpHCTOBY€ETHCS TEOPisl HEYITKMX MHOXHH, CY0'€eKTUBHOI JIOTiKM Ta METOIY CUCTEMHOTO aHaizy. Po3pobseHo
MOJ€JIb OLiHKY LIi7TbOBOI 3PiJIOCTi IPOLIECIB 3aXMCTY, 110 BPaXOBy€ KPUTUYHICTb iHpopMallii Ta 3HAUyLIiCTh
MIPOLIECIB 3aXUCTy. BOOCKOHAIEHO METOJ, OLIIHIOBAHHSI [IOTOYHOI 3PiJIOCTI MPOLLECIB 3aXUCTY IJISIXOM BUKOPUCTAHHS
Cy06'eKTHBHOI JIOTIKY, 110 J03BOJIslE BpaXyBaT HEBU3HAYEHICTh B OL[iHKax ekcrepra. Po3pobseHo HOBUI METO
PO3B'sI3aHHS 337Ja4 KOHTPOJIIO 3PiJIOCTi HA OCHOBI BUKOPUCTAHHS METO[IiB KOMOIHATOPHO-MHOKMHHOIO aHai3y.
Po3pob6eHo HOBUI MeTO[, (POPMYBaHHS BEPOAIBHUX OLiHOK IIOTOYHOI 3piIoCTi npoueciB 3axucty. Po3pobyieHo
€KCIIepTHY CUCTEMY. Pe3ysibTaTy BIPOBAIKEHO B HAaBYa/IbLHUI MPOLEC Ta BUKOPUCTOBYIOTHCS B ayJUTaX OE3MEKMU.
Cdepoto BUKOPUCTAHHS € 3axUCT iHdDopmaliii

2. Security processes. The aim - improvement of security methods in organizational area. The theory of fuzzy sets,

subjective logic and system analysis methods are used. A model of target security process maturity are developed,
taking into account information criticality and significance of security processes. New evaluation method of



security process current maturity is improved by using subjective logic to allow for uncertainly in expert
judgments. The new method of maturity management is developed by using combinatorial-set analysis methods.
New method of forming verbal estimations for security processes current maturity is developed. An expert system
is developed. Results are embedded in educational process and used for the security audit. Application is security.
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