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Pedepar:

1. Y nuceprauii HaBeIEHO TEOPETUYHE y3araJbHEHHS 1 3alIPOIIOHOBAHO HOBE BUPILIE€HHS HAyKOBO-ITPUKJIAHOTO
3aBJIaHHS PO3BUTKY HAayKOBO-METOIWYHMX 3aca], ineHTudikauii Ta sokanisanii kibepaarpos B yMoBax Ludposisaliii
HalliOHaJIbHOI €EKOHOMIKM. [IMHAMIYHUI aHaJIi3 KiJIbKOCTI HAYKOBUX ITy6JliKalliil 3 MMTaHb IPOTHIL
KibepiaxpaiicTBaM Ta IOCUJIEHHS PiBHS KibepOe3neKu, peasyizoBaHuil 3a JOIOMOrolo iHcTpyMmeHTapito VOSviewer
v.1.6.10 Ta Scopus Citation Overview tool 3acBiguuB, 1[0 cepegHbOPIYHUIN TEMII 3POCTaHHS ONyOJIIKOBAaHUX
HAyKOBUX CcTaTel 3 Liei npobsematuku ckaangae 20%. YV 2022 poui onybsikoBaHo 690 HayKoBuX Myo6JtiKaliil 3
IOCJIiIKYBaHOI TeMaTHKY, 1o Ha 88,5% 6Ginbuie nopiBHsaHO 3 2018 pokom. Haykosui 3 CIIA, Benuko6purasii Ta [Haii
€ Halbi/IbII aKTUBHUMU y IOCTII)KEHH] MUTaHHS Kibepbesneku Ta Kibep3axucty. PesysipraTu 6i671i0MeTPUYHOTO
aHaJIi3y 3aCBiYUIIN HAsBHICTb YOTUPLOX KJIACTEPIB. 32 pe3yJIbTaTaMU KOHTEKCTYaJIbHO-4aCOBOI'0 aHali3y 3 IIMTaHb
KibeplaxpancTB BCTAHOBJIEHO, 0 NpoTsarom 2019-2020 pokiB OCHOBHA yBara rodasa IpUAiSaTUCs TEXHOJIOTISIM Ta
3acobam 3abesneyeHHs Kibepbesneky, a nournHawdu 3 2021 poky HayKoBuUil iHTepec 6yB 3MillleHMi1 Ha JOCJIiIPKEHHS

Ki6epQisMuHUX CUCTEM, BUKOPUCTAHHS T€XHOJIOTIH ITYYHOTO iHTEIeKTY [JIsl IPOTUIil KibepaTakam, BUBUEHHS POJIi



Kib€ep3axUCTy NpY BIIPOBAIPKEHHI iHTEpHETYy pedeil. Y poOOTi OOI'PYHTOBAHO TPAKTYBaTH Kibep3arpoasy 4K JIilo
HasIBHUX Ta,/ab0 MOTEHLiHO MOKJIMBUX AecTabinizyiounx HakTopiB i1 yMOB HABMHCHOI0 260 BUIIAIKOBOTI'O
Nopy1leHHs 6e3neky QyHKIiOHyBaHHS IPOMaJsiHUHA, EKOHOMIUHUX CYO'€KTIB Ta Jep>kaBu y KibepnpocTopi. ¥
PpO6OTi MPOBELEHO 3MiCTOBE PO3MEKYBAHHS TAKUX IIOHSTD 5K «Kibep3arposa», «kibepiHIUIeHT», «KibepaTaka»,
«Kibep31041H». Po3mupeHo nepeJiik 06’eKTiB Kibep6e3neKky 3a paXyHOK iH(opMaliiiHo-KOMyHiKaLilHUX 3aC06iB
dizsn4HMX 0Cib, sIKi BAKOPUCTOBYIOTHCSI HUMU JJ1s1 peastisaliii CyCHiJIbHO Ta XUTTEBOBAKJINBUX ITOTPeO Mif yac
BHMKOPHUCTaHHs KibeprpocTopy. Ha OCHOBI pe3ysbTaTiB PETPOCIIEKTUBHOIO aHasi3y TeHeHLil O PEHHS
Kibep3arpo3 BU3Ha4eHO KJIIOYOBi ApaliBepy CTPIMKOTO HApOIIeHHs 3arpo3 Ta PU3UKIB y KibeprpocTopi. YIIpomoB:xK
2005-2020 pokiB Haiibinbia KipKicTh KibepaTak (41,8% Bin 3aranpHOro 06csry) 6ysa iHilifioBaHa 3/104MHISIMU 3
Kurato, npu ubomy 40% 3 HuX 6yJiv HanIpaBJieHi Ha 00’€KTU KpUTUYHOI iHPpacTpyKTypu y cepi nybsiuHoro
yInpasiiHHS Ta 36% — Ha 00'€eKTU MPUBATHOTO ceKTopy. Haitbisnbi po3noBcioaxkeHo0 GOpMOIo KibepaTakul y CBITi €
pi3Hi Bugu QimmHry, mo nepegdéayae BUKpaLeHHs BaKIMBOI iHpopMallii 32 JOIIOMOTroOI0 eJ1eKTPOHHUX JIUCTIB i3
3aCTOCYBaHHSIM CoLiasIbHOI iHXeHepil Ta o6many. lllono Ykpainy, To y 2022 poui odiniiiHo 3apeecTpoBaHo 415
KibepiHUUAEHTIB, 110 B 2,8 pa3u 6inbiie nopiBHAHO 3 2021 pokoM. Po3pobyieHa METOOIOTis [JIs TUIIOJIOTi3allii KpaiH
3a piBHeM y4acTi ix pe3uieHTiB y 31ilicHeHHi (piHaHCOBUX KibepHETUYHUX IIAaXPalCTBaX, sIKa Iependadae
BpaxyBaHHS IIUPOKOTO KOJIA iHIUKATOPIB, 110 XapaKTEPU3YIOTh Pi3Hi BUAU 37I0UMHHOCTI Ta aKTUBHICTb
KpPUMiHaJILHUX YIPYIIOBYBaHb B KPaiHi, a TAKOX CTaHy KOPYIILii, aKTUBHOCTI Ha JapKHET-PUHKY, PiBHS
KiGEP3JI0UMHHOCTI Ta HaKJIIeHHs Ha KpaiHy MiKHAPOJHUX CaHKILil. 3a pe3ysbTaTaMU BUKOPHUCTAHHS KJIIACTEPHOTO
aHazi3y Ta nobynoBM JepeB Kiaacudikalii 06IpyHTOBAHO JOLIIbHICTh BUOKPEMJIEHHS JBOX IPYI KpaiH. [ly1s
BiJHECEHHSI KpaiHU [10 NepIIoi rpyny HeoOXiIHUMU Ta JOCTaTHIMU € HACTyIIHI YMOBU: 3HAUEHHS 3MiHHOI «pU3UK
Kopymiii Ta xabapiB» Mae npuitMaTy 3Ha4eHHs 6isbie 56,500 ofuHuUIb, 3HAaYeHHS 3MiHHOI «3arajJbHUN JOXi, KU
OTPUMAaHO Ha JapKHET-PUHKY» — MeH1Ie 5,4100 onnHUIb, 3HaYeHHS 3MiHHOI «Mi’KHAPOIHI CaHKLi, SIKi HaKIageHi
Ha Kpainy» — meHue 0,05 oguHNULb, 3HAaUEHHS 3MiHHOI iHTerpajibHOTO PiBHS aKTUBHOCTI KPUMiHATBHUX
yIPYyIIOBYBaHb, ke IpuiiMae 3HaueHHs meHe 0,504 oguHuIb, 3HaU€HHs! 3MIHHOI iHTE€rpajIbHOTO PiBHS
XapaKTePUCTUKY PiZHUX BUIIB 3JI0YMHHOCTI — He 6isbie 0,590 oguHuIb. 32 IPOTUIEKHAX YMOB BUIIE3a3HAYEHUX
iHAMKaTOPIB KpaiHU BiIHECEHO 10 APYroi rpynu. YJOCKOHAIEHO METOAM OOIPYHTYBaHHS (PaKTOPIB NOMNUPEHHS
Kibep3arpo3s B HallioOHaIbHill €KOHOMIIIi 32 IOTIOMOTOI0 CUCTEMHOTO [TOEIHAHHS CUTMOITHOI MOZeJli, METOiB
MallMHHOTO HaB4aHHS SVM Ta IrpylioBOro BpaxyBaHHs apIyMeHTIB IBaxHeHKa. Ha OCHOBI aHani3y n'sATHagUsATU
iHIMKATOPIB, 10 XapaKTEPU3YIOTh Pi3Hi BUAM KibeplIaxpancTB, pO3pO0JIEHO y3arajJbHEHNN iHIEKC Kibep3arpos st
€KOHOMIYHUX CYy0'eKTiB. 32 pe3ysibTaTaMu eMITiPUYHOIO AOCJIIPKEHHsI BCTAHOBJIEHO, 110 OCHOBHUMU JipaliBepamMu
3pOCTaHHsI KibepIiaxpailCTBa € YacTKa HaceJIeHHs], 110 KOPUCTYEThCSI OHJIaliH 6aHKIHIOM, piBeHb HAaBUYOK B

IHTEpHETI Ta IHTEHCUBHICTb OHJIAMH HisJIbHOCTI.

2. The dissertation provides a theoretical generalization and offers a new solution to the scientific and applied task
of developing the scientific and methodological foundations of identification and localization of cyber threats in
terms of digitalization of the national economy. A dynamic analysis of the number of scientific publications on
countering cyber fraud and strengthening the level of cyber security, implemented using the VOSviewer v.1.6.10
toolkit and the Scopus Citation Overview tool, showed that the average annual growth rate of published scientific
articles on this issue is 20%. In 2022, 690 scientific publications on the subject under study were published, which
is 88.5% more than in 2018. Scientists from the USA, Great Britain and India are the most active in researching the
issue of cyber security and cyber defence. The results of the bibliometric analysis proved the existence of four
clusters. According to the results of a contextual and temporal analysis of cyber fraud issues, it was established
that during 2019-2020, the main attention began to be paid to technologies and means of ensuring cyber security.
Starting from 2021, scientific interest was shifted to the study of cyber-physical systems, the use of artificial
intelligence technologies to counter cyber-attacks, as well as the study the role of cyber protection in the
implementation of the Internet of Things. It is justified in the study to interpret the cyber threat as the effect of
existing and /or potentially possible destabilizing factors and conditions of intentional or accidental violation of
the security of the functioning of the citizen, economic entities, and the state in cyberspace. A meaningful
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distinction of such concepts as “cyber threat™, “cyber incident”, “cyber-attack”, “cybercrime” is made. The list of



cyber security objects has been expanded due to the information and communication means of individuals, which
are used by them to realize socially and vitally important needs when using cyberspace. Based on the results of a
retrospective analysis of the trends in the spread of cyber threats, the key drivers of the rapid increase in threats
and risks in cyberspace have been identified. During 2005-2020, the largest number of cyberattacks (41.8% of the
total volume) was initiated by criminals from China, while 40% of them were directed to objects of critical
infrastructure in the field of public administration, and 36% to objects of the private sector. The most widespread
form of cyberattack in the world is various types of phishing, which involves the theft of important information
with the help of e-mails using social engineering and deception. As for Ukraine, 415 cyber incidents were officially
registered in 2022, which is 2.8 times more than in 2021. A methodology has been developed for the typology of
countries according to the level of participation of their residents in financial cyber fraud, taking into account a
wide range of indicators characterizing various types of crime and the activity of criminal groups in the country, as
well as the state of corruption, activity on the dark net market, the level of cybercrime and the imposition to the
country of international sanctions. Based on the results of the use of cluster analysis and the construction of
classification trees, the expediency of separating two groups of countries is substantiated. The following
conditions are necessary and sufficient to assign a country to the first group: the value of the variable “risk of
corruption and bribes” should be greater than 56,500 units, the value of the variable “total income received on the
dark net market” should be less than 5,4100 units, the value of the variable “international sanctions imposed on the
country” should be less than 0,05 units, the value of the variable of the integral level of the criminal groups activity,
which takes a value of less than 0.504 units, the value of the variable of the integral level of the characteristics of
various types of crime should be no more than 0.590 units. Under the opposite conditions of the above-mentioned
indicators, the country is assigned to the second group. Methodological principles for analyzing factors in the
rapid spread of cyber threats in the national economy have been improved. This involves combining the sigmoid
model with SVM machine learning and Ivakhnenko's group considerations. A comprehensive cyber threats index
for economic entities was created using fifteen indicators for various fraud types. Empirical research on the
accelerated growth of cyber fraud in the national economy identified key drivers: the percentage of the population
using online banking, Internet skill levels, and online activity intensity.
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dopma BracHOCTI: /lepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

BiacHe IIpi3Buie Im'sa ITo-6aTbKOBI:

1. CemeHnor Anppin IOpiftoBry

2. Andrii Semenog

KBasigikamis: . e. u., nou., 08.00.08

InenTudikarop ORCID ID: 0000-0003-3222-9574

JopaTrkoBa inHpopmanist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: CyMchKuii iepKaBHU# yHIBEPCUTET
Koz, 3a €IPITIOY: 05408289

Micue3Haxoa>KeHHS: By/1. Pumcbkoro-Kopcakosa, 6y, 2, Cymu, Cymcbkuii p-H., 40007, Ykpaina
dopma ByacHOCTI: Jlepxasna

Cdepa ynpaBiriHHS: MiHicTepCcTBO OCBITH i HAayKu YKpaiHu

InmenTudikarop ROR:

VIII. 3aKkJIr04Hi BiZoMOCTi

BaacHe IIpizBume Im's I10-6aTbKOBI [likompHuK [HHA OnexkcaHapisHa
rOJIOBM pajau

BaacHe IlpizBuime Im's [10-6aTbKOBI [likombHuK [HHA OseKkcaHpiBHa
roJIOBYIOYOroO Ha 3acigaHHi

BiznoBigassHHU 3a MiATOTOBKY Boiiko AHTOH OseKkcaHipoBUY

00JIIKOBHX JJOKYMEHTIB

Peectpartop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




