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Pedepar:

1. Y nucepratlii HaBeJeHO TEOPETUYHE y3arajbHEHHS I 3alIPOIIOHOBAHO HOBE BUPIilllEHHS HAyKOBO-IIPUKJIAJHOTO
3aBaHHS PO3BUTKY HAyKOBO-METOIWYHMX 3aca]l ineHTudikauii Ta joKanisanii Kibep3arpos B yMoBax Ludposisaii
HalioHaJIbHOI €KOHOMIKU. [IMHAMIYHMI aHaJIi3 KiJIbKOCTI HAYKOBUX ITy06JliKallill 3 MUTaHb IPOTUL
KibeplaxpancTBaM Ta IIOCUJIEHHS PiBHS Kibepbeaneky, peasi3oBaHui 3a IONIOMOTroI0 iHcTpyMeHTapio VOSviewer
v.1.6.10 Ta Scopus Citation Overview tool 3acBiguuB, 10 cepegHbOPIYHUI TEMII 3POCTaHHS ONyOJIIKOBAaHUX
HAYKOBUX cTaTell 3 Liei npobiaemaruku ckaagae 20%. Y 2022 poui ony6;ikoBaHo 690 HayKOBUX ITy6JliKaliil 3
IOCTiIKyBaHOI TeMaTHKY, 110 Ha 88,5% 6inbuie nopiBHsaHO 3 2018 pokom. Haykosui 3 CIIA, Benuko6puranii Ta [Haii
€ HalOiyIbIll aKTUBHUMMU y JOCJIIJKEHHI IUTaHHSs KibepOeaneky Ta Kibep3axucty. Pesysibratu 6i61i0MeTpUYHOTO

aHaJIiSy SaCBi,IL‘II/IJII/I HasIBHICTb YOTUPBHOX KJ'IaCTepiB. 3a pe3ynbTaTaM KOHTEKCTYaJIbHO-49aCOBOI'O aHaJIiBy 3 [IMTAaHb



KibeplaxpancTB BCTAHOBJIEHO, 0 NpoTsarom 2019-2020 pokiB OCHOBHA yBara rodasa IpUAiISTUCS TEXHOJIOTISIM Ta
3acobaM 3abesriedeHHs Kibepbesneky, a noyrnHaoouu 3 2021 poKy HayKoBUH iHTepec OyB 3MillleHUI Ha JOCIIiIKeHHSI
KibepQisMuHUX CUCTEM, BUKOPUCTAHHS TEXHOJIOTIH ITyYHOTO iHTEIEeKTy [JIsl IPOTUIii KibepaTakam, BUBUEHHS POJIi
Kib€ep3axUCTy NpY BIIPOBAIKEHHI iHTEpHETy pedeil. Y poOOTi OOI'PYHTOBAHO TPAKTyBaTH Kibep3arpoay 4K [0
HasIBHUX Ta,/a00 MOTEHLiIHO MOXKJIMBUX JeCTabinisyrounx GakTopiB i1 yMOB HABMUCHOTO ab0 BUIMAAKOBOTO
nopyueHHs 6e3neky QyHKIiOHYBaHHS IPOMaJsHUHA, EKOHOMIUHUX CYO'€KTIB Ta Jep>kaBu y KibepnpocTopi. ¥
poOOTi MPOBEIEHO 3MiCTOBE PO3MEKYBAHHS TaKUX IIOHSTD SK «Kibep3arposay, «kibepiHIMIeHT», «KibepaTaka»,
«Kibep3y1041H». Po3mupeHo nepeJiik 06’eKTiB Kibep6earneKky 3a paxyHoK iH(popMaliiiHO-KOMyHiKalilHUX 3aC06iB
dizn4HMX 0Cib, SIKi BAKOPUCTOBYIOTHCSI HUMU JJIs1 peaslisaliii CyCHiJIbHO Ta XUTTEBOBKIINBUX ITOTPeO Mif 4yac
BHMKOPHUCTaHHs KibeprpocTopy. Ha 0CHOBI pe3ysbTaTiB PETPOCIIEKTUBHOIO aHai3y TeHeH1lill IO PEHHS
Kibep3arpo3 BU3HAYE€HO KJIIOYOBi ApaiiBepy CTPIMKOTO HAPOIIEHHS 3arp0o3 Ta PU3UKIB y KibepNnpocTopi. YIpo#oBx
2005-2020 pokiB HaiibinbIIa KinbKicTb KibepaTak (41,8% Bin 3araspHOro 06cCsry) 6ysa iHililoBaHa 37I04YMHLISIMU 3
Kurato, npu ubomy 40% 3 HUX OyJiv HanpaBjieHi Ha 00’€KTU KpUTUYHOI iHpacTpykTypu y cepi nybsiuHoro
yhnpasiliHHS Ta 36% - Ha 00'€KTH IPUBATHOTO CEKTOPY. Halbisbll po3noBcioikeHo0 GOPMOIO KibepaTaky y CBIiTi €
pi3Hi Buay ¢QimmHry, mo nepegbdadae BUKPaLEeHHs BAXIMBOI iHpopMallii 3a IOMOMOI0I0 €JIEKTPOHHUX JIUCTIB i3
3aCTOCYBaHHSIM CcoLiaJyIbHOI iHXeHepil Ta o6many. lllono Ykpainy, To y 2022 poui odiniiiHo 3apeectpoBaHo 415
KibepiHUIUAEHTIB, 1110 B 2,8 pa3u 6inbiie nopiBHIHO 3 2021 pokoM. Po3pobyieHa MeTOOOTis [JIsk TUIIOJIOTi3allii KpaiH
3a piBHEM y4acTi iX pe3uieHTIB y 3[iliCHEHH] (piHaHCOBMX KiOEpHETUYHUX MAXPACTBAX, IKa nepenbdadyae
BpaxyBaHHS IIMPOKOTO KoJIa iHIMKATOPIB, 110 XapaKTEPU3YIOTh Pi3HI BUAY 37I0YMHHOCTI Ta aKTUBHICTb
KpPUMiHaJIbHUX YITPYIIOBYBaHb B KPAiHi, a TAKOXX CTaHy KOPYIILii, aKTUBHOCTI Ha JapKHET-PUHKY, PiBHS
KiGEep3JI0UMHHOCTI Ta HaKJIa[leHHs Ha KpaiHy MiKHAapPOJHUX CaHKIil. 3a pe3ysbTaTaM/ BUKOPUCTAHHS KJIIACTEPHOTO
aHali3y Ta No6y[oBU JepeB Kiacu@ikalii OOIPYHTOBAHO NOLIbHICTh BUOKPEMJIEHHS IBOX IPYII KpaiH. [y
BiJHECEHHSI KpaiHU [10 MepIIoi rpyny HeoOXiIHUMU Ta JOCTaTHIMU € HACTYIIHI YMOBU: 3HAUEHHS 3MiHHOI «pU3UK
KOpyILii Ta xabapiB» Mae NpuiMary 3HaueHHs 6isbuie 56,500 oguHuIb, 3HaU€HHS 3MiHHOI «3arajlbHUM NOXif, sIKAil
OTPMMAHO Ha IAPKHET-PUHKY» — MeH1e 5,4100 oguHuIb, 3Ha4eHHs 3MiHHOI «MiKHApOHI CaHKIi, sIKi HakIa#eHi
Ha Kpainy» — meHe 0,05 oMHNLb, 3HAYEHHS 3MIiHHOI iHTE€rpasIbHOTO PiBHS aKTUBHOCTI KPUMiHAJIbHUX
yIPYIIOBYBaHb, ke puiiMae 3HaueHHs meHe 0,504 oguHuIb, 3HaU€HHs 3MIHHOI iHTEerpajIbHOTO PiBHS
XapaKTEPUCTUKHU Pi3HUX BUJIIB 3JI0UMHHOCTI — He 6inbie 0,590 oguHuIp. 3a NPOTUIIEKHUX YMOB BUILlE3a3HAYEHUX
iHOMKATOPiB KpaiHU BiTHECEHO A0 OPYroi rpynu. YIO0CKOHAJIEHO METOLM OO PYHTYBaHHS (PaKTOPIB OMNUPEHHS
Kibep3arpo3 B HaIlioOHaIbHill €EKOHOMIIIi 32 IOTIOMOTOI0 CUCTEMHOTO ITOEIHAHHS CUTMOITHOI MOZieJli, METOMIB
MAaIIVHHOIO HaBYaHH4 SVM Ta rpynoBOro BpaxyBaHHS apryMeHTIB [BaxHeHKa. Ha OCHOBI aHasli3y M'ATHAALSTH
iHAMKaTOPIB, 10 XapaKTepU3yIOTh Pi3Hi BUIM Kibepl1axpalcTB, pO3po0JIeHO y3arajlbHEHN iHAEKC Kibep3arpos aJist
€KOHOMIYHUX CY0'eKTiB. 32 pe3ysibTaTaMu eMITipUYHOTO AOCiIPKEHHsI BCTAHOBJIEHO, 110 OCHOBHUMHU JipaliBEpamMu
3pOCTaHHs KibepIaxpailCTBa € YacTKa HaceJIeHHs], 110 KOPUCTYEThCSI OHJIalH 6aHKIHIOM, piBeHb HAaBUYOK B

[HTEpHETI Ta IHTEHCUBHICTb OHJIAMH JiSJIBHOCTI.

2. The dissertation provides a theoretical generalization and offers a new solution to the scientific and applied task
of developing the scientific and methodological foundations of identification and localization of cyber threats in
terms of digitalization of the national economy. A dynamic analysis of the number of scientific publications on
countering cyber fraud and strengthening the level of cyber security, implemented using the VOSviewer v.1.6.10
toolkit and the Scopus Citation Overview tool, showed that the average annual growth rate of published scientific
articles on this issue is 20%. In 2022, 690 scientific publications on the subject under study were published, which
is 88.5% more than in 2018. Scientists from the USA, Great Britain and India are the most active in researching the
issue of cyber security and cyber defence. The results of the bibliometric analysis proved the existence of four
clusters. According to the results of a contextual and temporal analysis of cyber fraud issues, it was established
that during 2019-2020, the main attention began to be paid to technologies and means of ensuring cyber security.
Starting from 2021, scientific interest was shifted to the study of cyber-physical systems, the use of artificial
intelligence technologies to counter cyber-attacks, as well as the study the role of cyber protection in the
implementation of the Internet of Things. It is justified in the study to interpret the cyber threat as the effect of



existing and /or potentially possible destabilizing factors and conditions of intentional or accidental violation of
the security of the functioning of the citizen, economic entities, and the state in cyberspace. A meaningful
distinction of such concepts as “cyber threat™, “cyber incident”, “cyber-attack”, “cybercrime” is made. The list of
cyber security objects has been expanded due to the information and communication means of individuals, which
are used by them to realize socially and vitally important needs when using cyberspace. Based on the results of a
retrospective analysis of the trends in the spread of cyber threats, the key drivers of the rapid increase in threats
and risks in cyberspace have been identified. During 2005-2020, the largest number of cyberattacks (41.8% of the
total volume) was initiated by criminals from China, while 40% of them were directed to objects of critical
infrastructure in the field of public administration, and 36% to objects of the private sector. The most widespread
form of cyberattack in the world is various types of phishing, which involves the theft of important information
with the help of e-mails using social engineering and deception. As for Ukraine, 415 cyber incidents were officially
registered in 2022, which is 2.8 times more than in 2021. A methodology has been developed for the typology of
countries according to the level of participation of their residents in financial cyber fraud, taking into account a
wide range of indicators characterizing various types of crime and the activity of criminal groups in the country, as
well as the state of corruption, activity on the dark net market, the level of cybercrime and the imposition to the
country of international sanctions. Based on the results of the use of cluster analysis and the construction of
classification trees, the expediency of separating two groups of countries is substantiated. The following
conditions are necessary and sufficient to assign a country to the first group: the value of the variable “risk of
corruption and bribes” should be greater than 56,500 units, the value of the variable “total income received on the
dark net market” should be less than 5,4100 units, the value of the variable “international sanctions imposed on the
country” should be less than 0,05 units, the value of the variable of the integral level of the criminal groups activity,
which takes a value of less than 0.504 units, the value of the variable of the integral level of the characteristics of
various types of crime should be no more than 0.590 units. Under the opposite conditions of the above-mentioned
indicators, the country is assigned to the second group. Methodological principles for analyzing factors in the
rapid spread of cyber threats in the national economy have been improved. This involves combining the sigmoid
model with SVM machine learning and Ivakhnenko's group considerations. A comprehensive cyber threats index
for economic entities was created using fifteen indicators for various fraud types. Empirical research on the
accelerated growth of cyber fraud in the national economy identified key drivers: the percentage of the population
using online banking, Internet skill levels, and online activity intensity.
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Kopg 3a €IPIIOY: 05408289

Micue3HaxoaKeHHS: By/1. Pumcbkoro-Kopcakosa, 6y, 2, Cymu, Cymcbkuil p-H., 40007, Ykpaina
dopma ByacHOCTI: Jlepkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH:. YHiBepPCHTETCHKUI

BaacHe IlpizBume Im's I10-6aTbKOBI:
1. CemeHor Anppin KOpiftoBny

2. Andrii Semenog

KBasigikamnis: . e. u., mou., 08.00.08

InenTudikarop ORCHID ID: 0000-0003-3222-9574

JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOHM: CyMChKUIi ePKAaBHUIA YHIBEPCUTET

Kopg 3a €IPIIOY: 05408289

Micue3HaxoaKeHHS: ByJI. Pumcbkoro-Kopcakosa, 6ya. 2, Cymu, Cymcbkuil p-H., 40007, YkpaiHa
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH: YHiBEPCUTETCHKUI



VIII. 3akr04Hi BimoMocTi
Biacue IpizBume Im's I1o-6aTbKOBI [likombHuK [HHA OseKkcaHnpiBHa

TOJIOBH paju

Biacue IpizBume Im's [1o-6aThKOBI [likombHuK [HHA OneKkcaHnpiBHa

rOJIOBYIOYOTO Ha 3acCifiaHHi

BigmoBizasibHU 32 MiATOTOBKY Boiiko AHTOH OneKCaHapOBUY

00JIIKOBHX JOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiJaJIbHUM 3a PEECTpalLilo HayKoBoi IOpuenko TeTsHa AHaToiiBHA

OisIJIbHOCTI




