O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0418U002016
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 12-01-2018

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. [ToHomap Bosogumup AHIpiioBrUY

2. Ponomar Volodymyr Andriiovych
KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoOBOi cneniaabHOCTI: 05.13.21

Ha3zBa HayKoBoi creniaJIbHOCTI: Cucremu 3axucty iHpopmauii

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JlaTa 3axHCTy: 14-12-2017

CnenianbHICTB 32 OCBITOIO: Besneka iepXaBHUX iHPOPMALIIHUX PeCyPCiB

Micue po6oTH 34,00yBayva: XapkiBcbKuil HaliOHaJIbHMI YHiBepcuTeT imeni B.H. Kapasina

Kopg, 3a €IPIIOY: 02071205

Micuesnaxo;pxeum:: mangaH CBo6ony, 4, M. XapkiB, XapkiBCcbKuil p-H., XapKiBcbKa 00171., 61022, Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi CleliaJai30BaHOI BYEHOI pazu): [l 64.051.29
IToBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOM: XapKiBChbKMil HALOHATIBHNIA YHiBepcuTeT imMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micueanaxo;pKeHHﬂ: MangaH CBo6onu, 4, M. XapkiB, XapkiBcbKuil p-H., XapKiBcbKa 0671., 61022, Ykpaina
dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0M: XapkiBchbKuil HallioHaIbHUI YHiBepcuTeT iMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micue3HaxoaKeHHS: maiinan CBo6oau, 4, M. Xapkis, XapkiBCcbKuii p-H., XapKiBcbka 061., 61022, Vkpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYyOPHK: 20.51.35

Tema gucepranii:
1. Mopzesi Ta METOY YIIPaBJIiHHS 1 3aXUCTY 4J1s1 KpunTorpadiyHuUx 3acobiB y IOCT KBAHTOBUH Iepiof
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Pedepar:

1. Incepraniiina po60Ta IpUCBIYeHA BUPIIEHHIO BayKIMBOI HAYKOBOI 3a7ja4i, SIKa [10JIsArae y po3pooLi monesen Ta
METO[IiB 3aXUCTy 3ac006iB KpunrorpadiyHoro 3axucty inpopmatii (K3I) crocoBHO 3arpo3 ¢ QpiznyHUM JOCTYIIOM i
HiATBEPAKEHHS IOXOIKEHHS, peasisallisi Mexa-Hi3MiB 6e3[1e4HOro ynpasiliHHs 3acobamu K3I B iHpopmanifiHo-
TeJKOMYHiKauinHux cucremax (ITC), oLiHKa MOXIMBOCTI 3aCTOCYyBaHHS 3aco6amu K31 MOCT KBaHTOBUX aJITOPUTMIB.
OO6’eKT mOCIiIPKEeHHS — Ipolecy KpuItorpadiyHuxX nepeTBOpeHb, 110 BUKOHYIOThCS 3acoba-mu K31, nys 3axucty
KpUTAYHUX napameTpiB 6e3neku (KI1B), migTBepIKeHHs IOXOKEHHS! i BAKOHAHHS [10CIYT 6€3I1€KU Y I10CT KBAHTO-
BUM nepion. [IpenmeT JOCimKeHHS — MaTeMaTUYHi MOZeJli Ta METOOY 3aXUCTy Ta OE3ME€YHOTO YIIPABJIiHHS
3acobamu K3I B ITC y mocT kBaHTOBUI nepiof. VY nucepraniliHiii poboTi Briepiie po3po61eHO KOMILJIEKCHY MOZEJb
3arpo3 BiHOCHO 3aco6iB K3I Ha BcCix eTamnax ix po3noBCIOIPKEHHS Ta BUKOPUCTaHHS, SKa J103BOJIsI€ OOIPYHTYBaTH
BMMOTIY Ta BU3HAUUTY YMOBY 330€311€4€HHS] aHOHIMHOCTI, 6€3[1€4HOr0 YIIPaBJIiHHS, 3aXMCTY Bifl HECAaHKLIIOHOBAHOTO
IOCTYIly, BTPY4aHHS B NIpoLec GyHKLUiOHYBaHHS, KOMIIPOMeTallii Kil04iB, y TOMY 4MCJIi y TOCT KBAaHTOBUI Nepiof,

BUKOHAHHS IUX BUMOT € HEOOXiTHUM 7151 JOCATHEHHSI HEOOXiTHOTO PiBHS 3aXUIEHOCTi. YIOCKOHATIEHO MeTOO!



6€e311eYyHOT0 yIPaBIiHHS Ta BUKOPUCTaHHS 3ac06iB K31, Ha OCHOBI 3aCTOCYBaHHS CIeliai30BaHOI CKPUIITOBOI MOBY,
110 JO3BOJIS€ peasi-3yBaT BUMOTH IPOTULI] iHCAalJepChbKMM aTakaM Ta BUKOHAHHIO KOMaH], YIIPaBJliHHS, Ki
HEeCyTb 3arpo3y QYHKIiOHYBaHHIO CUCTEMU, 110 3abe3Ieuye NiABUILIEHHS 3aXUIIEHOCTi IO TPEThOTO Ta YETBEPTOrO
piBHIB B cepi 3axucty ynpasiiHHg 3acobamu K3I Ta ix napamerpaMu. YIOCKOHaJIEHO METOAM OLiHIOBAHHS I1O0CT
KBAaHTOBUX KPUITOrpadiyHMX NPUMITHUBIB, 10 Bipi3Hs€TbCA Bill iCHYIOUMX THUM, 110 B JAHUX METOJAaX
BUKOPHMCTOBYETBCA JI€KiJIbKa BapiaHTiB OL[iHKU: METO[] aHAJIi3y iepapXxiii Ha OCHOBI NTONAPHUX IIOPiBHSHb Ta
BU3HA4YEHHS BaroBux Koe(illieHTiB METO/IOM paH)XyBaHHS, B SIKUX €KCIIEPTHA OLiHKa 3aCTOCOBYETHCSI JIMIIE /17151
BM3HAUEHHS BarOBUX KOeQillieHTiB YMOBHUX KPUTEPIiB, a IPM CaMOMY OLiHIOBAaHHI BUKOPHUCTOBYIOTLCS JIMIIE
00'€KTVBHI XapaKTepHUCTUKH i BU3HAU€HA 1IKaJla OLiHIOBaHHS. BkazaHe [103BOJIMJIO IIPOBECTU OL[iHKY MaTeMaTUYHUX
MoJeJsieil MOCT KBAaHTOBUX KpUIITOrpadivHuX aJrOPUTMIB, 110 IPOIIOHYIOThCS, 32 KPUTEPisI-MU CTiMKOCTI,
CKJIQJHOCTI, ONTUMAaJIbHOCTI i BU3HAYNUTH BUKOPUCTAHHS IKUX 3 HUX I03BOJIMTh 320€3MeYnTU HEOOXiNHI PiBHI
3axucty. OTpuMany NoJajbIIMi PO3BUTOK MOZEJIi Ta MEXaHi3MU 3axUCTy iHpopMallii B yMOBaxX 3aCTOCYBaHHS
METO/IiB Ta CUCTEM KBAaHTOBOI'O KPUINTOAHAI3y 32 PaXyHOK BUKOPMCTAaHHS [1IOCT KBAaHTOBOI MOJIEJIi 3arpo3 Ta
aHaJsi3y Bpas3/JnBOCTEN KaHANUATIB Ha MOCT KBAHTOBI KpUI-TorpadiyHi airoputmu, mo 6yJ10 rnepesipeHo npu
OTPUMaHHi pe3yJIbTaTiB NOPIBHAIBHOIO aHAJIi3y KAaHAUAATIB HA IOCT KBAHTOBI KPUNITO-TPadiuHi arOpUuTMU
CTOCOBHO MOXJIMBUX cep ix 3acTocyBaHHS. Lle 103B0INIO0 OGIPYHTYBAaTH BUMOTU [0 [1IOCT KBAHTOBUX MEXaHi3MiB
HaIpaBJIeHOro K(PyBaHHs Ta €JIEKTPOHHOTO MiAIMCY, Ta 3alIpOIIOHYBATH PEKOMEHallii 010 iX 3aCTOCYBaHHS B
IepexifHMM Ta IOCT KBAaHTOBUI [1€PioAy B YMOBax OOMEXKEHHS IPOCTOPOBO] Ta YaCOBOI CKJIAIHOCTI, 3 METOIO
nizBuIeHHs KpunrorpadiuHoi crifikocTi 3aco-6iB K3L.

2. The thesis is devoted to solving an important scientific problem, which consists in the development of security
models and protection methods for cryptographic means in terms of threats with physical access and confirmation
of origin, implementation of the safe manage-ment mechanisms for cryptographic means in information
telecommunication system (ITS), assessment of the possibility of applying post-quantum algorithms in the
cryptographic means. The object of the research - processes of cryptographic transformations. which are per-
formed by cryptographic means, in order to perform of security services in the post-quantum period. Subject of
research - mathematical models and methods of protection by cryptographic means in the information and
telecommunication systems in the post-quantum period. In the thesis complex threat model for cryptographic
means, which covers all stages of their distribution and exploitation was developed for the first time. Such model
makes it possible to justify the requirements and determine the conditions for anonymity ensuring, safe man-
agement, unauthorized access protection, meddling in the process of functioning, key compromising including in
the post quantum period. The methods for cryptographic means safe management and using were improved due
to specialized scripting language realization, which allows implementing the bucking requirements against insider
attacks and executive instruction, which pose a threat to system operation. The evaluating methods of the post-
quantum cryptographic primitives were improved. Introduced evaluating method differs from existent in that it
uses several evaluating methods such as: hierarchy analysis method, based on pairwise comparison and weighting
coefficient evaluation with rank order method, which uses peer review only for conditional tests weighting
coefficient calculation, but for evaluation process itself objective characteristics and defined rating scale are used.
That allowed to evaluate proposed post-quantum cryptographic al-gorithms mathematical models according to
the criteria of security, complexity, and optimality. Security models and mechanisms of infor-mation protection in
terms of using quantum crypto analysis methods and systems were developed. It was possible because of using the
results of post quantum cryptographic algorithms candidates’ comparative analysis concerning their scope. That
allowed to ground the re-quirements for post-quantum mechanisms of encryption and electronic signature as well
as propose recommendations on their using in transitional and post quantum periods subject to space and time
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