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BUSBJIEHHS aTaK Ha iHQOpMaliliHi pecypcH, 3/IMIIAETbCSs aKTyaJIbHUM 3aBAaHHAM. ToMy ¢axiBli B 06J1aCTi
iHdopmaniitHoi 6e3neKky He MPUIMKHSIIOTh CIIPOO 0OYI0BY Pi3HUX KIacuikaliiHUX cXeM, SIKi B Till yu iHmil mipi
CIIpYSIOTh PO3YMIHHIO ITPOLIECIB, 1110 BEAYTh [0 IPOHUKHEHHS B CUCTEMH, i JONIOMAraloTh pO3pO0OJISITU 3aX0AU
3aXUCTy i peasizoByBaTU cucTeMH 3axuCTy. [Ipouec nepepadi iHgpopmaii Big opilifiHOro Axxepesa 4u 3 “MicLs
nofii” 10 KiHI€BOTO CIIOKMBAva € JOCTAaTHbO CKIaAHMUM i TpuBanum. I1if yac cBoro npocyBaHHs iHpopmalis
LMPKYJIIO€ B iHpopMaLiliHOMY IPOCTOPi i epedyBae Mif; BIIJIMBOM Pi3HUX I'PYII BIUIUBY, SIKi I€peClifyoTh BlaCHI
inTepecu. OTxe, Iy’Ke 4acTo KiHI|€BUIl KOPUCTYBad OTPUMYE yIIEPEIKEHY, HE00' €KTUBHY iHPOPMaLLilo, METOIO SIKOI
€ BYMHEHHS [1I€BHOTO BILJIUBY Ha MOTO NOBEJiHKY. /17151 3a6€e3neuyeHHss HOpMabHOTO (QYHKILIOHYBaHHS, TPUMHSATTS
aJleKBAaTHUX pillleHb 3aBIAaHHSM KiHIIeBOrO KOPUCTYBaya € oJep>kKaHHs 06'€KTUBHOI CBO€YacHOI iHpopmaliii, nis
4YOT0 Ha MePEeIHIN IIaH BUCTYNAIOTh [IMTAHHS OLIHIOBAaHHS ii JOCTOBIPHOCTI. Pa3oM 3 TUM, HE3Ba)KalO4YM Ha 3HAYHY
KiJIBKiCTb My6JIiKalill o0 BUPilleHHs Pi3HOMaHITHMX aCIleKTiB OL[iHIOBaHHS JOCTOBIPHOCTI iH(popmallii Ha
ChOTOIHILIHIN IeHb 3a/IMIIAETHCS HEBUPILIEHOIO MTP06JieMa KOMILJIEKCHOTO OLiHIOBAaHHS JOCTOBIPHOCTI 3
ypaxyBaHHSM MOJKJIMBOTO iHQOpMalliliHOro BIIJIMBY HA PeCypcU Ta KaHasu nepenadi ingpopmauii. OcHoBHe
IIPOTUPIYUS, SIKE JIEXXUTb B OCHOBI HAyKOBOT'O AOCJIiIPKEHHS [IOJISITAE, 3 OJJHOr0 60Ky B TOMY, 1110 iHdopMallis, sKa
I0OyBa€eThCs, MepeaeThCsl Ta 36epiraeTbcsl, He 3aBKOU MOKe OYTU MIpeiCTaByIeHa y BUIJISAL JaHUX YU BifOMOCTeN
Ha MAIIMHHUX HOCISX y CTAaHJAPTU30BaHOMY YU (OPMasi30BaHOMY BUIJISL, @, BiiTaKk IOTpedye 0COOINBUX
niaxomiB oo ii 3axUCTy Bifl CIOTBOPEHHS. 3 iHIIOro GOKY, BIJIMB iHPOPMALiliHOTO IPOTUOOPCTBA, IKUI TaKOX €
iHpopMaLiIHUM, TAKOXK He MOXe OYTH IPEACTaBIEHUM METOJaMU (POPMaJILHUX T€OPil Ta YUCIIEHB, IO
YHEMOXJIMBIIIOE FIOTO OLiHIOBaHHS TIiJ] YacC OLiHKM JO0CTOBipHOCTI iHdopMawii. OTKe, BUPIIeHHIO MifJisirae
aKTyaJIbHe HayKOBe 3aBJlaHHs 010 po3po0JIeHHsI MeTOAMKY OLIiHIOBaHHS JOCTOBIPHOCTI iHdopMallii B ymoBax
iHopmaiitHoro npoTubOPCTBA 17151 3aXUCTY iHPOPMaLiIHMX PecypciB opraHizallii Ta 3a6e3ne4eHHs
indopmauiitHoi 6e3nexku KOpUCTyBayiB. MeTa AucepTaLiiiHoi po60TH MOJISIrae NoJsirae y nigBUILEeHH] JOCTOBIPHOCTI
indopmauii, sxa nepenaeTsCs Bif nepuiomxepesa 10 KOpUCTyBada B yMoBax iHpopMaLiiHOro npoTu60opCTBa.
HaykoBa HOBU3HA Ofiep>KaHUX Pe3yJIbTaTiB MoJsirae: Y10CKOHaJIeHO MaTeMaTU4Hy Mojesib iHpOpMaLiliHOTO BIJIUBY
BiITBOPIOBATH NpoLec iHPOpMaLiITHOrO NPOTUOOPCTBA, MTPU NPOXOKEHHI OBiOMJIEHD Bill IEPLIOKepeia 10
KiHLIeBOrO KOpHCTYBaua; Briepuie po3po6yeHo Mozesb NpoLecy yIpaBiliHHS TOCTOBipHicTIo iHdopMallii B ymoBax
iHopmariiiHOro NpoTU6OPCTBA, SIKA A€ MOXKJIMBICTh peasidyBaTy 6araTOKPOKOBY II€PEBipKy [OBiJOMJIEHD 3
IIOCTYIIOBUM IIiIBULIEHHSIM IIOKa3HUKIB [IOCTOBIPHOCTI y 3aJIEXXHOCTI BiJl XapaKTepy IOBiOMJIEHDb TA CTYIIEHS
BIUJIMBY Ha iX 3MiCT; YZ,OCKOHAaIEHO METOIMKY OLiHKU AOCTOBIpHOCTI iHopmanii B ymoBax iHpopmaniriHOro
MIPOTUOOPCTBA, SIKa 403BOJISIE BUBHAYATH KiIbKiCHI Ta SIKiCHI MOKa3HUKU JOCTOBipHOCTI iHdopmaliii B
inpopmauifiHOMYy IOTOLi B YMOBAX BILJIMBIB, SIKi MOXKYTb ONKCYBATUCH K YiTKMMU TaK i HEUITKUMU 3MiHHUMY;
Brniepiie po3po61€HO METOIMKY OLIiHKYA PU3UKIB IOPYIIEHHS JOCTOBIpHOCTI iHpopMmallii, sika 103BOJIsIE BU3HAYATH
HaMGi/IbII DOLIIbHI 3aX04M 100 3a6e3eyeHHs TOCTOBIpHOCTI iHpopMaliii, sika HaZlaeThCsl TAKUMU pecypcaMu
KiHLIEBUM cIIO>KBadaM. HoBi HayKoBi pe3ysbTaTy, ofepkKaHi y po6boTi, y CyKyIIHOCTi CKJIaialoTh MiAIPYHTS 715
CTBOPEHHS CUCTEMHU 3axXUCTYy iHpoOpMallil Ha MiANpreMCTBI Yu Oprasisauii B ymoBax iHpopMaliiiHOro
npotubopcTBa. Y poboTi HaBeeHO KOMILJIEKC aJITOPUTMIB ITepeBipKu TOCTOBIpHOCTI iHpopMaliii, sIKi 03BOJSIOTH
copmyBaTH CUCTEMY yIpaBJliHHS iH(pOpMaLiIHUM 3aXUCTOM MiAIIPUEMCTBA HAa OCHOBI peasizallii npouenyp
yIPaBJliHHS JOCTOBIpHiCTIO iHpopMalii. Pe3ysbTaT MaTeMaTUYHOTO MOIE/IIOBAHHS Ta IPOBEIEHHS IPAKTUYHOTO
€KCIIEpUMEHTY 10/I0 CTBOPEHHSI CUCTEMU 3a0€3I€4eHHsI JOCTOBIPHOCTI iHdopMmalii y TUNoBiil opranisauii faam
MOXUIMBICTb OLIIHUTU €(EeKTUBHICTb BIPOBAIKEHHS OJIeP>KaHUX HAyKOBUX Pe3yJbTaTiB CTOCOBHO MiIBUILIIEHHS
IOCTOBIPHOCTI PECyPCiB 32 PaxyHOK: NiIBUILEHHS aleKBaTHOCTI MOJeJIel ITOJAHH NaHuX Ha 9011%; nigBuineHHs
SIKOCTI opraHni3zatii iHpopmaniitHOro o6MiHy Ha 608%; i BUILEHHS SIKOCTi IPOLIeAYP KOHTPOJIIO iHpOpMaLifHAX
pecypcis Ha 15017%; niprumeHHs kBanidikanii nepconany Ha 17019%. Y po6oTi 3a1IpONOHOBAaHO peKOMEeH Al 1010
yIOCKOHAJIEHHS TIOJIITUK O6€3MeKU J1JIs1 opraHizalliil pisHuX (POpPM BJIACHOCTI, 5IKi QYHKI[iOHYIOTb B YMOBaX

inpopmMauiiHOro NpoTUO60PCTBA 3 60Ky KOHKYPEHTIB Ta HEJOOPO3UYJIMBLLiB.

2. One of the problems that hinder the implementation of effective systems of protection of information resources
is the problem of creating a reliable classification of attacks and mechanisms of filtering information that passes



from the source to the consumer. In view of this, improving the effectiveness of detecting attacks on information
resources remains an urgent task. Therefore, information security experts do not stop trying to build different
classification schemes, which to some extent contribute to the understanding of the processes leading to the
penetration of systems, and help to develop protection measures and implement protection systems. During its
promotion, information circulates in the information space and is influenced by various groups of influence that
pursue their own interests. Thus, very often the end-user receives biased, biased information, the purpose of
which is to exert a certain influence on his behavior. The situation is complicated by the limited data sources, their
subjectivity, and bias, which are the essence of information conflict when the opposing parties try to put any
intelligence pressure on the data sources and the whole process of its dissemination. To ensure the proper
functioning, making adequate decisions, the task of the end-user is to obtain objective and timely information, for
which the issues of assessing its reliability come to the fore. However, despite the significant number of
publications on various aspects of assessing the reliability of the information, the problem of this assessment
remains unresolved given the possible impact of information on resources and channels of information
transmission. The main contradiction underlying scientific research is, on the one hand, that information that is
extracted, transmitted, and stored cannot always be presented in the form of data or information on machine
media in a standardized or formalized form, and therefore requires special approaches to its protection against
distortion. On the other hand, the influence of information confrontation, which is also informational, also cannot
be represented by the methods of formal theories and calculations, which makes it impossible to assess it when
assessing the reliability of the information. Thus, the urgent scientific task of developing a methodology for
assessing the reliability of the information in the context of information conflict to protect the information
resources of the organization and ensure the information security of users is to be solved. The purpose of the
thesis is to increase the reliability of information transmitted from the original source to the user in terms of
information confrontation. The scientific novelty of the obtained provisions and results is: Improved mathematical
model of information impact, which allows modeling the impact on the information in the process of its passage
through various means of transmission and reproducing the processes of information confrontation in the passage
of messages from the source to the end-user; For the first time, a model of the information reliability management
process in the conditions of information confrontation is developed, which makes it possible to implement a multi-
step verification of messages with a gradual increase in reliability, depending on the nature of the messages and
the degree of influence on their content; Improved methodology for assessing the reliability of the information in
the context of information confrontation, which allows determining the quantitative and qualitative indicators of
the reliability of the information in the flow under the influence, which can be described as clear and indistinct
changes; For the first time, a method of assessing the risks of breach of information is described, which allows
determining the most appropriate measures to ensure the reliability of the information provided by such resources
to end-users. The new scientific results obtained in the work, together, form the basis for the creation of a system
of information protection at the enterprise or organization in the conditions of information conflict. The results of
mathematical modeling and conducting a practical experiment to create a system for ensuring the reliability of
information in a typical organization made it possible to assess the effectiveness of the implementation of
scientific results to increase the reliability of resources by: increasing the adequacy of data models by 9011%;
improving the quality of information exchange by 608%; improving the quality of control procedures for
information resources by 15-17%,; staff training by 17-19%. The paper proposes recommendations for improving
security policies for organizations of various forms of ownership, which operate in conditions of information

confrontation by competitors and enemies.
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