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Pedepar:

1. Inceprarnis Ha 3000YTTSI HAYKOBOTO CTyIEHs AOKTOpa ¢pinocodii 3a cnenjanpHicTio 124 — CUCTEMHUI aHAai3. -
HaujonanbHuii yHiBepcuTeT «JIbBiBCbKA IMOJIiTEXHIKA» MiHicTepcTBa OCBiTY i HayKM YKpainuy, JIbBiB, 2026. Y
IycepTaliliHiil po60Ti PO3B'sI3aHO aKTyaslbHy HayKOBY 33/la4y PO3POOJIEHHS Ta [LOCiI)KeHHsI MeTOMiB ONTUMIizallii
(YHKLIOHYBaHHS pO3I0JiNneHnX iHpOopMaLiiHUX CUCTEM M1 3abe3N1eYeHHs IMINO0KOi CIIOCTEPEKYBAHOCTI,
3MEHIIEHHS] BUTPAT HAa yTPMMaHHS iHPPaCTPYKTYpH Ta MiBUIIEHHS PiBHS iHPOpMaLiliHOi 6e3neku. Y BCTyMi
OOIPYHTOBAHO aKTYyaJIbHICTh TEMM IUCEPTaLiiiHOi po60TH, BU3HAYEHO ii MeTy Ta cGOPMOBAHO 3aBIAHHS IJ1s i
JocsTHeHHs. HaBeneHo 3B'SI30K IIPOBEAEHOTO NOCIIKEHHS 3 HAyKOBUMU ITPOrPaMaMy Ta TEMaMu, CPOPMOBAHO
HAyKOBY HOBU3HY Ta NIPAaKTUYHE 3HAYEHHS OTPMMAHUX PE3YJIbTaTiB, IaHi IPO OCOOMCTUI BHECOK 310,00yBayYa,
anpo6allilo pe3ybTaTiB gucepTaii. [Tepmuil po3ain «AHasi3 cyyacHOro CTaHy Ta pobjeM e(PeKTUBHOCTI

dyHKLiOHYBaHHS pO3IoAiNeHnX iIHPOPMaLiiHUX CUCTEM» IIPUCBSIYEHO OIJISIY CYYaCHUX MiTXOMiB IO



3abe3nedyeHHs (PyHKLIOHYBaHHS y MIKpOCEPBiCHUX apxiTekTypax. [Ioka3aHo, 0 iCHyI04i MEeTOM PO3IOAiJIEHOTO
TpacyBaHHS MAIOTh CYTTEBI OOME>KEeHHSI, [10B's13aHi 3 BTPATOI0 CEMAaHTUYHOI'O KOHTEKCTY Ta OPi€HTallil0 Ha TeXHiuHi
MeTazaHi. BusHauyeHo, 110 BiICyTHICTb KOPEeJsLii MiX 6i3HeC-IaHUMM Ta METPUKaMU IIPOLYKTUBHOCTI
YHEMO>KJIUBJIIOE BUSIBJIEHHS CKJIQIHUX aHOMaJIiil Ta ONTUMI3allilo po3MileHHs AaHux. OGrpyHTOBAaHO HEOOXiAHICTh
PO3pPOOKM HOBUX METOJIB, sIKi 6 3abe3nedyBany 30€pesKeHHS MOBHOTO KOHTEKCTY TPAaH3aKliil 3 MiHiMalIbHUM
BIJINBOM Ha IIPOAYKTUBHICTb CUCTEMU. Y IPYTOMY PO3[iji «MaTemaTU4yHi MOZeJIi Ta KpUTEPii ontumisanii mpouecis
00pOOKH JaHUX Y PO3NOiIEHUX CUCTEMAX» [IPELICTaBIEHO BIOCKOHAIEHI MaTeEMAaTUYHi MOJeJIi, 1[0 ONUCYIOTh
B32€MO/Iil0 KOMIIOHEHTIB CUCTEMHU 3 YPaxyBaHHSIM CEMaHTUYHOTO HaBaHTaKEeHHS. PO3p06s1eHO MOZIENb OLIIHKY
HaKJIaIHUX BUTPAT [1J Pi3HUX METO[IiB [IEPEXOIJIEHHS JaHUX, sIKa TEOPETUYHO OOIPYHTOBYE MepeBaru
ACUHXPOHHOTO MiAX01y. 3alpOIIOHOBAHO METPUKY (POPMYBaHHSI CEMAHTUYHOI BifICTaHIi [1J1g KjlacTepu3allii 3anuTiB
Ta MOJIEJIb OLiHKM JAHUX, 10 [03BoJisge (opMaisyBaTy 3a1a4y ONTUMI3alii IPOCTOPOBOTO PO3MillleHHS
iHpopMaLiiHUX pecypciB y I7106a/IbHO PO3NOJIIEHUX CUCTEMAaX. Y TPETbOMY Po3ini «MeTonu Ta 3acobu
CEMaHTUYHOI'0 aHaJi3y onTuMisalii po3nojiieHnux cucTeM» po3pobJIeHO METO], CEMaHTUYHOTO TPaCyBaHHS, SIKUN
nepep6ayae iHTerpatlito IOBHOIO 3MiCTy 3alIMTIiB y MeTajlaHi. 3allpONIOHOBAHO METOJ, CEMaHTUYHOI JUCKpUMiHallii
Tpa@iKy, 0 I03BOJISIE Y PEAJIbHOMY 4aci QisbTpyBaTH TexHiuHMN «mym» (health-checks, 60tn), 3MeHmy04YM
o0csiru 36epexeHux gaHux Ha 92%. Po3po6sieHO MeTos, peTPOCIIEKTUBHOTO ayIUTy Oe3IeKH, SIKUH Ha BiMiHY Bif
CUTHAaTypPHUX METO/iB, aHaJli3ye CTPYKTYPY 30epekeHUX JaHuX [J1s1 BUsIBJIEHHS BeKTopiB aTak (IDOR, maninyssuii
napaMeTpamiy) Ta BUTOKIB 4yTinBoi inpopmatii (PII). YeTsepruit po3gin «IIporpamua peasnisauis ta
€KCIIepUMEHTAaJIbHE JOCiIKeHHs 3alIPOIIOHOBAHUX 3aCO0iB ONTUMI3alii» IPUCBsIYE€HO NPAKTUYHIN iMIIeMeHTallil
PO3pO6JIEHUX METOIiB Y BUTJISIi IPOrpaMHOro KOMILJIEKCY Ha 6a3i ekocuctemu Java (Spring Boot) Ta xMapHUX
cepsiciB AWS (S3, Lambda). PeanizoBaHo MexaHi3M aCHHXPOHHOTI'O 3aXOIJIEHHSI KOHTEKCTY 3 BUKOPUCTAHHSIM
BipTyasIbHUX NIOTOKIB. Ha OCHOBi pe3y/bTaTiB HABAaHTa)KyBaJIbHOT'O TECTYBAHHS BCTAHOBJIEHO, 1110 3aIIPOIIOHOBAHA
cucrema: - 3abesrnevyye MiHiMaspHi HakIanHi BUTpaTH Ha 3aTpuMKYy (Latency Overhead < 7%) HaBiTh IpU BUCOKUX
HaBaHTaXeHHsX (980 RPS), Ha BinMiHy Bij, CHHXpOHHUX MiXOIiB, le CIIOBiIbHEHHS cUCTeMU csirae 233%; -
IO3BOJISIE JOCSTTU AeCITUKPATHOTO 3MEHIIEHHS BAPTOCTi 30€piraHHs JaHuX 3aBIsKU €(PEKTUBHIN QinbTpauii Ta
KoMITpecii; 3abe3neyye 3MeHIIEeHHSI MepesKeBUX 3aTPUMOK [1JIs BifjialeHNX KOPUCTYBayiB Yy 4,6pasu (3 145 mc 1o 31
MC) 3aB/ISIKY BIIPOBA/I’)KEHHIO METOy AMHAMIUHOI ONTUMI3allii po3MillleHHSs! aHUX; — IeMOHCTPYye e(PEeKTUBHICTh
BUSBJIEHHS iHIIMAEHTIB 6e31eKu Ha piBHI 98%, 110 NiATBEPAXY€E HALiNHICTh pO3p0O06JIeHUX METOAIB ayauTy. OTXe,
BHUKOPHCTaHHS PO3PO06JIEHNX METO/iB Ta 3aC0O6iB LO3BOJISIE CYTTEBO MigBUIIUTY €(PEKTUBHICTh PYHKLIOHYBaHHS
PO3IIoZiNIeHNX CucTeM, 3a6e31edyioun IIMO0Ky CIIOCTEPEKyBaHiCThb, ONTUMI3Allil0 pecypciB Ta HiBULIEeHHS PiBHS
iHopmauiitHoi 6e3nexu. Pe3ysbTaTy, OTPUMAaHi B X0Ji BUKOHAHHS AUCEPTALiiHOTO OCTIiI>KEHHS], BIIPOBAKEH] Y
HaByaJILHUH Npouec HalioHanbHOro yHiBEPCUTETY «JIbBIBCHKA IMOJIITEXHIKAY, WO MiATBEPAKEHO BiAIOBIIHUMU
aktamu. Kio4osi csioBa: Po3nogineni inpopmaliiiHi cucteMn, ceMaHTUYHE TPACYBaHHS, ONTUMi3allis
IIPOYKTUBHOCTI, MiKpocepBicH, apXiTeKTypa CUCTeMHU, Kibepoesneka, KOHTPOJIb JOCTYIly, MOHITOPUHT 6e3IeKH,
BUSIBJIEHHS 3arpo3 Ta aTak, LiiCHICTb Ta AJOCTYNHICTb JaHUX, MOP(OJIOTiYHUI aHali3, MEeTOU IPUIHSITTS PillleHb,
iHTesIeKTyasbHi CUCTeMU, KJIaCTepHUY aHali3, iHTerpaiis gaHux, 6i3Hec-aHasiTHKa, iHpopMaliliHi TEXHOJIOTI],
BEJIMKI JIaHi, apXiTeKTypa HYyJIbOBOI OBipY, OL[iHKa PU3MKiB, MATEMaTUYHE MOJIEIIOBAHHS, CTPYKTYpHA
inenTudikaliis, OHTOJOTIS

2. Thesis for the degree of Doctor of Philosophy in Specialty 124 - Systems Analysis. — Lviv Polytechnic National
University, Ministry of Education and Science of Ukraine, Lviv, 2026. The dissertation solves the relevant scientific
problem of developing and researching methods for optimizing the functioning of distributed information systems
to ensure deep observability, reduce infrastructure maintenance costs, and increase the level of information
security. The introduction substantiates the relevance of the dissertation topic, defines its aim, and formulates the
tasks required to achieve it. It outlines the connection of the research with scientific programs and themes,
formulates the scientific novelty and practical significance of the obtained results, and provides data on the
applicant's personal contribution and the approbation of the dissertation results. The first chapter, "Analysis of the
Current State and Problems of Distributed Information Systems Efficiency," is devoted to a review of modern
approaches to ensuring functioning in microservice architectures. It is shown that existing distributed tracing



methods have significant limitations related to the loss of semantic context and a focus on technical metadata. It is
determined that the lack of correlation between business data and performance metrics makes it impossible to
detect complex anomalies and optimize data placement. The necessity of developing new methods that would
ensure the preservation of the full transaction context with minimal impact on system performance is
substantiated. The second chapter, "Mathematical Models and Criteria for Optimizing Data Processing in
Distributed Systems," presents advanced mathematical models that describe the interaction of system
components taking semantic load into account. An overhead estimation model for various data interception
methods is developed, which theoretically justifies the advantages of the asynchronous approach. A metric for
calculating semantic distance for request clustering and a data estimation model are proposed, allowing the
formalization of the problem of optimizing the spatial placement of information resources in globally distributed
systems. In the third chapter, "Methods and Means of Semantic Analysis for Optimizing Distributed Systems," a
method of semantic tracing is developed, involving the integration of full request content into metadata. A method
of semantic traffic discrimination is proposed, which allows filtering technical "noise" (health checks, bots) in real-
time, reducing the volume of stored data by 92%. A method of retrospective security audit is developed which,
unlike signature-based methods, analyzes the structure of stored data to detect attack vectors (IDOR, parameter
manipulation) and sensitive information (PII) leaks. The fourth chapter, "Software Implementation and
Experimental Research of the Proposed Optimization Means," focuses on the practical implementation of the
developed methods in the form of a software complex based on the Java ecosystem (Spring Boot) and AWS cloud
services (S3, Lambda). An asynchronous context capture mechanism using virtual threads is implemented. Based
on load testing results, it is established that the proposed system: ensures minimal latency overhead (< 7%) even
under high loads (980 RPS), in contrast to synchronous approaches where system degradation reaches 233%;
allows a tenfold reduction in data storage costs due to effective filtering and compression; provides a 4.6-fold
reduction in network latency for remote users (from 145 ms to 31 ms) due to the implementation of the dynamic
data placement optimization method; and demonstrates an efficiency of security incident detection at 98%, which
confirms the reliability of the developed audit methods. Consequently, the use of the developed methods and
means significantly increases the efficiency of distributed systems functioning, ensuring deep observability,
resource optimization, and a higher level of information security. The results obtained during the dissertation
research have been integrated into the educational process of Lviv Polytechnic National University, as confirmed
by relevant acts. Keywords: Distributed information systems, semantic tracing, performance optimization,
microservices, system architecture, cybersecurity, access control, security monitoring, threat and attack
detection, data integrity and availability, morphological analysis, decision-making methods, intelligent systems,
cluster analysis, data integration, business intelligence, information technology, big data, Zero Trust architecture,
risk assessment, mathematical modeling, structural identification, ontology.
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