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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHyHHUX PyOpHK: 50.37.23

Tema guceprauii:
1. MeTonu indopmaniitHoi TexHosorii 3a6e3nedyeHHs Kibepoesneky CuCTeM KePyBaHHS BMiCTOM IIPU CTBOPEHHI

Web-3acTocyHKiB

2. Methods of information technology of ensuring cybersecurity of content management systems during creation
of Web applications

Pedepar:

1. O6’eKT moCiIKeHHs — TPOoLlecy OTPUMAaHHS HeCAHKI[iOHOBAHOI'O AOCTYIY Ta 3aXUCTy QYHKIiN yIpaBiliHHS
CHCTEM KEPYBaHHS BMiCTOM; MeTa AOCJiIPKEHHs — 3a0e3[1eYeHHs 33JaHUX BUMOT J10 Kibep6e3NeKnu CUCTEM
KEPYBaHHS BMiCTOM Ha OCHOBi pO3p00JIeHHS Ta TPAKTUYHOI'O BUKOPUCTAHHS METO/IiB OL[iHIOBaHHS YCHIIIHOCTI
aTaky Ta BUOOPY KOHTP3aXOZiB B YMOBaX 0OMEKEHOI0 OI0IKETY; METOIY AOCIIIPKeHHS — MaTeMaTUYHUH arnapar
Teopii MHOXUH i Teopii IMOBipHOCTEN, METOIM PO3B'sI3aHHS 33724 11iJI0YMCEILHOTO IPOrPaMyBaHHs1, METOAU
HEVPOMEPESKHOIO MOJEIOBAHHS; PE3yJIbTaTH — METOAM iHOPMaLifiHOI TeXHOJIOTi] 3abe3MeYeHHs Kibepoe3neku
CHCTEM KEPYBAHHS BMiCTOM, 10 JO3BOJISIIOTh OLIIHUTY NOKa3HUK YCIIIHOCTI aTaK UIJISIXOM BUKOPUCTaHHS JEPeB

arak Ta 3a0e3[eyrTy BUMOTHY 10 [TOKa3HUKa KibepOe3reKky MIIsIXOM apryMeHTOBAaHOTO BUOOPY 3aX0/IiB 3aXUCTY



BiAITIOBiIHO [0 iX BILJIMBY HAa aTaKy; HOBU3HA — BIIEpLIE OLEP>KaHO METO], 3a0€3I1eUYeHHs KibepOe3neKku CUCTeM
KepyBaHHS BMiCTOM, SIKMH, Ha BiAMiHY Bif BitoMux, 6a3yeThCsl Ha BUOOPI KOHTP3axO[liB 3 ypaxyBaHHIM ix
XapaKTEPUCTUK i CyMiCHOCTI, 110 03BOJIsI€ 3a6€31€YUTH JOIYCTUME 3HA4€HHS ITOKa3HUKA YCIIIHOCTI aTak Ipu
MiHIMaJIbHINl BAPTOCTi; yIOCKOHAJIEHO METOJ, OL[iHIOBAaHHS KibepOe3[eK! CUCTEM KePYBaHHS BMiCTOM LIJISIXOM
BUKOPUCTAHHS [EPEB aTaK i BU3HAYEHHSI IapaMeTpiB 6a30BUX MO/l 3 ypaxyBaHHIM CKJIQJHOCTI iX IPOBeeHHS i
BUSIBJIEHHS, 11O [103BOJIsSIE 3a0€3M1€YNTH JOCTOBIPHICTb OLIiHKYM 3aBISIKM BUKOPUCTAHHIO PE3YJbTaTiB ayJUTy Ta
TECTYBaHHS Ha IPOHUKHEHHS; AiCTaB [OAAJbIIOrO PO3BUTKY METO]], BUOOPY YTUJIT TECTYBaHHS Ha IPOHMKHEHHS
LJISIXOM ypaxXyBaHHSI Pi3HUX KOMOIHAILill iX XapaKTepUCTUK 3 BAKOPUCTAHHSM HEMPOMEPEXI, 1[0 J03BOJIsIE
3a6€311eYNTH BUSBIJIEHHS HAsIBHUX MIOTEHLIMHMX BPA3JIMBOCTEN; CTYIIiHb YIIPOBAIKEHHS — BIPOBazpKeHo y TOB
«XAKEH», HanlioHasIbHMI a€pOKOCMIYHUI YHiIBEPCUTET iM. M. €. JKYKOBCBKOr0 «XapKiBCbKUI aBialliiHU

iHCTI/ITyT»; rajy3b — CUCTEMU KEPYBAHHS BMiCcTOM

2. Object of research - processes of obtaining unauthorized access and protection of management functions of
content management systems; the aim of research - ensuring the requirements for cybersecurity of content
management systems based on the development and practical use of methods of assess the success attack rate
and the choice of countermeasures in a limited budget; research methods - mathematical apparatus of set theory
and probability theory, methods for solving integer programming problems, methods of neural network modeling;
results - methods of information technology to ensure cybersecurity of content management systems, which
allow to assess the success attacks rate with the use of attack trees and to ensure the requirements for
cybersecurity by reasoned choice of protection measures in accordance with their impact on attacks; novelty - for
the first time, the method for ensuring cybersecurity of content management systems has been proposed, which,
unlike the known ones, is based on the choice of countermeasures, taking into account their compatibility, which
allows to ensure the acceptable value of the attacks success rate at the lowest cost; the content management
systems cybersecurity assessing method has been improved by using attack trees and determining the basic
events parameters, taking into account the complexity of their implementation and detection, which makes it
possible to ensure the veracity of the assessment by using the results of audit and penetration testing; the method
of choosing penetration testing tools using neural networks has been further developed by taking into account
various combinations of their characteristics, which allows to provide detection of existing potential
vulnerabilities; the degree of implementation - the results were implemented at the HAKEN Ltd, National
Aerospace University “Kharkiv Aviation Institute”; industry - content management systems
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