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1. Inceprarifina po60Ta IPUCBSIYEHA PO3B3aHHIO aKTyaJIbHOI HAYKOBO-TEXHIYHOI 3a71a4i po3p0bJIeHHS MOJeiel
KaHaJliB BUTOKY iHpopMallii 117151 BUCOKOIIBUIKICHUX CUCTEM Iepeayvi JaHuX. B pe3ysbTaTi IpoBeeHOro aHalisy
KaHaJliB BUTOKY i 3aC00iB 3axXUCTy iH(popMallii BCTAaHOBJIEHO, 10 iCHYIOYi METOIA TOOYIOBU
IIEPEIIKOJIONOAABIISAYMX (PiIbTPIB TEXHIYHUX cucTeM nepepadi iHpopmarii (TCIII) 3 pocTom mBUAKOCTI nepeaayi
IAHWX MaloThb Psifl HeJOJiKiB. 30KpeMa, BUKOPUCTOBYBaHI METOIU CUHTe3Y (PibTpiB OpieHTOBaHI lepeBakHO Ha
YCYHEHHsI KaHaJliB BUTOKY B 06J1aCTi TOPiBHSIHO HU3BKUX YacTOT (He Oijibllle OAUHML rirarepit). [Tpu npoMy mig yac
aHaJli3y aMILIITYJHO-4aCTOTHUX XapaKTepUCTUK (AUX) QinbTpiB BUKOPUCTOBYIOTHCSI HAWIIPOCTIl €KBiBaJ€HTHI
CXEMU 30CEPEIKEHNX PE3UCTOPIB, IHAYKTUBHOCTEN | KOHIEHCATOPIB, SIKi CIIpaBeJ MBI 1151 HU3bKOMBUAKICHUX
TCIII. BHac1igoK UBOro i3 3pOCTaHHAM YaCTOTU BUKOPUCTOBYBaHi €KBiBaJIECHTHI CX€MU CTAIOTh HECIIPABELJIUBYMY,
110 IPU3BOAUTD [0 IOMUJIOK IIPU NOOYA0BI IEPEMIKOIONOAABIISIOUNX (PinbTPiB. PO3p061€HO METOM BU3HAYEHHS
XBUJIBOBOTO ONOPY (QisIbTPIB 110 LIEHTPAJIbHUM YaCTOTaM KaHaJliB BUTOKY iHpopmallii. BusHaueHO OOME>KeHHS Ha

IIPOTSDKHICTb CMYTH 3aXUCTY Bif] 30BHILIHBOIO JeCTPYKTUBHOTO BILIMBY. CUHTE30BaHi ceKuii QinbTpiB, 1m0



3a6e3revyoTh MiHiMaIbHUI TIepenaj, XBUIbOBUX ONOPIB IIPU 3a[1aHill YaCTOTHiI 0671aCTi 3aXUCTY BiJl 30BHILIHIX
IeCTPYKTUBHUX BILIMBIB. PO3p06s1€HO MeTos CUHTE3y (iIbTPiB HIKHIX YaCTOT 3 PO3LIMPEHOI0 CMYTOI0 3aXUCTY Bif]
30BHIlIHIX BIIJIMBIB. [JaHWi1 METOJ, IOLiJIbHO BUKOPUCTOBYBATU IIPY NOOGYIOBI (PiIbTPIB KiJl )KUBJIEHHSI CUCTEM
nepepayvi indpopmauii. Kitouosi cyioBa: TexHivYHUM 3aci6 nepepadi iHpopmalii, kaHai, BUTIK iHpopmalii,
IleCTPYKTUBHUI BIJIUB, 30BHIIIHI/ BIUIUB, 3aXUCT iHPOpMallii, BACOKOMBUIKICHI CUCTEMU, aMILTIITyAHO-4aCTOTHA

XapaKTepPHUCTHKA.

2. The thesis is devoted to the development of models of information leakage channels for high-speed data
transmission systems. As a result of the analysis of the leakage channels and information protection means, it is
established that the existing methods of constructing interference suppression filters of information transmission
means with an increase in the data transfer rate have a number of drawbacks. In particular, the filter synthesis
methods used are oriented primarily to the elimination of leakage channels in the region of relatively low
frequencies (not more than 1 GHz units). In this case, the analysis of the amplitude-frequency characteristics (AFC)
of filters uses the simplest equivalent circuits of lumped resistors, inductances and capacitors, which are valid for
low-speed of information transmission means. As a consequence, as the frequency increases, the equivalent
circuits used become unjustified, which leads to errors in the construction of noise suppression filters. It was
found that with an increase in the information transmission rate, the elements of the used lumped filters become
distributed chains: long lines. Therefore, for the design of filters for high-speed systems, it is necessary to take into
account the wave nature of the processes occurring. It is shown that disregard of the wave nature of processes in
filters leads to the appearance of unauthorized frequency channels of information leakage. These parasitic
frequency regions can also serve as channels of destructive external influence on the processed information up to
its partial or complete destruction. To eliminate these shortcomings, it is proposed to use transmission lines with
variable wave impedance (non-uniform transmission lines) as elements of noise suppression filters. Specific filter
circuits have been developed that have increased information security properties in comparison with existing
analogs based on lumped and distributed elements. Additional lumped and distributed elements (loops) can be
connected to the developed filtering sections. This makes it possible to further increase the noise immunity of
technical means of information transmission. The existence of an additional (phantom) channel of information
leakage through shielded power circuits has been proven: in this case, a phantom channel is formed due to the
propagation of waves with an even (in-phase excitation) power line. A filter model was developed and analyzed
taking into account the information leakage channel. It is shown that the level of the total information signal
propagating through the transmission line will be determined by the signal level in the even and odd channels.
Therefore, when developing filters that prevent leakage of an information signal through the power supply circuits,
it is necessary to additionally estimate the signal level in the second channel. It was found that the channels of
information leakage are determined by the location of the zeros and poles of the input resistance of the line, on
the basis of which the filter is built. A method for determining the wave impedance of filters by the central
frequencies of the information leakage channels has been developed. Limitations on the length of the strip of
protection from external destructive effects have been determined. Sections of filters are synthesized that provide
a minimum drop in wave impedances at a given frequency range of protection from external destructive
influences. A method for the synthesis of low-pass filters with an extended protection band against external
influences has been developed. This method is advisable to use when building filters for power supply circuits of
information transmission systems. A model for estimating the destructive noise impact on a distributed filter of
high-speed digital channels in case of imperfect synchronization of high-speed digital systems for binary phase
modulation (BPSK) using a phase-locked loop is developed, inhomogeneous lines, in combination with additional
concentrated and distributed inclusions, allows to adjust the level of attenuation in the area of the barrier, and
accordingly the degree of destruction of the processed information, compared with filters built on segments of
homogeneous lines. Key words: technical means of information transfer, channel, information leakage, destructive
influence, external impact, information protection, high-speed systems, amplitude-frequency response.
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