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V. BimomocTi npo guceprauiio
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1. MeTog, i 3ac06M 3HIDKEHHSI 004MCIII0OBAIBHOI CKJIaHOCTI KpunTorpadivHux RSA-nepeTBopeHb Ha OCHOBI

MO,ILYIIHpHOI CHUCTEMU YUCJIEHHS

2. Method and tools for reducing the computational complexity, cryptography RSA-transformations on the basis of
modular number system

Pedepar:

1. O6'exT mocnifKeHHs - mpolec 06pooku KpumnrorpadiuyHoi indopmauii B MogyisipHiil cuctemi yncnenHs (MCY).
Merta mocnigkeHHs - po3po6Ka Mofiesiel Ta MeTOiB 3HIDKEHHS OOUUCIIIOBAIbHOI CKIIamHOCTI RSA
KPUITONIEPETBOPEHD 32 PaXyHOK BUKOPUCTAHHS aAMTUBHO-MYJIbTUIJIIKATUBHUX BJIACTUBOCTEN M0JIiB ['asnya.
Metonu nocnmimKeHHs - aHasli3 i CUHTe3, Teopisl Yuce - Mif yac po3poOKu MEeTO[IiB i 3ac06iB peanizalii
apudMeTUYHUX ONepalill B osix ['ajyiya Ha OCHOBI 3aCTOCYBaHHS MOAYJISIPHOI CUCTEMU YMCJIEHHS IITISIXOM
BHMKOPHMCTaHHSI IPUHILIMILY KiJIbLIEBOTO 3PYLIEHHS, a TAKOX IIiJ], Yac po3pobKu MeTody Bubopy ocHoB MCY; Teopis
MOBiIpHOCTE i TEOPist HAAINHOCTI - Mif] Yac JOCiIKEeHHSI METOIiB MifBUIIeHHS 6€3BiTMOBHOCTI CHeLIpoliecopa
06po6ku kpunTorpadiynoi inpopmarii (COKI), mo PpyHKIiOHYe B MOLYISIPHIN cucTeMi YMCIeHHs. Anlapatypa -

[IepCOHAJIbHUI KOMIT'I0Tep. TeopeTuyHi i IpakTU4Hi pe3ysbTaTy JOCIiIKeHb -~ po3p0o06JIeHUH y JycepTaliiHii



POOOTI METOJ, 3HMKEHHS 00YMCIIIOBAJIbHOI CKJIAIHOCTI RSA-KpUNITONEPETBOPEHD, 4 TAKOXK BIOCKOHAJIEHI METOA]
BUMKOHaHHS apu(PMETUYHNX Ollepaliil y MOYJISIPHII CUCTEMi YHACJIEHHS, LIJIIXOM YPaxyBaHHS BJIACTUBOCTEM IOJIiB
l'anya, € HAyKOBO-METOMOJIOTIYHOIO OCHOBOIO AJIs1 TpakTudHOro creopeHHs COKI B MCY. HaykoBa HOBM3HA -
BIIEPIIE 3aIIPOIIOHOBAHO METOJ, 06POOKYM KPUNITOIIEPETBOPEHD RSA, IKMi1 XapaKTepPU3y€eThCsl BUKOPUCTAHHSIM
IIPUHLIMITY KiHII€BOTO 3pYIIE€HHS Ta 6a3yeThCsl Ha 3aCTOCYBAHHI MOJYJISIPHOI CUCTEMU YUCJIEHHS, O JO3BOJIsE
3MEHIIMTU 06YMCIIIOBAJIbHY CKJIAAHICTh RSA KpunrorpadiyHux NepeTBOPEHb; yIOCKOHATIEHO MaTEMaTUYHY MOJEb
6€3BiIMOBHOCTI cllelipolecopa 06pobku Kpunrorpadiuynoi indpopmalii, sika Bigpi3HAETbCS ypaxyBaHHIM
HaAZTiHOCTI KOHTPOJIbHUX TPaKTiB, IO /1a€ MOSKJIMBICTh OL[iHUTHY HAAiMHICTD Ccrlenmpolecopa 06pobKu
KpurnrorpadiyHoi iHpopmaliii; yIoCKOHaTIeHO METOJ, BUKOHAHHS 11iJI0YMCEeIbHUX apuPMeTUYHUX OTepalili B
MOJYJISIPHIN CUCTEMI YMCIIEHHS, SIKUH Ha BiIMiHY Bifl aHAJIOTiB ypaxoBye aiUTUBHO-MYJIbTUIIJIIKATUBHI BJIACTUBOCTI
nosis 'asya, mo no3Bosste ninpumuty mBuaxomio COKI. PesysnbraTu guceprauiiiHoi po6oTu BpoBampkeHi y 3AT
"[HCcTUTYT iHpOpMaLiiHUX TeXHOJOrIN" (M. XapkiB) Ta y Jlep;kaBHOMY MiANpreMCTBi XapKiBCbKUI MPUIAN00YAiBHAN
3aBop imeHi T.I'. IlleBueHka (M. XapkiB). HaykoBi TeopeTH4Hi Ta [IPaKTUYHi pe3yJbTaTh AUCEPTaLiiiHOi poboTu
MO>XXyTb BUKOPHCTOBYBATUCS Y HAYKOBO-TEXHIYHMX PO3POOKAx Ta IIPH NPOEKTYBaHHi cIieLnpolecopa o6pooKu
KpunrorpadidHoi iHnpopmalii, o peasnizye onepauii JogaBaHHs, BilHIMAHHS, MHOKEHHS Ta MiTHECEHHS YUCEJ 10
KBaJ[paTa 32 MOJyJIEM.

2. Object of research - process of cryptographic information processing in the modular number system. Research
objective - The models and method development to reduce RSA cryptotransformation computation complexity
through the use of additive-multiplicative propertied of Galois fields. Research methods are based on analysis and
synthesis, theory of numbers during development methods and tools of arithmetic operations in the Galois fields
by applying modular number system using the principle of circular shift and method of bases choice in the
modular number system, probability theory and reliability theory during the study methods of increasing reliability
of the special processor handling cryptographic information (SPHCI) which operates in the modular number
system. Equipment - the personal computer. Theoretical and practical results of research - the developed in the
dissertation method of reducing RSA cryptotransformation computation complexity and improved methods of
performing arithmetic operations in the modular number system by considering the properties of Galois fields is a
scientific and methodological basis for practical creation of SPHCI in the modular number system.. Scientific
novelty - for the first time developed a method for processing of cryptotrasformations, which is based on the use
of a modular system by using the principle of circular shift, which reduces the computational complexity of the
RSA cryptographic; improved mathematical model of the fail-safe for the special processor handling cryptographic
information which is different considering the reliability of the control tracts, which makes it possible to assess the
reliability of special processor handling of cryptographic information; improved method for performing integer
arithmetic in the modular number system, which is unlike analogues takes into account the additive-multiplicative
properties of Galois fields, thus increasing the speed of processing special processor cryptographic information
Results of dissertational work are introduced in the closed joint-stock company. "Institute of information
technologies" (Kharkov) and Public Enterprise Kharkov Instrumental Factory T.Shevchenko (Kharkov). Scientific
theoretical and practical results of the dissertation can be used in the research, design and development special
processor handling cryptographic information that implements operations of addition, subtraction, multiplication,
and squaring numbers by modulo.
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