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1. Incepralis € nepmuM B yKPaiHChKill IOpUANYHIN HayLji crielialbHUM KOMIUVIEKCHUM JOCTIiI)KEHHSIM aTpUOyLii
KibepaTak IpOTU 00'€KTiB KpUTUYHOI iHppacTpyKTypu. YV nucepralii po3KpUTO NpUpoy KibeprnpocTopy, 1o €
cepenoBulleM peasizalii KibepaTak Ta 3abe3nedye HeoOXiTHUMHU 3ac06aMU iX 37iICHEHHS, a TAKOK BU3HAY€HO
CYTHICHI XapaKTepUCTUKU KibepaTak. Ha nifcTasi 11boro BCTAHOBJIEHO, 110 KibepaTaku MOXYTb 37iICHIOBATUCS
IIPOTH Pi3HUX PiBHIB KibeprnpocTopy (pisuyHOro, JOTIYHOTO Ta COLiaJbLHOTr0) 3 METOIO OPYILIEHHS PYHKLiOHYBaHHS
00'€KTiB KDUTHYHOI iHPpacTPyKTypu. BcTaHoBII€HO, 1110 ITepeiyMOBOIO J1s 34iICHEHHS aTpuoyLii KibepaTak €
BH3HAUYEHHSI MDKHApOJHO-TIPOTUIIPABHOI ITOBEIiHKY, 1I0 BUMarae atpubyuii. BincyTHicTs lex specialis 3HauHO
YCKJIQHIOE NIPOLieC aTpUbyLii, TOMy KpiM MoJioKeHb TasliHHCbKUI K€PiBHULITB, IPOAHAJII30BAaHO Pi3HOMAaHITHI
¢dopmu opinio juris, ki cBiAYaTh PO NEBHUI PiBEHb PO3XOIKEHHS B MIO3ULISIX AepskaB. BomHodac opinio juris

IO3BOJIMJIO BCTAHOBUTHY, SIKi [IiSIHHS lep>KaBU PO3IJISAIOTh B SIKOCTI KibepaTtak, 110 € MOPYIIEHHSIM HOPM



MDKHApOJIHOTO [IpaBa Ta BUMaraloTb aTpuoyLii. 3 ypaxyBaHHSM BiICYTHOCTI MOHSITTS «<KPUTUYHA iHPPACTPYKTypa»,
ineHTH(}iKOoBaHO, sIKi 06’€KTH JiepKaBU HalyacTille po3rysigaloThCsl B IKOCTI KPUTUYHO BasKIIMBUX. OOGIPYHTOBAHO
HEOOXiJIHICTb PO3POOKY IOHSTTS «KPUTHUYHA iHPPaACTPYyKTypa» Ha Mi’>KHapOJAHOMY pPiBHi, sike 6 03BOJISLJIO 30epiraTu
THYYKICTb i BpaxyBaTy HalliOHaJIbHi NPiOPUTETU OKPEMUX [E€PKaB. B po6OTi TaKOXK HArOJIOUYEThCS HA TOMY, IO
PO3pOOKa TAaKOTO MOHATTS IOBUHHA CIPUSITH CTAHOBJIEHHIO ONTHMAaJIHOTO MiIX0Ny 4O KaTeropusaliii 06'eKTiB SIK
TaKUX, [0 € 00'eKTaMU KpUTUYHO]I iHPpacTpykTypu. Taka norpeda BUILJIMBAE i3 HASBHUX MiTXOMiB Nep>KaB, sIKi 4acTo
€ HEBUIPABJAHO iHKJII03UBHUMHU. 3alIPOIIOHOBAHO BUIIUTYU B OKPEMY KaTEropilo TPaHCHAL[iOHA/IbHI (MDKIeprKaBHi)
00’€KTU KPUTUYHOI iHPPaCTPYKTypH, SKi BUKOPUCTOBYIOTCSI OGHOYACHO AeKiNbKoMa AeprkaBamu. Taka Nponosutis
POOUTBCS B CUJTY IX MiTBUINEHOI B3a€MO03aIeSKHOCTI Ta PU3NKY HACTaHHS OibIll CEPHO3HMX Ta MACIITAOHUX
HaCJIiIKIB B pe3ysbTarTi YCIIHUX KibepaTak. B nucepTaniiiHoMy [OCiI>)KeHHI BU3HAUY€HO, 10 MTPolLec aTpubyLii
KibepaTak IpOTH 00’€KTiB KPUTUYHOI aTpUOYLii BUMarae 31iliICHEHHS TEXHIUHOI, TIOJIiITUYHOI Ta IOPUIUYHO]
arpubynii. Takum YnHOM, aTpubyLis KibepaTak He MOXKJINBA 6€3 OLiHKY TeXHIYHMX Ta MOJIITUYHUX iHIUKaTopiB. Llen
BUCHOBOK 3HaXOJUTh MiATPUMKY B IIO3ULIIX AEPXKaB, 4Ki BUCIOBUINCS IOLI0 3aCTOCYBAHHS Mi’KHapOJHOTO MIpaBa B
KibepIpoCcTOpi, BUCHOBKAX I'PyNHU eKciepTiB TastiHHChKOro KepiBHULTBA 2.0 Ta ['pynu ypsgoBUX €KCIIEPTIB 00
3a0XO4YE€HHS BiJJ[IOBiNAJIbHOI IOBEMiHKU [IepKaB B KiOEPIIPOCTOPi B KOHTEKCTI MiXKHAPOIHOI 6e31eKu. JIorivHum
3aBepIleHHSIM OyIb-SIKOTrO IIpoLecy aTpubyLii KibepaTak IpOTH 06'€KTiB KPUTUYHOI iHPPACTPYKTYPH Aep>KaBU Mae
CTaTH IOpPUANYHA aTpUOYLis KibepaTtak, 10 € eIeMEHTOM Mi’KHapOAHO-TIPOTUIIPABHOTO JisSIHHS BiJIIOBiIHO [0
crarti 2 CTaTeil Ipo BiANOBiZANIBHICTb NepkaB 3a MbKHapogHO-NpoTunpasHi fgisHHS 2001 poky. B po60Ti po3kpuTo
TEOPETUYHi Ta PaKTUYHi aCIIeKTU 3aCTOCYBAaHHS CTaHAAPTIB aTpuobyLii 10 KibepaTak MpOTH 06'€KTiB KPUTUYHOI
iHpacTpyKTypH 3a y4acTi opraHiB fiepkaBy; QiznyHNX a0 IPUANYHUX OCI0, Ki 3ifICHIOIOTh €JIeMEHTH YPSIOBUX
[IOBHOBA>XXE€Hb; 200 HeJep>KaBHUX CY0'eKTiB, SIKi IiIOTh MiJ KEPIBHUITBOM ab0 IiJ KOHTPOJIEM Aep>KaBU. B
IUCEPTaLiMHOMY AOCiI>)KeHH] BIeplle 37iiCHEHO KOMIJIEKCHUI aHaJli3 KibepaTak IpOTH CUCTEM
€JIEKTPOEHePreTUKYU YKpaiHu B KOHTEKCTi 30poiiHoro KoHdJikTy. OGrpyHTOBaHO, 110 KibepaTaky B KOHTEKCTi
30poiiHOro KOHQIIIKTY prima facie He € BUnagKoBUMU. B KOHKpETHOMY BUIIQJIKy Yac, 00paHuil 1j1s Kibepartak, Ta
BO€HHI [Iii Ha cxopi YKpaiHu CBigyaTh PO MPSAMY 44 ONOCEPENKOBAHY Y4aCTh KpaiHu-arpecopa. Bigrak, Ha npukiazui
IAHWX KibepaTak OBOAUTHCS HEOOXiTHICTh 3iiICHEHHSI TEXHIYHO]I Ta MOJITUYHOI aTpubyILLii, iKa 6 KOMIIJIEKCHO
BpaxoByBasia BCi HasiBHI iHIUKaTOpU. B po60Ti BU3HaU€HO OCHOBHI [IPAaKTUYHI KPOKU 17151 €(PeKTUBHOI aTpuoyLLii
KibepaTak IpOTH 06’eKTiB KpUTUYHOI iHPpaCTPyKTypH. [loBeeHO HEOOXiAHICTD 3MiiCHEHHS aTPUOYLIii B MeXKax
IEep>KaBHO-TIPUBATHOI criBrpani. OLiHeHO IepeBaru Ta HeJO0JiKKM MOKJIIMBUX MOZEJIEN B3a€EMO/Iii Ta BU3HAYEHO
HaNOi/IbII ONITUMAJIBHY, sIKa 6 Nepenbaydasa 3ayyyeHHs [IPeICTaBHUKIB epsKaBy, IPUBATHOIO CEKTOPY Ta Ipu
noTpe6i iHmMUX 3a1ikaBjeHux cTopil. [IpoananizoBaHo HoBy Kibepcrparerito €C, sika MiCTUTb iHTerpaliiHy MoJesb
B3a€MOJii MK I€p>KaBHMMU Ta [IPUBATHUMU CyO'€KTaMU Ta BBOAUTb iHCTPYMEHTHU KibepaurioMarii. Busnaueno, mo
KibepcaHKIii, SIKi 3aCTOCOBYIOTbCS Ha MifcTaBi pimenHs Panu €C, € KpOKOM BIiepes B TUTaHHI aTpubyLii Kibeparax.
BusHaueHO nepcrnekTUBY BUKOPYCTaHHS iHCTPYMEHTY KibepcaHKIlill Ha yHiBepcaJbHOMY PiBHi, 10 IpUKJIaLy, B
mexxax OOH. Ilpu ubomy, A1 NifgBUILEHHS iX €(PeKTUBHOCTI 3alIpOIIOHOBAHO 3aMiHMTH iHAMBIlyalbHi CaHKLiI Ha
CEKTOpPaJIbHi. B nucepTauiiHOMy HOCTiIKEeHH] TaKOK pOOUTHCS CIIPO6A OLIHUTY N1€PCIIEKTUBU PO3TTISAY
MIiXXZZep>KaBHOTO CIIOPY W00 aTpubyLii KibepaTak MpOTH 06’eKTiB KpUTUYHOI iHPPACTPYKTYPH Iep>kaBu B MeKax
Mixnapognoro Cyny OOH. BusHadeHo, 110 po3IJis], TaKOro MiXKIEePKaBHOTO CIIOPY MOXKE BUPIIINTYA HU3KY
TEOPETUYHUX Ta [IPAKTUYHUX ITPO6JIEM, 30KPEMA IOA0 OCOOIMBOCTEN 3aCTOCYBaHHS 3BUYAE€BUX HOPM aTpUOyii 10

KibepaTax.

2. The dissertation is the first complex research on attribution of cyberattacks against objects of critical
infrastructure. This dissertation characterizes the nature of cyberspace, which is the environment for the
commission of cyberattacks. It also identifies the essential characteristics of cyberattacks. Based on the above
mentioned, it has been established that cyberattacks can be carried out against different layers of cyberspace in
order to disrupt critical infrastructure. It was found out that defining internationally wrongful behavior in
cyberspace is the prerequisite for the attribution of cyberattacks. The lack of legally binding lex specialis
significantly complicates this task, thus various forms of opinio juris were analyzed. They indicate a lack of
consensus between states in respect to certain issues. At the same time, opinio juris has greatly helped to



determine which acts states regard as cyberattacks that violate international law and require attribution. The
dissertation identifies objects that fall within the scope of critical infrastructure concept. It insists on the need to
develop such a concept of critical infrastructure that would maintain flexibility and take into account national
priorities. It is proposed to include transnational (inter-state) critical infrastructure objects in a separate category.
This proposal is made because of their increased interdependence and the high risk of more serious and far-
reaching consequences in the context of international security. In the dissertation, it is also found out that the
process of cyberattacks attribution on critical infrastructure requires technical, political, and legal attribution.
Thus, the attribution of cyberattacks impossible without the assessment of technical and political indicators. This
conclusion is supported by the position of states on the application of International Law in cyberspace, the
conclusions of the Expert Group of the Tallinn Manual 2.0 and the GGE on Advancing responsible State behavior in
cyberspace. Legal attribution of cyberattacks, which is an element of international wrongful acts of a state under
Article 2 of the 2001 Articles on State Responsibility for Internationally Wrongful Acts, should be a final step in the
process of attribution of cyberattacks against critical infrastructure of states. The dissertation reveals the
theoretical and practical aspects of the application of norms on attribution to cyberattacks against critical
infrastructure in case they are carried out by organs of a state; persons or entities exercising elements of
governmental authority; or a person or group of persons operating under the direction or control of the state. The
dissertation research for the first time in the Ukrainian legal science provides a comprehensive analysis of
cyberattacks against Ukraine's electric grids systems in the context of the armed conflict. The example of Ukraine
proves the need to assess both technical and political indicators during the process of attribution of cyberattacks,
in particular in the context of armed conflict. It is argued that cyberattacks in the context of armed conflict are not
prima facie accidental. In this particular case, the time chosen for cyberattacks and hostilities in eastern Ukraine
indicate the direct or indirect involvement of the Russian Federation. Therefore, the need for technical and
political attribution, which would comprehensively take into account all available indicators, is substantiated on
the example of these cyberattacks. The work identifies the main practical steps for the effective attribution of
cyberattacks against critical infrastructure. The necessity of attribution within the framework of public-private
cooperation is proved. The advantages and disadvantages of possible models of interaction had been assessed and
the most optimal one was identified, which foresees the involvement of state agents and private sector
representatives. The 2020 EU Cybersecurity Strategy, which contains a model of interaction between public and
private entities on the basis of the European shield and introduces cyber diplomacy toolbox, has been analyzed.
Based on that, it was determined that the cyber sanctions instrument imposed by the Council of the EU is a step
toward legal attribution. Prospects for the use of cyber sanctions at the universal level have been also identified,
for example, within the UN. At the same time, to increase their effectiveness, it is more appropriate to use sectoral
sanctions instead of individual. The dissertation also attempts to assess the prospects of an interstate dispute
concerning the attribution of cyberattacks on critical infrastructure within the framework of International Court
of Justice. It is concluded that the legal consideration of such an interstate dispute can solve a number of
theoretical and practical problems regarding the application of customary norms on attribution to cyberattacks
and its peculiarities.
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