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1. Inceprariis € nepmuM B yKPATHCHKIN IOpUANYHIN HayLi crierjiaTbHUM KOMIIEKCHUM JTOCTIiIKEHHSIM aTpUOyLil
KibepaTak IpOTH 00’eKTiB KpUTUYHOI iHPpacTpyKTypu. ¥V nucepTalii po3KpUTO IpUpoAy KibeprnpocTopy, 110 €
cepenoBUlIeM peasizallii KibepaTak Ta 3abe3nedye HeoOXiTHUMU 3ac00aMU iX 37iICHEHHS, a TAKOK BU3HAYEHO
CYTHICHi XapaKTepUCTUKH KibepaTak. Ha mifmcrasi IbOro BCTaHOBJIEHO, 1110 KibepaTakyu MOXKYTb 3M1iICHIOBAaTUCS
IIpOTU Pi3HUX PiBHIB KibeprpocTopy (pi3ndHOro, JIOriYHOro Ta COLiaJbHOI0) 3 METOIO [OPYIIeHHS QYHKI[IOHYBaHHS
00'€KTiB KDUTUYHOI iHPpacTpyKTypu. BcranosieHo, 1110 epelyMOBOIO [J1s 37iiICHEHHS aTpuOyLii KibepaTtak €

BU3HAY€HHS MIXKHApOJHO-TIPOTUIIPAaBHO]I [TOBEAiHKY, 1110 BUMarae aTpuoyliii. BincyTHicTs lex specialis 3HauHO



YCKJIAOHIOE TIpoLieC aTpubyLii, TOMy KpiM noJsiokeHb TasliHHChbKUI KePiBHULITB, IPOAHAaJi30BaHO Pi3HOMAaHITHI
dbopmu opinio juris, sKi cBigYaTh PO NEBHUH PiBEHb PO3XOPKEHHS B IMO3ULisIX AepkaB. BogHovac opinio juris
IO3BOJIMJIO BCTAHOBUTH, SIKi [IiSIHHSI lepKaBU PO3IJISAI0Th B SIKOCTI KibepaTak, 110 € MOPYIIEHHSIM HOPM
MIXKHAPOJHOrO NpaBa Ta BUMaraloTb aTpuoOyLii. 3 ypaxyBaHHSIM BiICyTHOCTI IIOHSITTSI «KPUTHUYHA iHPPACTPYKTypa»,
ineHTU(IKOBAHO, sIKi 00'€KTHU AeprKaBy HailyacTille po3rysfaloThCs B IKOCTI KDUTUYHO BaXKIMBUX. OGIPYHTOBAHO
HEOOXiJIHICTh PO3POOKY IOHSTTS «KPUTHUYHA iHPpaCTPYyKTypa» Ha Mi>KHapOJHOMY pPiBHi, sike 6 103BOJIsLIO 30epiraTu
THYYKICTb i BpaxyBaTy HallioHaJbHi NPIOPUTETU OKPEMUX JI€P>KaB. B po60OTi TaKOXK HAroJIOLUYETbCS HA TOMY, IO
PO3po6Ka TaKOTo MOHSTTS MOBUHHA CIIPUSITU CTAHOBJIEHHIO ONTUMAJIBHOTO MiIXOAY IO KaTeropuaalii 06'€KTiB SIK
TaKUX, 0 € 00'eKTaMu KpUTUYHOI iHPpacTpykTypu. Taka norpeda BUILJIMBAE i3 HASBHUX MiTXOMiB IepsKaB, sIKi 4acTo
€ HEBUIPABJAHO iHKJII03UBHUMHU. 3aNIPOIIOHOBAHO BUIIUTU B OKPEMY KaTeropilo TPaHCHal[iOHa/IbHI (MDKIepsKaBHi)
00’€KTU KPUTUYHOI iHPPaCTPyKTypH, SKi BUKOPUCTOBYIOTCSI OJHOYACHO AeKiZbKoMa AepkaBamu. Taka Npono3uliis
POOUTLCS B CUJTY iX MiIBUILEHOI B3a€MO3aJI€SKHOCTI Ta PU3MKY HACTaHHS Oi/Iblll CEPIO3HUX Ta MACIITAOHUX
HaCJIiAKIB B pe3ysbTarTi YCIIHUX KibepaTak. B nucepTaniiiHoMy [OCiI>)KeHHI BU3HA4Y€HO, 10 Mpoliec aTpubyLii
KibepaTak IpOoTH 00’eKTiB KPUTUYHOI aTpUOYLlii BUMarae 37iliCHeHHs TEXHIUHOI, IOJIiITUYHOI Ta IOPUIUYHO]
arpubyuii. Takum YMHOM, aTpUOYLisl KibepaTak HE MOXKJINBA O€3 OIiHKM TEXHIUHMX Ta MOJIITUYHUX iHAUKATOPiB. Llen
BHCHOBOK 3HaXOJUTh MiATPUMKY B IIO3ULIIX AEPXKaB, IKi BUCIOBUJINCS MIOI0 3aCTOCYBAHHS Mi’KHapOJIHOTO MTpaBa B
KibepIpocTopi, BUCHOBKAX I'PyNu eKciiepTiB TasutiHHChKOro KepiBHULTBA 2.0 Ta ['pynu ypsgoBUX €KCIIePTiB 1010
3a0XO4YE€HHS BiJ[IOBiIa/IbHOI IOBEMIIHKU [Iep>KaB B KiOEPIIPOCTOPi B KOHTEKCTI MDKHAPOIHOI 6e3neKu. JIoridHum
3aBepLIEHHSIM OyIb-5IKOTO NPOLeCy aTpubylii KibepaTak IPOTU 00'€KTiB KpUTUYHOI iHPPaCTPyKTypH AepKaBu Mae
CTaTH IOPUANYHA aTpUOYLis KibepaTtak, 10 € eIeMEHTOM Mi’KHapOAHO-TIPOTUIIPABHOTO JiSTHHS BifIIOBiIHO [0
crarti 2 CtaTeil Ipo BiANOBiZANbHICTb NepKaB 3a MbkHapogHo-npoTunpasHi fgisHHs 2001 poky. B po60Ti po3kpuTo
TEOPETUYHi Ta IPAaKTUYHI aCIeKTU 3aCTOCYBAaHHS CTaHAAPTIB aTpuobyLii 10 KibepaTak MPOTH 06'€KTiB KPUTUYHOI
iHpacTpyKTypH 3a y4acTi opraHiB fiepkaBy; QiznyHNX 260 IPUANYHUX OCi0, SKi 3HifICHIOIOTh €JIeMEHTH YPSIIOBUX
[IOBHOBA>XXE€Hb; 200 HeJep>KaBHUX CY0'e€KTiB, sIKi IiIOTh i KEPIBHULTBOM ab0 I1iJ, KOHTPOJIEM Aep>kaBu. B
IYCepTaliHOMY NOCJIiIKEHHI BIeplle 3/1iiCHEHO KOMIJIEKCHMI aHali3 KibepaTak IPOTH CUCTEM
€JIEKTPOEHEPreTUKN YKpPAiHu B KOHTEKCTi 30poiiHOro KOHGJIKTy. OGIpyHTOBAHO, 110 KibepaTaku B KOHTEKCTI
30poiiHOro KOHQIIIKTY prima facie He € BUnagKoBUMU. B KOHKpeTHOMY BUIIQJIKY yac, 00paHuil 1jis Kibepartak, Ta
BO€HHI [Iii Ha cxofi YKpaiHu CBifgyaTh PO MPSAMY Y4 ONOCEPENKOBAaHY Y4acTh KpaiHu-arpecopa. Bigrak, Ha npuxiagi
IAaHUX KibepaTak TOBOAUTHCS HEOOXiTHICTh 37iiICHEHHS TeXHIYHOI Ta MOJITUYHOI aTpubyILLii, iKa 6 KOMIIJIEKCHO
BpaxoByBasia Bci HasiBHI iHAUKaTOpyU. B po60Ti BU3HAUE€HO OCHOBHI IIPAaKTUYHI KPOKU 17151 €(PeKTUBHOI aTpuobyLLii
KibepaTak IPOTH 00’eKTiB KpUTUYHOI iHPpaCTPyKTypH. [loBeieHO HeOOXiAHICTD 3MiiCHEHHS aTpUOYLii B MeXKax
JIep>KaBHO-TIPUBATHOI criBrpani. OLiHeHO IepeBaru Ta HeOJiKM MOKIIMBUX MOZEJIEN B3aeEMO/Iii Ta BU3HAYEHO
HaNOiIbLI ONITUMAJIbHY, SIKa 6 Nependavaa 3aaydeHHs IPeJCTaBHUKIB Je€P>KaBy, IPUBATHOTO CEKTOPY Ta IPU
noTpe6i iHmMKX 3a1ikaBeHux cTopil. [IpoananizoBaHo HOBYy Kibepcrparerito €C, sika MiCTUTh iHTerpaliiHy MoJeslb
B3a€MOJii MK Jep>KaBHMMU Ta IPUBAaTHUMU CyO'€KTaMU Ta BBOAUTb iHCTPYMEHTHU KibepauIioMarii. Busnaueno, mo
KibepcaHKIlii, sIKi 3aCTOCOBYIOTbCSI Ha MificTaBi pimeHHs Pagu €C, € KPOKOM BIiepe[] B MUTaHHi aTpubylii KibepaTak.
BusHaueHO nepcrnekTUBY BUKOPHCTAaHHS iHCTPYMEHTY KibepcaHKIIiil Ha YHiBepcaJbHOMY PiBHi, 1O IpUKJIamy, B
mexxax OOH. Ilpu ubomy, i1 NifgBuUILeHHS ix €peKTUBHOCTI 3alpOIIOHOBAHO 3aMiHMTH iHAMBIyalbHi CaHKLiI Ha
CEKTOpaJbHi. B mucepraniiiHoMy HOCIiI)KEHH] TaKOXX POOUTHCS CIPO6A OLIHUTY NEPCIEKTUBY PO3IJISIAY
MDKIIEpP>KaBHOTO CIIOPY 040 aTpubyLii KibepaTak mpOTH 00'€KTiB KPUTUYHOI iH(DPACTPYKTYpU AEP>KABU B MeKax
Mixnapogaoro Cyny OOH. BusHadeHo, 110 pO3IJs], TaKOro MiXKIEPKaBHOTO CIIOPY MOKE BUPIIINTYA HU3KY
TEOPETUYHUX Ta [IPAKTUYHUX ITPO6JIEM, 30KPEMA 100 OCOOIMBOCTEN 3aCTOCYBaHHS 3BUYAE€BUX HOPM aTpUOyLii 10

KibepaTax.

2. The dissertation is the first complex research on attribution of cyberattacks against objects of critical
infrastructure. This dissertation characterizes the nature of cyberspace, which is the environment for the
commission of cyberattacks. It also identifies the essential characteristics of cyberattacks. Based on the above
mentioned, it has been established that cyberattacks can be carried out against different layers of cyberspace in
order to disrupt critical infrastructure. It was found out that defining internationally wrongful behavior in



cyberspace is the prerequisite for the attribution of cyberattacks. The lack of legally binding lex specialis
significantly complicates this task, thus various forms of opinio juris were analyzed. They indicate a lack of
consensus between states in respect to certain issues. At the same time, opinio juris has greatly helped to
determine which acts states regard as cyberattacks that violate international law and require attribution. The
dissertation identifies objects that fall within the scope of critical infrastructure concept. It insists on the need to
develop such a concept of critical infrastructure that would maintain flexibility and take into account national
priorities. It is proposed to include transnational (inter-state) critical infrastructure objects in a separate category.
This proposal is made because of their increased interdependence and the high risk of more serious and far-
reaching consequences in the context of international security. In the dissertation, it is also found out that the
process of cyberattacks attribution on critical infrastructure requires technical, political, and legal attribution.
Thus, the attribution of cyberattacks impossible without the assessment of technical and political indicators. This
conclusion is supported by the position of states on the application of International Law in cyberspace, the
conclusions of the Expert Group of the Tallinn Manual 2.0 and the GGE on Advancing responsible State behavior in
cyberspace. Legal attribution of cyberattacks, which is an element of international wrongful acts of a state under
Article 2 of the 2001 Articles on State Responsibility for Internationally Wrongful Acts, should be a final step in the
process of attribution of cyberattacks against critical infrastructure of states. The dissertation reveals the
theoretical and practical aspects of the application of norms on attribution to cyberattacks against critical
infrastructure in case they are carried out by organs of a state; persons or entities exercising elements of
governmental authority; or a person or group of persons operating under the direction or control of the state. The
dissertation research for the first time in the Ukrainian legal science provides a comprehensive analysis of
cyberattacks against Ukraine’s electric grids systems in the context of the armed conflict. The example of Ukraine
proves the need to assess both technical and political indicators during the process of attribution of cyberattacks,
in particular in the context of armed conflict. It is argued that cyberattacks in the context of armed conflict are not
prima facie accidental. In this particular case, the time chosen for cyberattacks and hostilities in eastern Ukraine
indicate the direct or indirect involvement of the Russian Federation. Therefore, the need for technical and
political attribution, which would comprehensively take into account all available indicators, is substantiated on
the example of these cyberattacks. The work identifies the main practical steps for the effective attribution of
cyberattacks against critical infrastructure. The necessity of attribution within the framework of public-private
cooperation is proved. The advantages and disadvantages of possible models of interaction had been assessed and
the most optimal one was identified, which foresees the involvement of state agents and private sector
representatives. The 2020 EU Cybersecurity Strategy, which contains a model of interaction between public and
private entities on the basis of the European shield and introduces cyber diplomacy toolbox, has been analyzed.
Based on that, it was determined that the cyber sanctions instrument imposed by the Council of the EU is a step
toward legal attribution. Prospects for the use of cyber sanctions at the universal level have been also identified,
for example, within the UN. At the same time, to increase their effectiveness, it is more appropriate to use sectoral
sanctions instead of individual. The dissertation also attempts to assess the prospects of an interstate dispute
concerning the attribution of cyberattacks on critical infrastructure within the framework of International Court
of Justice. It is concluded that the legal consideration of such an interstate dispute can solve a number of
theoretical and practical problems regarding the application of customary norms on attribution to cyberattacks
and its peculiarities.
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