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Pedepar/anoTamis:

1. Inceprauifina po60Ta IpUCBIY€HA PO3poOLi METOIiB IPOrHO3YBAaHHS Kibep3arpo3 Ha OCHOBI JaHUX i3 BiIKPUTHUX
mxeped (OSINT) i3 BUKOpUCTaHHSIM MeXaHi3MiB TOKEHi30BaHOI yBary Ta aflaliTUBHOI IaM'STi. AKTyayIbHICTh
IOCJIiI)KeHHSI 3yMOBJIEHa HEOOXiIHICTIO Iepexoy Bill peaKTUBHOIO 0 ITPOAKTUBHOTO IMiTX0Ay B Kibepbesneli Ta
CKJIa[IHiCTIO IPOrHO3YBAaHHS KiO€PaKTMBHOCTI 32 YMOB HECTAL[iOHAPHOCTI, PEKMMHUX 3MiH, IIyMy i iHpopMaLiiHUX
aHoMasiit. 3anpononosano merog Adaptive Contextual Weighted Average (ACWA), sikuil IEPETBOPIOE YaCOBUM P,
Ha IMCKPETHI CTaHu Ta POpMY€E CIOBHUK iCTOPUYHUX ITATEPHIB JJ1s1 IPOrHO3YBAHHS iX IOaJIbIIO]l TUHAMIKHY.
Po3pobseHo TeopeTuyHy apxiTekTypy Memory-Augmented Adaptive Attention (MAAA), o iHTerpye afanTuBHy
IIOTOKOBY IaM'sITh i3 MeXaHi3Mamu yBaru TpaHc@opmepis. Ha 0CHOBI L[uX MiIXO[IiB peasi3oBaHO apXiTEKTypy
ChronoTensor, sKa 3a6e3rnedye afanTariio 10 peSKUMHUX 3MiH 6€3 epeHaBYaHHs MIJIIXOM [TIOTOKOBOI KOHCOJTigaLLii

MaM'sITi, MiJCUJIEHHS aKTYaJIbHUX Ta IIOCTYIIOBOTO 3aTyXaHHS 3aCTapijiMx naTtepHis. 3allpONOHOBAHO MiJXil 4O



iHTeprnperTatii Ta ayguTy IPOrHO30BaHMX 3HAY€Hb HA OCHOBI SIBHOTO CJIOBHMKA NIATEPHIB, BU3HAUYEHHS HANOiIbII
BIUIMBOBUX iCTOPMYHUX CTPYKTYP Ta ME€XaHi3My aZJaliTUBHOTO F€TUHTY. PO3p0O6JI€HO TaKOXK METOI CEMAaHTUYHOTO
aHasnizy OSINT-naHux i 1o6yZ0BU acoLiaTUBHUX Ta Kay3aJbHUX MepeX KibepOe3reKoBUX CyTHOCTEN i3
BMKOPHCTAHHSIM F'€HEPAaTUBHOrO MITYYHOTO iHTeeKTy. OTpUMaHi pe3yIbTaTh MOXYTb 3aCTOCOBYBATUCS Y
npakTukax Cyber Threat Intelligence 1151 nporHo3yBaHHS KibepakKTUBHOCTI, MiATPUMKY IIPUNAHSTTS PillleHb Ta
onTuMmisatlii posnoginy pecypcis kibepaaxucty. Pozpobiena apxitektypa ChronoTensor npozeMoHCTpyBasa

KOHKYPEHTHY TO4HicTb Ha OSINT-1aHuX Ta MOKJIMBICTD iHTepIIpeTallii i1 OOIPyHTYBaHHS OTPUMaHUX [IPOTHO3IB.

2. The dissertation work focuses on developing methods for forecasting cyber threats using open-source
intelligence (OSINT) data, with particular emphasis on tokenized attention and adaptive memory mechanisms. The
research addresses the growing need to shift from reactive to proactive cybersecurity, as well as the challenges of
forecasting cyber activity in the presence of non-stationarity, regime shifts, noise, and information anomalies. The
study introduces the Adaptive Contextual Weighted Average (ACWA) method, which represents time series as
discrete states and builds a dictionary of historical patterns that can be used to predict future dynamics. It also
proposes the theoretical Memory-Augmented Adaptive Attention (MAAA) architecture, which combines adaptive
streaming memory with transformer-based attention mechanisms. Building on these concepts, the ChronoTensor
architecture was developed to adapt to regime shifts without retraining. This is achieved through continuous
memory consolidation, reinforcement of relevant patterns, and gradual decay of outdated ones. The dissertation
also introduces an approach to interpreting and auditing forecast values through an explicit pattern dictionary,
identification of the most influential historical patterns, and an adaptive gating mechanism. In addition, methods
were developed for the semantic analysis of OSINT data and for constructing associative and causal networks of
cybersecurity entities using generative artificial intelligence. The results can be applied in Cyber Threat
Intelligence to forecast cyber activity, support decision-making, and improve the allocation of cybersecurity
resources. ChronoTensor demonstrated competitive forecasting accuracy on OSINT data while also providing
mechanisms for interpreting and explaining its predictions.
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