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Pedepar:

1. lucepraliiifine JOCIiIKeHHs TPUCBIYEHO KOMIIJIEKCHOMY HAyKOBO-TEOPETUYHOMY aHaJli3y BIIJIMBY 4YyTOK Ha
aIMiHiCTpaTMBHUI 6J1arOyCTpiil Aep>KaBU. 3'sICOBAHO, 10 YYTKU € OCOOJIMBUM BULOM COLiaIbHO-iHPOPMAaLilIHOTO
(deHoMeHy, SIKUI Mae 3HaYHUI NOTEHIia/ BIUIUBY Ha CYCIIJIbHY CBiIOMICTb i MpoLiecH Jep>KaBHOTO yIIPaBJIiHHSL.
BusHnaueHo, 110 B yMoBax iHpopMaLifHUX BiliH i riOpUIHUX 3aTPO3 YyTKU MOKYTh BUKOPUCTOBYBATHUCS K
iHCTpyMeHT Jecrabinizanii agminicTpaTuBHOi cuctemu, GOpMYyBaHHS HEJOBIPU 10 OpPraHiB BIaAy, IOPYLIEHHS
IPOMAJICLKOTrO MOPSAKY Ta OCIabIeHHS AepKaBHUX IHCTUTYLi. Y 3B'13Ky 3 UM OOI'PYHTOBAHO HEOOXiHICTb
CTBOPEHHS LiJIICHOI CCTeMU NPABOBUX i OpraHi3aliiiHUX 3aX0/iB, CIIPSIMOBAHUX HA 3aM100iraHHs MOMUPEHHIO
HeIpaBIMBUX BiloMoCTel i HelTpasisaliio ix HacinKiB. JlocyiikeHo YMHHY HOpMaTUBHO-TIPAaBOBY 6a3y YKpaiHu y
cdepi iHpopmaliitHoi 6e3neky, myoIiYHUX KOMYHIKaLil i 3aXUCTy iHPOPMaLiliHOrO MPOCTOPY, BUSIBJIEHO
IIPOTaJIMHYU Ta CYNEePEYHOCTi y IPABOBOMY PETyYJIIOBAHHI IMTaHb, IIOB'I3aHUX i3 MOMMPEHHSIM YyTOK Ta iHIIOi

HeloCcTOBipHOI iH(opmariii. 3arpoOHOBaHO BAOCKOHAJIIUTH aIMiHICTPAaTUBHO-TIPABOBUII MEXaHi3M MPOTHU/Iii



ne3indopmalii mISIXoM YiTKOro BU3HAUYEeHHS TIOBHOB)KEHb OPTaHiB My0JiuHOi By1any, MigBUIIeHHS PiBHS
MeJiarpaMOTHOCTI HaceJIeHHsI Ta PO3BUTKY IIPaBOBOI KyJbTypu y cdepi crioxkuBaHHS iHpopmauii Tomo. Okpemy
yBary NpuiisieHo aHasisy 3apybi>KHOro NOCBifly IPaBOBOrO pearyBaHHs Ha IIOLIMPEHHS YyTOK Ta Ae3iHdopmauii. Ha
OCHOBI [TOPiBHAJIbHO-TIPABOBOr0 aHai3y BUSIBJIEHO e(EKTUBHI MiAX0au 0o NPOoTUAii iHpopMaLiliHUM 3arpo3am y

3apyOiKHMX KpaiHax, 1[0 MOXKYTb OYTH aJalTOBaHi B yKpaiHCbKUX yMOBax.

2. The dissertation research is devoted to a comprehensive scientific and theoretical analysis of the impact of
rumors on the administrative improvement of the state, determining their essence, socio-legal nature, and
consequences for the functioning of public authority. The relevance of the topic is due to the growing role of
information processes in modern society, the intensification of information threats, manipulation, and
disinformation, which are becoming systemic and directly affect the effectiveness of public administration, the
level of public trust in government bodies, and the state of national security. The work clarifies that rumors are a
special type of socio-informational phenomenon that has significant potential to influence public consciousness
and administrative processes. Rumors are not only a means of informal communication, but also a factor in the
formation of public opinion, which can be both neutral and destructive in nature. It has been proven that in the
context of information wars, hybrid threats, and manipulative influence on mass consciousness, rumors are often
used as a tool to destabilize the administrative system, undermine the authority of government bodies, disrupt
public order, and weaken the institutional capacity of the state. It is substantiated that the spread of rumors is a
form of disinformation that harms public administration and national interests. In this regard, the need to develop
a comprehensive system of legal, organizational, and communication measures aimed at preventing the spread of
false information and neutralizing its consequences has been identified. A conceptual approach to defining the role
of the state in ensuring the informational stability of society and administrative improvement has been proposed.
The study analyzed the current regulatory framework of Ukraine in the field of information security, public
communications, access to information, personal data protection, and countering disinformation. Gaps, conflicts,
and imperfections in the regulation of issues related to the spread of rumors and other unreliable information
were identified, in particular with regard to determining liability for violations of information legislation. The need
for a clear division of powers between public authorities in the field of monitoring, responding to, and preventing
information threats was substantiated. Based on a generalization of theoretical positions, the author’s definition of
the concept of «rumors» has been formulated in legal terms as unofficial reports of unconfirmed or partially
confirmed reliability, which are spread in informal communication and influence public opinion and social
attitudes. In the sphere of public administration, they acquire legal significance, as they can violate public order,
affect trust in the authorities, and create legal risks for the implementation of administrative decisions. It is
proposed to improve the administrative and legal mechanism for countering disinformation. In this context, a
comprehensive approach combining systematic analysis of the information environment, updating of information
security strategies, and inter-agency coordination has become particularly important. The importance of
developing the legal culture of the population in the field of information consumption, increasing the level of
media literacy of citizens and civil servants, and forming a culture of trust in official sources is emphasized. It has
been established that the introduction of international experience will contribute to the improvement of the
national model of administrative and legal support for information security, which is an important condition for
strengthening the state’s resilience to modern information threats. At the same time, attention is drawn to the fact
that effective countering of disinformation at the national level requires not only an understanding of the scale and
mechanisms of information influence by external actors, but also mandatory consideration of the specific national
legal framework and institutional capacity of authorities, which ensures the rapid detection, neutralization, and
coordination of measures to counter information threats. Thus, the results of the dissertation research are of both
theoretical and practical importance. They broaden scientific understanding of the nature of rumors in the context
of administrative law, supplement the methodological basis for research on information security and public
communications, and can also be used in the process of improving Ukrainian legislation in the field of information
policy, public administration, and countering disinformation.
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