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Tema gucepranii:
1. MeTtop niagBuieHHs €(PEKTUBHOCTI I€TEeKTYBAHHS BKJIaJleHHs KOHineHUiNHOoi iHpopmarii

2. Method to improve detection efficiency of embedding confidential information

Pedepar:

1. MeTor0 poboTH € mifgBuieHHs e(peKTUBHOCTI IeTeKTyBaHH BKIaieHHs KOHPineHniitHoi indopmarii meTorom
mopu@ikauii HaMeHIIOro 3HAYyLOro 6iTa, y TOMY YMCJII 1 [ Majioi IPMXOBAHOI IPOMYCKHOI CIPOMO>KHOCTI,
LIJIIXOM PO3POOKM HOBOT'O CTETaHOAHAJIITUYHOTO METOAY 17151 KOHTEMHEPIB, 10 30epiraloTbcs y popmarax i3
BTpataMu. O6'eKTOM JOCJIIIPKEHHS € IIPOoLeCH OpraHisallii il BUSIBJIEHHS] IPUXOBAHOTO KAHAJy 3B'S13Ky BCepelMHi
BigkpuToro. [IpegMeToM OCIiIPKEHHS € MeTOJ, IeTeKTYBaHHS HassBHOCTI KOHPineH1iiHoi indpopMmaliii B
dppoBoMy 300pakeHHi. HaykoBa HOBM3HA OTPMMAaHUX PE3YJIbTATIB [10JISITae y po3po0Lii CTEraHOAHAJIITUMHOTO
METO[y, o 3a6e3nedye e(eKTUBHE NETEeKTyBaHHS HasIBHOCTI KOHQineHUiNHoi iHpopmalii, BOygosaHoi LSB-
METOJIOM IIPY [IPUXOBaHiil TPOIYCKHIN CIIPOMOKHOCTI MeHii 0.25 6iT/mikcesb, He3al1e>KHO Bif 0671acTi
3p006JIEHOr0 CTEraHOIePETBOPEHHS i 06J1aCTi aHaJi3y 300pa’keHHsI - IPOCTOPOBOi 260 YacTOTHOI. Bucoka
e(EeKTUBHICTb POOOTU METOLy HE 3aJIEXKUTD Bifl KOHKPETHOI peasisalii CTUCKY 1111 KOHTeMHepa i IepeBullye
e(eKTUBHICTb Cy4acHUX aHasoriB. [[pakTU4HA LiHHICTb POOOTHU MOJIATAE B IOBEI€HHI 3100yBaYeM OTPUMaHUX

HAyKOBUX Pe3yJIbTaTiB 0 KOHKPETHUX METO/IiB Ta aJIFOPUTMIB, 1110 MOXKYTb OYTU BUKOPUCTAHI SIK CKJIa[IOBi CCTEM



3axucty inpopmauii, iHpopmaLitHUX CUCTEM Pi3HOTO HAIIOBHEHHS Oyb-SIKOTO 3aKJafly, MignpuemMcTsa. [IpakTuuHe
3HAUYEHHS OTPUMAaHUX Pe3yJbTaTiB MifiTBEpIyKeHe aKTaMU BIIPOBAPKEHHS: B HAYKOBO-IOCinHIN po6oTi IYIKT
"Besneka-01I1", sika BUKoHyBasnach BinnosigHo [Tocranosu Kabinety MinicTpis Vkpainu Bin 25.12.2005 p. N201086;
¢daxiBusmu nigposainy B/4 K-1410; KY "Opecska obs1acHa KiliHiyHa jikapHa"; y gisabHocTi TOB "HaykoBo-gociinHa
Bupo6Huua ¢gipma "IMPOEKT-LIEHTP".

2. The dissertation is devoted to resolving an important practical problem that is to improve detection efficiency of
embedding confidential information that embedded by LSB-method including low hidden capacity by developing
new steganalysis method for cover-images, that saved in lossy formats, based on general approach to analysis of
status and functioning of information systems. The object - organizational processes and the detection of covert
communication channel within the open. The subject - steganalysis method for detection of embedding
confidential information in digital images. Developed steganoanalytic method is highly effective compared to
current existing analogues for detection of confidential information (including hidden capacity lower than 0.25 bit
per pixel) regardless of lossy formats that used for saving cover-image, and area of transformation - spatial or
frequency. Also proposed method allows effectively detection of steganographic methods different from LSB,
results of perturbation actions such as noise, blur, etc. that often are the integral parts of post-processing
fraudulent content. The practical significance of the work is finishing up scientific results to the specific
algorithms that can be used as components of information security systems, information systems of different
filling any enterprise, company, etc.
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