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Pedepar:

1. IucepTaris npucBsyeHa po3pobsaeHHo iHpopMalliliHOi TEXHOJIOTI KiZbKiCHOI OIiHKM PiBHSI 3aXUIL€HOCT]
Be6IO/IATKIB 3 ypaxyBaHHSAM iHAMBiTyalbHUX XapaKTEPUCTUK IIPOEKTY. Y MEPIIOMY PO3iJi IPpOBeLEHO aHali3
CY4aCHUX Be6IOJATKIB SIK 6araTOKOMIIOHEHTHUX CUCTEM y KOHTEKCTi JKUTTEBOTO LMKy po3po6ku I13. BcraHoBieHO
IIPSIMY 3QJIEXKHICTb MDK 3pOCTaHHSIM apXiTeKTYPHOI CKJIaIHOCTi B€6J01aTKiB Ta 30i/IbIIE€HHSIM KiIbKOCTI
MOTEHLiHMX BEKTOPIB arak. [IpoanasnizoBaHo koHueniio Secure Development Lifecycle Ta icHytoui metoau
TECTYBaHHS1 6€311eKH, 10 JO3BOJINIIO ileHTU(iKyBaTH iXHi 0OMEKEHHS Y BUSBJIEHHI BPAa3/IMBOCTEN Ta BiICYyTHICTh
MOXJIMBOCTi 064U CJIEHHS KOMIIJIEKCHO] KiJIbKiCHOI OL[iHKY PiBHSI 3aXUIIEHOCTI. Y IpyroMy po3zisi AOCaiIKeHO
po6sieMy Cy6'€KTUBHOCTI €KCIIEPTHUX OLiHOK Ta BiZJICYTHOCTI YHi(piKOBaHMX KiJIbKICHUX METPHK Yy OLiHIOBaHHI
6e3nexu Be6IoIaTKiB. BCTaHOBIEHO HECIIPOMOXKHICTb iCHYIOUMX CTAaHIAPTIB Ta METO/IiB OOYMCIIUTY iHTErpalbHUN

MMOKa3HVK 3axXMIIEHOCTI. Briepie 3arrponoHOBaHO METO, KiJIbKICHOI OLIiHKM 3aXMIIEHOCTi HA OCHOBi CTPYKTYPHOTO



aHaJli3y Ta afanTUBHOTO Binoopy Bumor OWASP ASVS 3 xoe@ilieHTaMy BaKJIMBOCTI 117151 BpaXyBaHHS 0COOJINBOCTEN
IIPOEKTY. 3aCTOCYBAHHS HEWIiTKOI JIOTIKY JO3BOJIMIIO MiHIMI3yBaTU Cy0'€KTUBHICTb €KCIIEPTHUX CYIKEHb Ta
NiABUIMTY TOYHICTb OLiHIOBAaHHS. Y TPETbOMY PO3JiJi IPOBENEHO eKCIIePUMEHTAJIbHE NOCiI)KEHHS PiBHS 6e3l1eKn
BeOOJATKy Ha CIeliasli3oBaHOMY HaBYaJIbHOMY CEPELOBUILi 3 BOYLOBAaHMMU BPa3INBOCTSIMM, IO MiITBEPIUIIO
ePeKTUBHICTh PO3PO6JIEHOTO METOAY Ta HOTO KOPEJISLo 3 pe3yIbTaTaMy He3ale>KHUX JOCHiIKeHb. YIOCKOHAJIEHO
KOHIIEIIIi}0 BUKOPUCTAHHS HEYiTKOI JIOTiKY [IJ1s iABUIEHHS 00'€KTUBHOCTI €KCIIEPTHOrO OI[iHIOBAaHHS Yepes
MexaHizmu ¢asudikauii Ta gedazudikarii, 1110 1O3BOINIO MiHIMI3yBaTU Cy0'€KTUBHICTb Ta 3a0€311€UNTH
MaTeMaTU4HO OOIPYHTOBAaHY OCHOBY /111 BCTAHOBJIEHHSI KO€(Qilli€HTiB BAKJIMBOCTI. Y 4€TBEPTOMY PO3Lii
CIIPOEKTOBAHO apXiTeKTypHY MojieJb iHdpopMaLifHOI CUCTeMH KiJIbKICHOTO OLIiHIOBaHHS 3aXUIEHOCTi Be6JOaTKIB.
Po3pob6seHo iHpopMaliliHy cucTemy, siKa CIIPOIIlye IIpolec NepeBipky BifnosinHocTi ctangapty OWASP ASVS Ta
3abe3rnedye Ipo30pPiCTh i BiTBOPIOBAHICTb PE3YJIbTATIB 3 MOXKJIMBICTIO HAJIAIITYBAHHS KOeQilli€eHTiB BasKJIMBOCTI.
MopynbHa apXiTeKTypa cucremMu 3adesneyvye e(eKTUBHICTh eKCIIEPTHOrO aHali3y Ta J03BOJINIA 3LiICHUTH
[IPaKTUYHY arnpoballito po3pobIeHOro METOLY.

2. The dissertation is devoted to developing information technology for quantitative assessment of web application
security level considering individual project characteristics. The first chapter analyzes modern web applications as
multi-component systems in the context of the software development lifecycle. A direct connection between web
application architectural complexity growth and increase in potential attack vectors was established. The Secure
Development Lifecycle concept and existing security testing methods were analyzed, identifying their limitations
in vulnerability detection and absence of comprehensive quantitative security assessment capabilities. The second
chapter investigated the problem of expert assessment subjectivity and lack of unified quantitative metrics in web
application security evaluation. The inability of existing standards and methods to calculate integral security
indicators was established. For the first time, a quantitative security assessment method was proposed based on
structural analysis and adaptive selection of OWASP ASVS requirements with importance coefficients considering
project specifics. Application of fuzzy logic allowed minimizing expert judgment subjectivity and improving
assessment accuracy. The third chapter conducted experimental research on web application security using a
specialized educational environment with pre-implemented vulnerabilities, confirming the effectiveness of the
developed methodology and its correlation with independent research results. The concept of using fuzzy logic to
improve objectivity of expert assessment through fuzzification and defuzzification mechanisms was enhanced,
allowing to minimize subjectivity and provide a mathematically substantiated basis for establishing importance
coefficients. The fourth chapter designed an architectural model of an information system for quantitative web
application security assessment. An information system was developed that simplifies OWASP ASVS compliance
checking and ensures transparency and reproducibility of results with customizable importance coefficients. The
modular system architecture ensures efficient expert analysis and enabled practical approbation of the developed
methodology.
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