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Pedepar:

1. Incepraris npucBsyeHa po3pobeHHI0 iHhOopMaLiliHOI TEXHOJIOTII KiJIbKiCHOI OLiHKY PiBHS 3aXUILEHOCTI
BeO/IOJIATKIB 3 ypaxyBaHHIM iHAMBilyaJlbHUX XapaKTEePUCTUK IIPOEKTY. Y IepIIOMY pO3/ijii IPOBeIeHO aHai3
Cy4aCHUX Be6IOJIATKIB SIK 6araTOKOMIIOHEHTHUX CUCTEM Y KOHTEKCTI JKUTTEBOTO LMKy po3pobku I13. BctaHOBIEHO
IIPSIMY 3aJIEXKHICTh MK 3pOCTaHHSIM apXiTEKTYPHOI CKJIaIHOCTi Be6J0ATKIB Ta 30i1bLIE€HHSIM KiJIbKOCTI
IOTEHLiiHMX BEeKTOPIB atak. [IpoananizoBaHo koHuenjio Secure Development Lifecycle Ta icHytoui metonu
TeCTyBaHHSI 6€3I1eKH, 10 I03BOJIMIIO ileHTUPIKYBaTH iXHi 0OOME>XKEHHS! Y BUSIBJIEHHI BPa3IMBOCTEH Ta BiICYTHICTb

MOSKJIMBOCTi 06YMCJIEHHS KOMIIJIEKCHOI KiJIbKiCHOI OI[iHKM PiBHS 3aXUILEHOCTI. Y IPyroMy po3iji AOCTiIKeHO



po6JieMy Cy6'eKTUBHOCTI €KCIIEPTHUX OLIHOK Ta BiICyTHOCTI YHi(iKOBaHMX KiJIbKICHUX METPUK Y OL[iHIOBaHHi
Oe3rexu Be6J0AaTKiB. BCTaHOBIEHO HECIIPOMOSKHICTD iCHYIOUMX CTaHJIAPTIiB Ta METOXiB O0YMCIIUTH iHTeTrpaIbHUN
[TOKA3HUK 3axXMIIEHOCTI. Briepie 3arrporioHOBaHO METO, KiJIbKICHOI OLIiHKM 3aXMIIEHOCTI HA OCHOBi CTPYKTYPHOT'O
aHaJli3y Ta afanTUBHOTO Bino6opy BuMor OWASP ASVS 3 xoe@ilieHTaMy BaXKJIMBOCTI [1J1s1 BpaXyBaHHS 0COOJINBOCTEN
IIPOEKTY. 3aCTOCYBaHHS HEUITKOI JIOTIKM J03BOJIMJIO MiHIMi3yBaTH Cy6'€KTUBHICTb €KCIIEPTHUX CY/AKEHb Ta
HiABUIIWTY TOYHICTb OLiHIOBAHHS. Y TPETbOMY PO3JiJi IPOBeeHO eKCIIepUMeHTalIbHE NOCiI)KeHHS PiBHS 6e3leKu
BeOOJATKy Ha CIlelliasli3oBaHOMY HaBYaJbHOMY CEPELOBUILi 3 BOYLOBAaHMMU BPa3iINBOCTSIMH, 110 MiJTBEPIUIIO
e(eKTUBHICTb PO3POOJIEHOTO METO/Y Ta MO0 KOPEJILIIo 3 Pe3y/ibTaTaMU He3a/1eKHUX JOCTIIKeHb. YJOCKOHAIEHO
KOHIIEIIIi}0 BUKOPUCTAHHS HEYiTKOI JIOTIKY [AJ1s TTiABUIEHHS 00'€KTUBHOCTI €KCIIEPTHOIO OIiHIOBAHHS Yepes
MmexaHizmu gaszudikauii Ta gedazudikari, 1110 103BOINIO MiHIMI3yBaTH Cy0'€KTUBHICTb Ta 3a0€311€UNTH
MaTeMaTU4HO OOI'PYHTOBAHY OCHOBY [1J1s1 BCTAHOBJIEHHS KOEQillieHTiB BaKJIMBOCTI. Y 4ETBEPTOMY PO311iJi
CIIPOEKTOBAHO apXiTeKTypHY MojieJb iHpopMaLiiHOI CUCTEMH KiJIbKICHOTO OLIiHIOBaHHS 3aXUIEHOCTi Be6JOaTKIB.
Po3pobseHo iHpopMaliliHy cucTemy, siKa CIIPOIIlye IIpolec NepeBipKy BifnoBinHocTi ctanzapty OWASP ASVS Ta
3abe3nevye IIPO30PiCTh i BiITBOPIOBAHICTb PE3YJIbTATIB 3 MOXKJIMBICTIO HAJIAIITYBAHHS KOeQilli€eHTiB BasKJIMBOCTI.
MopynbHa apxiTeKTypa CUCTEMU 3a0e3nedye e(eKTUBHICTb €KCIIEPTHOrO aHajli3y Ta J03BOJIMIIA 3iICHUTH

[IPaKTUYHY arnpobalio po3pobIeHOTr0 METOLY.

2. The dissertation is devoted to developing information technology for quantitative assessment of web application
security level considering individual project characteristics. The first chapter analyzes modern web applications as
multi-component systems in the context of the software development lifecycle. A direct connection between web
application architectural complexity growth and increase in potential attack vectors was established. The Secure
Development Lifecycle concept and existing security testing methods were analyzed, identifying their limitations
in vulnerability detection and absence of comprehensive quantitative security assessment capabilities. The second
chapter investigated the problem of expert assessment subjectivity and lack of unified quantitative metrics in web
application security evaluation. The inability of existing standards and methods to calculate integral security
indicators was established. For the first time, a quantitative security assessment method was proposed based on
structural analysis and adaptive selection of OWASP ASVS requirements with importance coefficients considering
project specifics. Application of fuzzy logic allowed minimizing expert judgment subjectivity and improving
assessment accuracy. The third chapter conducted experimental research on web application security using a
specialized educational environment with pre-implemented vulnerabilities, confirming the effectiveness of the
developed methodology and its correlation with independent research results. The concept of using fuzzy logic to
improve objectivity of expert assessment through fuzzification and defuzzification mechanisms was enhanced,
allowing to minimize subjectivity and provide a mathematically substantiated basis for establishing importance
coefficients. The fourth chapter designed an architectural model of an information system for quantitative web
application security assessment. An information system was developed that simplifies OWASP ASVS compliance
checking and ensures transparency and reproducibility of results with customizable importance coefficients. The
modular system architecture ensures efficient expert analysis and enabled practical approbation of the developed
methodology.
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