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Pedepar:

1. Y nuceprauii NpoBeieHO KOMILJIEKCHE JOCJIiIKEHHS BIIJIMBY iH(YOPMaLiHOTO IPOCTOPY MepeXi IHTepHeT Ha
(opMyBaHHS HENIPABOMIPHOI IOBEJiHKM HETIOBHOJIITHIX. Y IIEPIIOMY PO37ijli BCTAHOBJIEHO, IO CTPIMKUI PO3BUTOK
1MpPOoBUX TEXHOJIOTIH i MacoBe nomupeHHs iHpopMaLiftHOro NpocTopy Mepeski IHTepHeT y KUTTSI HEITOBHOJIITHIX
CTBOPIOIOTb CYTTEBI BUKJIUKU 17151 iXHbOI iH(pOpMaLliliHOI 6e311eKU Ta MOXKYTb CIIPUATH GOPMYBaHHIO HEIPABOMipHOI
nosefiHKu. [IpoBeieHO KOMILZIEKCHUY aHaJli3 KPMMIiHOJIOTIYHUX, COLiaJIbHUX, IICUXOJIOTIYHMX i ITPABOBUX ACIIEKTIB
BIJIMBY iHOpMaLifHOTO IPOCTOPY Ha MPOTUIIPABHY MOTHBALLIIO Ta TOBEJiHKOBI cTpaTerii HEIIOBHOJITHIX.
YIl0CKOHasIeHO aBTOPChKE PO3YMiHHS iH(POpMaLifIHOrO IPOCTOPY MepesXi IHTepHEeT sIK I7106aIbHOi, aHOHIMHOI,
TaKoi, [0 HE Ma€ YiTKUX KOPJOHIB i € c71a60 KOHTPOJIbOBAHOIO CUCTEMH, KA (POPMYETLCSI KOPUCTYBaYaMU 32
IOTIOMOTO10 IM(POBUX IIPUCTPOIB i raZKeTiB. BcTaHOBIEHO, 0 iHPOpMaLIiITHII IPOCTIP HE 3aBXIU TOPOKYE

3JI0YMHHICTh, OIHAK NIPUTaMaHHi IOMy KpUMIHOI'€HHi BIaCTUBOCTI 3[JaTHi cIpusiTi GOPMYBaHHIO [I€J1iHKBEHTHOI



MIOBEJiHKM KOPUCTYBAYiB, 30KPEMA HEIOBHOJIITHIX. Y IPYyroMy PO31iJi JOBEAEHO, IO MMOL0JIABIIY TPALULIIHI
reorpadiuHi 6ap’'epu, [HTepHeT BinKpuB Oe3IpeleieHTHI MOXJIMBOCTI IJ1s NomupeHHs iHdopMalii Ta KOMyHiKallii.
3pocTaHHs AOCTYIIHOCTI MepeXXi Ta 3HauHe 36i/1bLIeHHS KiJIbKOCTi KOPHCTYBauiB, 0COOJIMBO CEPel, HEIIOBHOJIITHIX,
3a OCTaHHI EeCATb POKIB IPU3BEJIO JO [OHAJ, CTOKPATHOrO 3pOCTaHHA 06Ty iHpopMallii, 0 CIIOKUBAETHCS
HacesieHHsIM YKpaiHu. Lle nepeBuinye KOTHITUBHI MOKJIMBOCTI 6i7IbIIOCTI JIf0Ael 1010 i TOBHOL[IHHOTO
OCMUCJIEHHS 1l BUKOPUCTAHHS Ta crpusie GOpMYyBaHHIO, TaK 3BAaHOTO KJIIIOBOrO MUCJIEHHSI, XapaKTEPHOIO 03HAKOIO
SIKOTO € [IOBEPXHEBE, (PparMeHTapHe CIPUMHSATTS AiICHOCTI. YKa3aHi TpaHcdopMallii 3yMOBJIIOIOTh CYTTEBE
[IOCUJIEHHS BIUIMBY MepexXi [HTepHeT Ha IPOL,eCH COLialIbHOI MOJepHi3allii, 110 MOSICHIOETHCA MTPOBIZHOI0 POJLIIO
ry106aJ1IbHOI Mepexi cepel, OCHOBHUX kepe1 iHdpopmarii. OBGIPpyHTOBAHO, 1110 HELOCTATHIN piBEHb 3aXUILEHOCTI
HEIIOBHOJITHIX Bifl IPOTUIIPAaBHOTO KOHTEHTY B iH(popMallifiHO-TeleKOMYyHiKaliliHill Mepexi [HTepHeT nocusoe
po6JieMy, NOB'SI3aHi 3 TOPriBielo AiTbMU, AUTSIYOI0 TTOpHOrpadielo Ta MPOCTUTYLIED, CYilIAANBbHOIO OBEIIHKOIO,
($hopMyBaHHSAM €KCTPEMICTChKUX ITOTJISIIB Ta i€0JIOTiH, a TAKOXK CIPUsiE OMOJIOIPKEHHIO HapKOoGi3HeCy U
301/IbLIIEHHIO KiJIbKOCTI BUIIAIKiB 3aJy4Y€HHS HETIOBHOJIITHIX 10 KPUMIHAJIbHO-IIPOTUIIPABHOI JisI/IbHOCTI 32
IOTIOMOT010 MepexXi IHTepHeT. [loBe[ieHO, 110 KOHTEHT Mepexi IHTepHeT cripusie GOPMYyBaHHIO Y HEIIOBHOJIITHIX
CIIOTBOPEHUX YSIBJIEHb [IPO HOPMH COLLiaIbHOI NOBEiHKY, MiABUILIEHHIO TOJIEPAHTHOCTI 4O HAaCUJIbCTBA,
[IOIIMPEHHIO CeKCyasli30BaHMUX MOJesiell B3aEMOZi, a TAKOXX 3pOCTaHHIO PiBHS CyTeCTUBHOCTI Ta KOH(POPMiZMYy.
CouianbHi Mepexi, OHJIAMH-IrpyU 3 €JIeMEeHTaMy XOPCTOKOCTI, BijleoMaTepiany 3 IEMOHCTPALIi€l0 HACUIbHULIBKUX
Iili, OpyMHU acoliasIbHOI CIIPSIMOBAHOCTI Ta I€CTPYKTUBHI iIHTE€pHET-CIiJIBHOTH BUCTYNAIOTh JKepesaMU
IleBiaHTHUX pOJIEM, AKi HENIOBHOJIITHI aKTMBHO 3aCBOIOIOTH i BiITBOPIOIOTH Y BJIACHIM MOBEIHLIL. Y TPETbOMY PO3Zii
BHOKPEMJIEHO Cy0'eKTiB 3abe3neyeHHs iHpopmalliiiHoi 6e311eKy HeIIOBHOJIITHIX y MepexXi IHTepHeT, 00’eiHaHUX y
TPU OCHOBHI rpynu: ¢i3nyHi ocobu, rpoMafChKi Opradisaliii Ta opranu gep>kaBHoi Biaau. Ha ocHOBI pe3ysibTaTiB
€MITIPUYHOTO AOCIiIKEHHS] BCTAHOBJIEHO MOIIMPEHICTD KibeprpyMiHry, 1udpoBux GopmM MaHINyJISITUBHOTO BIIJIUBY
Ta MiBUILIEHY BIKTUMHICTh HEIIOBHOJIITHIX Y Mepexki IHTepHeT. BusBieHo HU3bKUi piBeHb 00i3HAHOCTI YaCTUHU
PECIIOHIEHTIB 1010 MEXaHi3MiB 3aXMCTY, JOMiHYBaHH [IACMBHUX MOJEJIEN pearyBaHHs Ha OHJIAH-3arpo3u Ta
0OME>XeHY FOTOBHICTb 3B€PTaTUCS 110 AoromMory. Oco6yMBYy yBary NIpUAiIeHO BUKOPHUCTAHHIO ITYYHOTO iHTEJIEKTY
SIK HOBOTO iHCTPYMEHTY KPUMiHOT€HHOTO BILIMBY, IO YCKJIAJHIOE ifeHTU(IKALiI0 PU3KKIB Ta NOTPEOY€E PO3BUTKY
111 (pPOBOi KPUTUYHOCTI Y HENIOBHOJIITHIX. OGI'PYHTOBAHO CUCTEMY IIPAKTUYHUX aJITOPUTMIB iHIMBIyaIbHOTO
3ano6iraHHs, CIIPSIMOBAHUX HA PaHHE PO3IIi3HaBaHHS 3arpos, 6e3nedyny H1uppoBY B3a€MO/Iil0, IPUITUHEHHS
HeOe3MeYHNUX KOHTAKTIB, 3B€PHEHHS 10 JOIIOMOTY Ta (POPMYBaHHSI HABUYOK [ICUXOJIOTIYHOI CaMOPeryJIsiii.
JloBeneHo, 0 IIoeIHAHHS IIPABOBUX, IICUXOJIOTIYHUX Ta OCBITHIX 3aX0/iB iHAMBINyanbHOI MpodinakTuky crpuse
3HIDKEHHIO PiBHS BIKTUMi3allii HEIIOBHOJIITHIX Ta NifBUlye e(peKTUBHICTb KPYMIiHOJIOTIYHOTO 3a11006iraHHs B
11(pPOBOMY CEPELOBULIII.

2. The dissertation conducts a comprehensive study of the influence of the Internet information space on the
formation of unlawful behavior among minors. It has been established that the rapid development of digital
technologies and the massive penetration of the Internet information space into the lives of minors create
significant challenges for their information security and may contribute to the formation of unlawful behavior. A
comprehensive analysis of the criminological, social, psychological, and legal aspects of the influence of the
information space on the unlawful motivation and behavioral strategies of minors was conducted. The author's
understanding of the information space of the Internet as a global, anonymous, borderless, and poorly controlled
system formed by users with the help of digital devices and gadgets has been improved. It has been established
that the information space does not always generate crime, but its crime-inducing properties can contribute to
the formation of delinquent behavior among users, especially minors. It has been proven that by overcoming
traditional geographical barriers, the Internet has opened up unprecedented opportunities for the dissemination
of information and communication. The growth in network accessibility and a significant increase in the number of
users, especially among minors, over the past ten years has led to a more than hundredfold increase in the volume
of information consumed by the population of Ukraine. This exceeds the cognitive abilities of most people to fully
comprehend and use it and contributes to the formation of so-called clip thinking, a characteristic feature of
which is a superficial, fragmentary perception of reality. These transformations have led to a significant increase in



the influence of the Internet on the processes of social modernization, which is explained by the leading role of the
global network among the main sources of information. It has been proven that the insufficient level of protection
of minors from illegal content on the Internet exacerbates problems related to child trafficking, child pornography
and prostitution, suicidal behavior, the formation of extremist views and ideologies, and contributes to the
rejuvenation of the drug trade and an increase in the number of cases of minors being involved in criminal activity
via the Internet. It has been proven that Internet content contributes to the formation of distorted ideas about
social behavior norms among minors, increased tolerance for violence, the spread of sexualized models of
interaction, and an increase in suggestibility and conformism. Social networks, online games with elements of
cruelty, videos showing violent actions, antisocial forums, and destructive Internet communities are sources of
deviant roles that minors actively absorb and reproduce in their own behavior. The subjects responsible for
ensuring the information security of minors on the Internet have been identified and divided into three main
groups: individuals, public organizations, and government authorities. Based on the results of empirical research,
the prevalence of cyberbullying, digital forms of manipulative influence, and increased victimization of minors on
the Internet has been established. A low level of awareness among some respondents regarding protection
mechanisms, the dominance of passive models of response to online threats, and limited willingness to seek help
have been identified. Particular attention is paid to the use of artificial intelligence as a new tool for criminal
influence, which complicates the identification of risks and requires the development of digital criticality in
minors. A system of practical algorithms for individual prevention was developed, aimed at early threat detection,
safe digital interaction, termination of dangerous contacts, seeking help, and developing psychological self-
regulation skills. It has been proven that a combination of legal, psychological, and educational measures for
individual prevention contributes to reducing the level of victimization of minors and increases the effectiveness

of criminological prevention in the digital environment.
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