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BMMipIOBaJIbHUX [IPUCTPOIB, SIKi 6€3I€PEPBHO reHEePYIOTh 3HAUHI 00CATY JaHUX, (GOPMYIOYM HAZIBEJIMKi IOTOKU
indopmauii, mo norpebyoTh ePEeKTUBHOI afanTHBHOI 0OPOOKU Ta iHTesIeKTyalbHOI iHTerpauii pecypcis. MeToio
pobOTH € MifBuIlleHHs €(PEKTUBHOCTI 0OPOOKY IOTOKIB IaHUX Ta (PYHKLIOHYBAaHHS iHPPACTPYKTYpU Ha TPAHUYHOMY
piBHi po3noginenux cucrem 10T, o PYHKLIOHYIOTh B PEKMMI PEAJIbHOTO 4acy Ta 3a YMOB HAJIXOIPKEHHS BEJIUKOI
KiJIbKOCTi pi3HOPiZHMX CEHCOPHUX BUMipIOBaHb, 6araTONOTOYHOCTI 06p0OOKY Ta MaciiTabyBaHHS iHpacTpykTypu. Y
MeXKax JIOCiIKeHHsT po3pobyeHo dbopmasbHi Mofesi 06pOOKY IMOTOKIB CEHCOPHUX IAHUX, HA OCHOBI SIKUX
IIPOBEJEHO aHali3 €(PeKTMBHOCTI 3aIIPOIIOHOBAHOT0 METOAY, 1I0 Pa30M i3 pe3ybTaTaMy €KCIIePUMEHTAJIbHUX
OOCJiIXKEHb HA peaJlbHOMY YCTaTKYBaHHI MiATBEPIUB JOLIIBHICTb MOT0 3aCTOCYBaHHS Ta IPAKTUYHY €(EKTUBHICTb
y YMOBax aJlallTUBHOI iHTeJIeKTyaJIbHOI 06pOOKY AaHuX Ha rpaHMYHOMY piBHi [oT. HaykoBa HOBU3HA OTPUMaHUX
Pe3yJbTaTiB NoJisirae y po3pobsieHHi KOMIIJIEKCHOIO METOAY alallTUBHOI iHTEeJIeKTyasIbHOI 00POOKU JaHUX Y
posnoginenux cucremax IoT, SIKU Bifpi3HA€TbCS Bill BiLOMUX NIO€IHAHHIM CYKYITHOCTI B3a€MOIIOB SI3aHAX
YaCTKOBUX METOIiB i 32C06iB y MeXXax €JMHOTO KePY4Oro KOHTYPY 7151 3a0€3I1e4eHHs JUHAMIYHOTO KepyBaHHS
[IOTOKaMU JIaHUX Ta peKoHPirypanii oouyucioBaabHuX By3iiB Ha [1JIIC 3 1isio 3ab6esrneyeHHs ornepaTuBHUX
KEPYIOUHUX BILJIUBIB, MiJBUIIEHHS €(PEKTUBHOCTI BUKOPMCTAaHHS 00YMCIIIOBAIbHUX PECYPCIB i 6e3reKu
(yHKLiIOHYBaHHS iHPPACTPYKTYpH. YIOCKOHAIEHO CIOCI6 ajalTUBHOTO HAJAIITYBAaHHS IOPOTiB KOHTPOJIIO Y
MOHITOPUHTOBUX CHUCTEeMaX, SIKUI Ha BiTMiHY Bif Bizomux nigxoxis i3 pikcoBaHMMYU TOPOTOBUME 3HAYEHHSIMU
[IO€JIHyE€ MEXaHi3MM BUPIiBHIOBAHHS CUTHAJY, BUAIJIEHHS TPEHAY Ta aJAlTUBHOTO CaMOHAJIAIITYBAHHS IIOPOTiB, 10
IIO3BOJISIE BMEHIIUTH KiJIbKiCTh XMOHMX CITPalllOBaHb i MiIBUIIUTH JOCTOBIPHICTb BUSIBJIEHHS] aHOMAJil.
3anponoHOBaHO Coci6 ArHaMiYHOI peKOHQIrypalii 06uncioBalbHUAX BY3JliB HA TeTePOreHHUX IIaThopmax

SoC /IIIC, sxuit 3ab6e3nedye epeKTUBHY iHTerpalilo peKoHdirypoBaHoi joriky 3 BOyioBaHUM Ipouecopom ARM ta
I03BOJIsIE JMHAMIYHO NI€PepO3NOiIsATH O0UNCIII0OBaJIbHI 337ja4i MDK arapaTHOIO i IPOrpaMHOI0 CKJIaIOBUMU
CUCTEMU 3AJIEXKHO BiJj HABAHTKEHHS Ta KJIACy BUPILIyBAaHMX 331a4. Taka iHTerparisi CTBOpIo€ YMOBU JIs pearisauii
IVHaMiYHUX aJrOPUTMiB 00pOOKM CEHCOPHUX IIOTOKIB y peaslbHOMY 4aci Ha nepudepii cuctemu. OTprmasn
[I0/IQJIBIIOTO PO3BUTKY METOJ, aBTOMATUYHOTO NIPUMHSITTS pillleHb y 6€3[1eKOBUX CLI€HapisiX PO3IOAiJIeHUX CUCTEM
IoT, saxuil Binpi3HsAeTbCA Bif, BiTOMUX iHTErpalielo TPbOX KOMIIOHEHTIB: 6€3[1€pEPBHOIO MOHITOPUHTY CTaHY
CHCTEMMU 3 BUKOHaHHAM (PpOpMasi3oBaHMX aJrOPUTMIB aHasi3y aHOMaIbHUX NIOJIiN Ta aBTOMaTU30BaHUM BUKOHAHHS
KEepPYIOUUX BILJIMBIB. 3allpOIIOHOBAHO CIIOCIO iHTesIeKTyabHOI HelipoMepeskeBoi 0OpOOKU CEHCOPHUX AAaHUX Ha
TIIIC, sixuit noeHye anapaTHy cTabisisaliio BXiHUX JaHUX i3 HENPOMEPEKeBUM IIPUMHSTTSIM PillleHb Y MeXax
€IJMHOTO O0YMCIIIOBAJILHOTO KOHTYPY, IO JO3BOJISIE MiABUIIATA €(PEKTUBHICTb 0OPOOKY JAHMX 3aBJSIKY allapaTHIN
peasizauii Heipomepeski s IPUNHSTTS pilleHb Y peanbHOMY 4aci Ha nepudepii IoT. [IpakTryHe 3Ha4YE€HHS
OTPUMAaHUX Pe3yJIbTaTiB I10JIIra€ Y CTBOPEHHI IpOrpaMHO-anapaTHoi 1aTGOpMU alaliTUBHO] iHTeJIeKTyasIbHOI
00pOOKM CEHCOPHUX JJAHUX, 10 BKJIIOYA€E TPY B3a€MOIIOB'SI3aHi KOMIIOHEHTH: allapaTHUM 6araTopiBHEBUI KOHBEED
Ha IIJIIC pnig pinbrpaii faHUx Ta OTPUMAaHHS TPEHAIB, HEOOXITHUX AJ1s peasnidallii afanTUBHUX IIOPOTiB;
iHTeJIeKTyaJIbHUI HelipoMepeskeBUil MOIYJIb [Jisl IPUIHSTTS pillleHb Ha OCHOBI 06PO6JIEHUX CEHCOPHUX CUTHAJIIB;
aBTOMAaTM30BaHE alallTUBHE KepyBaHHs iHppacTpyKTypolo 10T, o 3abe3neuye AMHAMIYHE IEPEPO3NOAITEHHS
004K CIII0BAIBHUX PECYPCIB i ONTUMI3allil0 IOTOKIB OOPOOKHU JAHUX». 3alIPONIOHOBAHUI METOJ, HOCIiIKEHO 3
BHUKOpUTaHHSIM reteporenHoi rargopmu SoC /TIIIC Cyclone V. EkcriepyuMeHTH IIPOBOIUIIUCE i3 BUKOPUCTAaHHSIM
peasIbHUX [IOTOKIB CEHCOPHUX IaHMX i NiATBEpAWIIY, 10 3aCTOCYBAHHS anapaTHUX (PinbTPiB 3 afanTUBHUMU
[IOporamMu KOHTPOJIIO MiJIBULILYE SIKICTb CEHCOPHMX BUMIipPIOBaHb, 3MEHIIY€E 3aTPMMKU 00pOOKU Ta (GOPMYBaHHS
KepYI04MX BIIJIMBIB Ta KiJIbKiCTb XMOHUX Peakliiil, NigBuilye eHeproedeKTUBHICTb OPiBHSIHO 3 BUKJIIOYHO

MIPOrpaMHOIO peastizalfieo Ha MiHiKoMITIoTepax.

2. The dissertation is devoted to solving a scientific and practical problem of improving the efficiency of data
stream processing and the functioning of infrastructure at the edge level of distributed Internet of Things (IoT)
systems operating in real time under conditions of large volumes of heterogeneous sensor data, multithreaded
processing, and infrastructure scalability. The study substantiates a systemic approach to adaptive intelligent data
processing at the edge level of distributed IoT systems, based on the formation of an adaptively intelligent
managed hybrid IoT infrastructure. Within this infrastructure, data stream processing, data and resource
monitoring, intelligent analytics, and infrastructure efficiency assurance are integrated into a unified control loop.



The relevance of the research is driven by the rapid development of industrial, high-tech, and critical systems
where IoT technologies are widely applied. Such systems involve thousands of sensors and measurement devices
continuously generating large volumes of data, forming massive information flows that require efficient adaptive
processing and intelligent resource integration. The aim of the work is to improve the efficiency of data stream
processing and infrastructure functioning at the edge level of distributed IoT systems operating in real time under
conditions of large volumes of heterogeneous sensor measurements, multithreaded processing, and infrastructure
scalability. Within the study, formal models of sensor data stream processing were developed, based on which the
efficiency of the proposed method was analyzed. Together with experimental results obtained on real hardware,
this confirmed its feasibility and practical effectiveness under conditions of adaptive intelligent data processing at
the IoT edge level. The scientific novelty of the obtained results lies in the development of a comprehensive
method for adaptive intelligent data processing in distributed IoT systems, which differs from existing approaches
by combining a set of interrelated partial methods and tools within a unified control loop to ensure dynamic data
flow management and reconfiguration of FPGA-based computing nodes, enabling operational control actions,
improved resource utilization efficiency, and enhanced infrastructure security. The method of adaptive adjustment
of control thresholds in monitoring systems has been improved. Unlike known approaches with fixed thresholds, it
combines signal smoothing, trend extraction, and adaptive self-tuning of thresholds, which reduces false alarms
and improves anomaly detection accuracy. A method for dynamic reconfiguration of computing nodes on
heterogeneous SoC/FPGA platforms has been proposed. It ensures effective integration of reconfigurable logic
with an embedded ARM processor and enables dynamic redistribution of computational tasks between hardware
and software components depending on load and task type. This integration creates conditions for implementing
dynamic real-time sensor data processing algorithms at the system edge. The method of automated decision-
making in security scenarios of distributed IoT systems has been further developed. It differs from existing
approaches by integrating three components: continuous system monitoring, formalized anomaly detection
algorithms, and automated execution of control actions. A method for intelligent neural network processing of
sensor data on FPGA has been proposed, combining hardware stabilization of input data with neural network
decision-making within a unified computational loop. This enables increased efficiency of data processing through
hardware implementation of neural inference in real time at the IoT edge. The practical significance of the results
lies in the development of a hardware-software platform for adaptive intelligent processing of sensor data, which
includes three interconnected components: a hardware multi-level FPGA pipeline for data filtering and trend
extraction required for adaptive thresholds; an intelligent neural network module for decision-making based on
processed sensor signals; and an automated adaptive IoT infrastructure management system providing dynamic
redistribution of computational resources and optimization of data processing flows. The proposed method was
investigated using a heterogeneous SoC/FPGA platform (Cyclone V). Experiments were conducted using real
sensor data streams (temperature, humidity, illumination, and COn concentration) and confirmed that the use of
hardware filters with adaptive thresholds improves sensor data quality, reduces processing and response latency,
decreases false reactions, and increases energy efficiency compared to purely software-based implementations on
mini-computers.

Jep>kaBHH peecTpaniiinuii Homep JiP:
IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKHU: [ndopmauiiiHi Ta KoMyHiKawiiiHi TexXHOMOTii

CrpaTeriyHuii NpiopUTETHUH HaNPSIM iIHHOBALLiMHOI Ais1JIBHOCTI: PO3BUTOK CydacHUX

iHopmaLiiHUX, KOMYHIKALiITHUX TEXHOJIOTii1, pOOOTOTEXHIKA
ITizcyMKHu AOCIiAKEHHS: HoBe BUpIlEHHS aKTyaJbHOTO HAyKOBOTO 3aBIaHHs
ITy6ostikamii:

¢ KanyHos A., T'aiipait A., Tep B., Hikosbcbkuit C. “3aco61 MOHITOPHHIY MEPEXi B i0T iHPPacTpyKTypi 3
ribpuiHoI0 apxiTekTypoto.” TesekoMmyHikauiiHi Ta iHpopmaiiiHi TexHosorii N2 2, ¢. 22-32, 2023 ISSN 2412-



4338 DOI: 10.31673 /2412-4338.2022.022332

¢ Haidai A., Klymenko 1. “Method of load balancing in distributed three-layer IoT architecture.” Information,
Computing and Intelligent systems 4, 60-68, 2024 ISSN 2786-8729 DOI: 10.20535/2786-8729.4.2024.311595

e Haidai A., Klymenko I. “Automatic network reconfiguration method with dynamic ip address management.”
Information, Computing and Intelligent systems 6,217-229,2025 ISSN 2786-8729 DOI: 10.20535 /2786~
8729.6.2025.334139

¢ Haidai A., Klymenko 1. “Methodology of adaptive data processing in IoT monitoring systems with multilevel
sensor data filtering and self-tuning.” Information, Computing and Intelligent systems 7,110-126,2025 ISSN
2786-8729 DOI: 10.20535/2786-8729.7.2025.341409

o Taiinaii A., Knumenko 1. “BucokonponykTUBHA anlapaTHO-IIPOrpaMHa CUCTEMA 111 TPaHUYHOI 06pOoOKU
CEHCOPHUX IIOTOKIB y cuctemax loT Ha ninatdopmi FPGA-SOC” TexHiuHi Hayku Ta TexHosorii 4(42), 195-
207,2025 ISSN 2519-4569 DOI: 10.25140 /2411-5363-2025-4(42)-195-207

o Taiinaii A., Knumenko 1. “IIporpecuBHa apxiTeKTypa MOHITOPUHTY CEHCOPHUX JAHWUX HAa TPAaHUYHOMY PiBHI y
posnoginenux cucremax loT* IX International Scientific and Practical Conference «SoftTech-2025» Kyiv,
November 26-28, 2025 ISSN 2306-7233

o Knumenko 1., Tafinait A., Hikonbebkuit C.,TkaueHKo B. “ApxiTekTypHa KOHIEI1isi MOHITOPHHIOBOI CUCTEMHU Ha
OCHOBIi HelipoHHOrO MoayJst IoT aHaNiTUKY JaHUX.” ADANTUBHI CUCTEMU aBTOMATUYHOTO yIIpaBiliHH ToMm 2 N2
41, c. 111-123, 2022 ISSN 2571-5577 DOI: 10.20535 /1560~ 8956.41.2022.27 1355

¢ Haidai A., Klymenko I. “The method of the functional parameters estimation of the sleep monitoring system
based on neural network® The International Conference on Security, Fault Tolerance, Intelligence, Kyiv, 2022

HaykoBa (HayKOBO-TeXHi‘{Ha) HpO,ILyKI.liSIZ METOJH, TeOpii, rinoresu
CoriasibHO-€KOHOMIYHA CIPSIMOBAHICTb: nifjBuineHHs e(eKTUBHOCTI pOGOTH KOMITIOTEPHHUX iOT CUCTEM

OxopoHHi goKymeHTH Ha OIIIB:

BrnpoBaz>keHHS pe3yJIbTaTiB AHCEPTaLii: [liaHyeTbes 10 BIPOBaIKEHHS

3B's130K 3 HAYKOBUMH T€MaMH:

VI. BizoMocCTi Ipo HAayKOBOr0 K€PiBHUKa /KEePiBHHUKIB (KOHCYJIbTAaHTA)
Baacwue IlpizBuuie Im's I1o-6aTbKOBI:

1. Knumenko Ipuna AnartosniiBHa

2. Iryna A. Klymenko

KBasigikamis: 1. 1. u., npodecop, 05.13.05

Inentudikarop ORCID ID: 0000-0001-5345-8806

HoparkoBa iHdpopmawist: https://www.webofscience.com/wos /author /record /1-3379-2018;
https:/ /www.scopus.com /authid /detail.uri?authorld=57190435788;
https:/ /scholar.google.com /citations?user=PPel6SEAAAA]J

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0CO0H: HanjioHanbHu#t TexHiuyHuil yHiBepcuteT Ykpainu "KuiBchKuit

MOJITEXHIYHMI IHCTUTYT iMeHi Irops CikopcpKoro”
Kopg 3a €IPIIOY: 02070921
Micueanaxo,zm(eﬂml: npocnekT Bepecrericekuii, Kuis, 03056, Ykpaina

dopma BaacHOCTI:



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€HTiB
OdiuiiiHi OIOHEHTH
BaacHe IlpizBume Im's I1o-6aThKOBI:

1. Topomanko Onexkcanap CraHiciaBOBAY

2. Oleksandr S. Toroshanko

KBasigikanis: . . u., gor., 05.12.02
InenTudikarop ORCID ID: 0000-0002-2354-0187
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAUYHOI 0COOM: KuiBChKuil HaLiOHAbHMIA YHIBepCUTET iMeHi Tapaca

llleBueHka

Kog 3a €IPIIOY: 02070944

Micue3Haxoa KeHHS: By Bonogumupchbka, Kuis, 01033, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

BaacHe IlpizBume Im's I10-6aThKOBI:
1. Tinerypt Cepriit IkoBAY

2. Serhii Y. Hilhurt

KBasidikamis: n.1.1., crapmmit HayKoBuii criiBpo6iThuK, 05.13.05
InenTudikarop ORCID ID: 0000-0003-1647-1790

JoaparkoBa iHpopmanist: ;;ORCID: 0000-0003-1647-1790 Scopus: 57373650100 WoS: Q-6850-2018
ResearchGate: Serhii-Hilgurt

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0COOH: [HCTUTYT TPOGIEeM MOJIe/IIOBaHHs B eHepreTuti im. T, €.

[lyxoBa HanjionanbHOI akagemii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05516949

Micue3Haxoa KeHHS: By [enepana Haymosa, Kuig, 03164, Vkpaina
dopma ByracHOCTI:

Cdepa ynpaBiiHHS: HaujonanbHa akazemis HayK YKpainu

InenTudikarop ROR: He zacrocosyerscs

Penensentu

Baacue IlpizBumie Im's Ilo-6aTbKOBI:



1. Ceprienko Anarosii Muxanaiosud

2. Anatolii M. Serhiienko

KBasigikamis: 1. 1. u., npodecop, 05.13.05
Imentudikarop ORCID ID: 0000-0001-5965-1789
JoparkoBa indopmamnist:

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHuii TexHiuyHuil yHiBepcuteT Ykpainu "KuiBchKuit

MOJIITEXHIYHMN iIHCTUTYT imMeHi Irops Cikopcekoro”

Kopg 3a €IPIIOY: 02070921

Micue3Haxoa KeHHS: npocnekT Bepecreiicbkuii, Kuis, 03056, Ykpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

Inentudikarop ROR: He zacrocosyerscs

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. Kyznakos [Opiit OnekciinoBuy

2. Yurii O. Kulakov

KBasigikamis: n. 1. 1., npodecop, 05.13.13
Imentudikarop ORCID ID: 0000-0002-8981-5649

HoparkoBa iHpopmamist: https://www.scopus.com /authid /detail.uri?authorld=57190438722;
https:/ /www.webofscience.com /wos /author /record /POU-1465-2026;
https://scholar.google.com.ua/citations?user=quxUOrYAAAAJ

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0CO0M: HarionanbHuil TexHiuyHMi yHiBepcuTeT YKpainu "KuiBchKuii

MOJIITEXHIYHM IHCTUTYT iMeHi Irops Cikopcekoro”

Kopg 3a €IPIIOY: 02070921

Micuesnaxo,r.perHﬂ: npocnekT Bepecrericekuii, Kuis, 03056, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBIiTH | HayKK YKpaiHu

ImenTudikarop ROR: He zacrocosyerbcs

VIII. 3aKkJIr04Hi BiZoMOCTi

BaacHe IlpizBume Im's I10-6aTbKOBI [Tucapyyk Onexciit OnekcannpoBuy
rOJIOBH pagu

BaacHe IlpizBume Im's [10-6aTbKOBI [Tucapuyk Onexciit OnekcaHipoBuY
roJIOBYIOYOro0 Ha 3acigaHHi

BignoBigassHHUI 3a MiATOTOBKY Taiiyait AHaTogiit Pycianosuy

00JIIKOBHX JOKYMEHTIB



PeecTpaTop IOpueHko TetsiHa AHaToOJiiBHA

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisIIbHOCTI




